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AArch64 System Registers

AArch64 System Registers

ACTLR EL1: Auxiliary Control Register (EL1)

ACTLR EIL2: Auxiliary Control Register (EL2)

ACTLR EIL3: Auxiliary Control Register (EL3)

AFSRO_EL1: Auxiliary Fault Status Register 0 (EL1)

AFSRO_EL2: Auxiliary Fault Status Register 0 (EL2)

AFSRO_EL3: Auxiliary Fault Status Register 0 (EL3)

AFSR1 EL1: Auxiliary Fault Status Register 1 (EL1)

AFSR1 EL2: Auxiliary Fault Status Register 1 (EL2)

AFSR1 EL3: Auxiliary Fault Status Register 1 (EL3)

AIDR EL1: Auxiliary ID Register

AMAIR EL1: Auxiliary Memory Attribute Indirection Register (EL1)
AMAIR EL2: Auxiliary Memory Attribute Indirection Register (EL2)
AMAIR EL3: Auxiliary Memory Attribute Indirection Register (EL3)
AMCFGR _ELOQ: Activity Monitors Configuration Register

AMCGIIDR ELOQ: Activity Monitors Counter Group 1 Identification Register

AMCGCR _ELO: Activity Monitors Counter Group Configuration Register

AMCNTENCLRO_EILOQ: Activity Monitors Count Enable Clear Register 0

AMCNTENCLR1 ELOQ: Activity Monitors Count Enable Clear Register 1

AMCNTENSETO_EILOQ: Activity Monitors Count Enable Set Register 0

AMCNTENSET1 ELOQ: Activity Monitors Count Enable Set Register 1
AMCR_ELOQ: Activity Monitors Control Register

AMEVCNTRO<n> ELO: Activity Monitors Event Counter Registers 0

AMEVCNTR1<n> EL0: Activity Monitors Event Counter Registers 1

AMEVCNTVOFFO0<n> EIL.2: Activity Monitors Event Counter Virtual Offset Registers 0

AMEVCNTVOFF1<n> EL2: Activity Monitors Event Counter Virtual Offset Registers 1

AMEVTYPERO<n> EL0: Activity Monitors Event Type Registers 0

AMEVTYPER1<n> EL0: Activity Monitors Event Type Registers 1

AMUSERENR ELOQ: Activity Monitors User Enable Register

APDAKeyHi EL1: Pointer Authentication Key A for Data (bits[127:64])

APDAKeyl.o EL1: Pointer Authentication Key A for Data (bits[63:0])

APDBKeyHi EL1: Pointer Authentication Key B for Data (bits[127:64])

APDBKeyl.o EL1: Pointer Authentication Key B for Data (bits[63:0])

APGAKeyHi EL1: Pointer Authentication Key A for Code (bits[127:64])

APGAKeylLo EL1: Pointer Authentication Key A for Code (bits[63:0])
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AArch64 System Registers

APIAKeyHi EL1: Pointer Authentication Key A for Instruction (bits[127:641])
APIAKeylLo EL1: Pointer Authentication Key A for Instruction (bits[63:0])
APIBKeyHi EL1: Pointer Authentication Key B for Instruction (bits[127:641])
APIBKeylL.o EL1: Pointer Authentication Key B for Instruction (bits[63:0])

CCSIDR2 EL1: Current Cache Size ID Register 2

CCSIDR _EL1: Current Cache Size ID Register

CLIDR EL1: Cache Level ID Register

CNTFRQ_ELQ: Counter-timer Frequency register

CNTHCTL_EL2: Counter-timer Hypervisor Control register

CNTHPS CTL_EL2: Counter-timer Secure Physical Timer Control register (EL2)
CNTHPS CVAL EL2: Counter-timer Secure Physical Timer CompareValue register (EL2)
CNTHPS TVAIL EL2: Counter-timer Secure Physical Timer TimerValue register (EL2)
CNTHP_CTIL _EL2: Counter-timer Hypervisor Physical Timer Control register
CNTHP_CVAIL EI2: Counter-timer Physical Timer CompareValue register (EL2)
CNTHP TVAL EL2: Counter-timer Physical Timer TimerValue register (EL2)
CNTHVS CTL _EL2: Counter-timer Secure Virtual Timer Control register (EL2)
CNTHVS CVAL EL2: Counter-timer Secure Virtual Timer CompareValue register (EL2)
CNTHVS TVAL EIL2: Counter-timer Secure Virtual Timer TimerValue register (EL2)
CNTHV_CTL_EL2: Counter-timer Virtual Timer Control register (EL2)
CNTHV_CVAL EL2: Counter-timer Virtual Timer CompareValue register (EL2)
CNTHV_TVAL EL2: Counter-timer Virtual Timer TimerValue Register (EL2)
CNTKCTI, EL1: Counter-timer Kernel Control register

CNTPCTSS _ELOQ: Counter-timer Self-Synchronized Physical Count register

CNTPCT ELOQ: Counter-timer Physical Count register

CNTPOFF EL2: Counter-timer Physical Offset register

CNTPS CTL _EL1: Counter-timer Physical Secure Timer Control register

CNTPS CVAL EL1: Counter-timer Physical Secure Timer CompareValue register
CNTPS TVAL EL1: Counter-timer Physical Secure Timer TimerValue register
CNTP_CTL_ELO: Counter-timer Physical Timer Control register

CNTP_CVAL _ELO: Counter-timer Physical Timer CompareValue register
CNTP_TVAL ELO: Counter-timer Physical Timer TimerValue register

CNTVCTSS ELQ: Counter-timer Self-Synchronized Virtual Count register

CNTVCT ELO: Counter-timer Virtual Count register

CNTVOFF _EL2: Counter-timer Virtual Offset register

CNTV_CTL _ELQ: Counter-timer Virtual Timer Control register

CNTV_CVAL ELQ: Counter-timer Virtual Timer CompareValue register
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CNTV _TVAL ELOQ: Counter-timer Virtual Timer TimerValue register
CONTEXTIDR EL1: Context ID Register (EL1)
CONTEXTIDR EL2: Context ID Register (EL2)
CPACR_EL1: Architectural Feature Access Control Register
CPTR_EL2: Architectural Feature Trap Register (EL2)
CPTR_EL3: Architectural Feature Trap Register (EL3)
CSSELR EL1: Cache Size Selection Register

CTR_ELOQ: Cache Type Register

CurrentEL: Current Exception Level

DACR32 EL2: Domain Access Control Register

DAIF: Interrupt Mask Bits

DBGAUTHSTATUS EL1: Debug Authentication Status register
DBGBCR<n> EL1: Debug Breakpoint Control Registers
DBGBVR<n> EL1: Debug Breakpoint Value Registers
DBGCILAIMCIR EL1: Debug CLAIM Tag Clear register
DBGCILAIMSET EL1: Debug CLAIM Tag Set register
DBGDTRRX EL0: Debug Data Transfer Register, Receive
DBGDTRTX EL0Q: Debug Data Transfer Register, Transmit
DBGDTR_ELO: Debug Data Transfer Register, half-duplex
DBGPRCR EL1: Debug Power Control Register
DBGVCR32 EIL2: Debug Vector Catch Register
DBGWCR<n> EL1: Debug Watchpoint Control Registers
DBGWVR<n> EL1: Debug Watchpoint Value Registers
DCZID _ELOQ: Data Cache Zero ID register

DISR EL1: Deferred Interrupt Status Register

DIT: Data Independent Timing

DLR ELO: Debug Link Register

DSPSR_EL0: Debug Saved Program Status Register

ELR EL1: Exception Link Register (EL1)

ELR EL2: Exception Link Register (EL2)

ELR EL3: Exception Link Register (EL3)

ERRIDR EL1: Error Record ID Register

ERRSELR EL1: Error Record Select Register

ERXADDR EL1: Selected Error Record Address Register
ERXCTLR EL1: Selected Error Record Control Register

ERXFR EL1: Selected Error Record Feature Register
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ERXMISCO _EL1: Selected Error Record Miscellaneous Register 0

ERXMISC1 EL1: Selected Error Record Miscellaneous Register 1
ERXMISC2 EL1: Selected Error Record Miscellaneous Register 2
ERXMISC3 EL1: Selected Error Record Miscellaneous Register 3
ERXPFGCDN _EL1: Selected Pseudo-fault Generation Countdown register
ERXPFGCTL _EL1: Selected Pseudo-fault Generation Control register
ERXPFGF _EL1: Selected Pseudo-fault Generation Feature register
ERXSTATUS EL1: Selected Error Record Primary Status Register

ESR EL1: Exception Syndrome Register (EL1)

ESR EL2: Exception Syndrome Register (EL2)

ESR EL3: Exception Syndrome Register (EL3)

FAR EL1: Fault Address Register (EL1)

FAR EL2: Fault Address Register (EL2)

FAR EL3: Fault Address Register (EL3)

FPCR: Floating-point Control Register

FPEXC32 EL2: Floating-Point Exception Control register

FPSR: Floating-point Status Register

GCR_EL1: Tag Control Register.

GMID_EL1: Multiple tag transfer ID register

HACR_EL2: Hypervisor Auxiliary Control Register

HAFGRTR EL2: Hypervisor Activity Monitors Fine-Grained Read Trap Register
HCR_EIL2: Hypervisor Configuration Register

HDFGRTR EL2: Hypervisor Debug Fine-Grained Read Trap Register
HDFGWTR _EL2: Hypervisor Debug Fine-Grained Write Trap Register
HEGITR _EL2: Hypervisor Fine-Grained Instruction Trap Register

HEFGRTR EIL2: Hypervisor Fine-Grained Read Trap Register

HEGWTR _EL2: Hypervisor Fine-Grained Write Trap Register

HPFAR EL2: Hypervisor IPA Fault Address Register

HSTR _EL2: Hypervisor System Trap Register

ICC_APOR<n> EL1: Interrupt Controller Active Priorities Group 0 Registers
ICC_AP1R<n> EL1: Interrupt Controller Active Priorities Group 1 Registers
ICC _ASGI1R EL1: Interrupt Controller Alias Software Generated Interrupt Group 1 Register
ICC BPRO EL1: Interrupt Controller Binary Point Register 0

ICC BPR1 EL1: Interrupt Controller Binary Point Register 1

ICC CTLR _EL1: Interrupt Controller Control Register (EL1)

ICC_CTLR _EL3: Interrupt Controller Control Register (EL3)
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ICC DIR EL1: Interrupt Controller Deactivate Interrupt Register

ICC_EOIRO_ELI1: Interrupt Controller End Of Interrupt Register O

ICC _EOIR1 ELI1: Interrupt Controller End Of Interrupt Register 1

ICC_HPPIRO EL1: Interrupt Controller Highest Priority Pending Interrupt Register 0
ICC HPPIR1 EL1: Interrupt Controller Highest Priority Pending Interrupt Register 1
ICC JTARO ELI1: Interrupt Controller Interrupt Acknowledge Register 0

ICC JIAR1 EL1: Interrupt Controller Interrupt Acknowledge Register 1

ICC IGRPENO ELI1: Interrupt Controller Interrupt Group 0 Enable register

ICC IGRPEN1 ELI1: Interrupt Controller Interrupt Group 1 Enable register

ICC IGRPEN1 EL3: Interrupt Controller Interrupt Group 1 Enable register (EL3)
ICC_PMR _EL1: Interrupt Controller Interrupt Priority Mask Register

ICC RPR _EL1: Interrupt Controller Running Priority Register

ICC _SGIOR_EL1: Interrupt Controller Software Generated Interrupt Group O Register
ICC _SGI1R _EL1: Interrupt Controller Software Generated Interrupt Group 1 Register
ICC_SRE EL1: Interrupt Controller System Register Enable register (EL1)

ICC_SRE EL2: Interrupt Controller System Register Enable register (EL2)

ICC_SRE EL3: Interrupt Controller System Register Enable register (EL3)

ICH APOR<n> EIL.2: Interrupt Controller Hyp Active Priorities Group 0 Registers
ICH AP1R<n> EIL.2: Interrupt Controller Hyp Active Priorities Group 1 Registers
ICH EISR EL2: Interrupt Controller End of Interrupt Status Register

ICH ELRSR EIL2: Interrupt Controller Empty List Register Status Register

ICH HCR EL2: Interrupt Controller Hyp Control Register

ICH LR<n> EL2: Interrupt Controller List Registers

ICH MISR EL2: Interrupt Controller Maintenance Interrupt State Register

ICH VMCR _EL2: Interrupt Controller Virtual Machine Control Register

ICH VTR EL2: Interrupt Controller VGIC Type Register

ICV_APOR<n> EL1: Interrupt Controller Virtual Active Priorities Group 0 Registers
ICV_AP1R<n> EL1: Interrupt Controller Virtual Active Priorities Group 1 Registers
ICV_BPRO _EL1: Interrupt Controller Virtual Binary Point Register 0

ICV_BPR1 EL1: Interrupt Controller Virtual Binary Point Register 1

ICV_CTLR EL1: Interrupt Controller Virtual Control Register

ICV_DIR _ELI1: Interrupt Controller Deactivate Virtual Interrupt Register

ICV_EOIRO EL1: Interrupt Controller Virtual End Of Interrupt Register 0

ICV_EOIR1 EL1: Interrupt Controller Virtual End Of Interrupt Register 1
ICV_HPPIRO EL1: Interrupt Controller Virtual Highest Priority Pending Interrupt Register 0

ICV_HPPIR1 EL1: Interrupt Controller Virtual Highest Priority Pending Interrupt Register 1
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ICV_TARO EL1: Interrupt Controller Virtual Interrupt Acknowledge Register 0
ICV_IAR1 EL1: Interrupt Controller Virtual Interrupt Acknowledge Register 1
ICV_IGRPENO EL1: Interrupt Controller Virtual Interrupt Group 0 Enable register
ICV_IGRPENI1 EL1: Interrupt Controller Virtual Interrupt Group 1 Enable register
ICV_PMR ELI1: Interrupt Controller Virtual Interrupt Priority Mask Register

ICV_RPR _EL1: Interrupt Controller Virtual Running Priority Register

ID_AAG64AFRO _EL1: AArch64 Auxiliary Feature Register 0
ID_AAG64AFR1 EL1: AArch64 Auxiliary Feature Register 1

ID_ AA64DFRO _EL1: AArch64 Debug Feature Register O

ID AAG64DFR1 EL1: AArch64 Debug Feature Register 1
ID_AAG4ISARO EL1: AArch64 Instruction Set Attribute Register 0
ID_AAG4ISAR1 EL1: AArch64 Instruction Set Attribute Register 1
ID AA64AMMFRO _EL1: AArch64 Memory Model Feature Register 0
ID AA64MMFR1 EL1: AArch64 Memory Model Feature Register 1
ID AA64MMFR2 EL1: AArch64 Memory Model Feature Register 2
ID_AAG64PFRO _EL1: AArch64 Processor Feature Register 0

ID AA64PFR1 EL1: AArch64 Processor Feature Register 1

ID AA64ZFRO _EL1: SVE Feature ID register 0

ID_AFRO _EL1: AArch32 Auxiliary Feature Register 0

ID DFRO _EL1: AArch32 Debug Feature Register 0

ID DFR1 EL1: Debug Feature Register 1

ID ISARO EL1: AArch32 Instruction Set Attribute Register 0

ID ISAR1 EL1: AArch32 Instruction Set Attribute Register 1

ID ISAR2 EL1: AArch32 Instruction Set Attribute Register 2

ID ISAR3 EL1: AArch32 Instruction Set Attribute Register 3

ID ISAR4 EL1: AArch32 Instruction Set Attribute Register 4

ID ISARS5 EL1: AArch32 Instruction Set Attribute Register 5

ID ISAR6 _EL1: AArch32 Instruction Set Attribute Register 6

ID MMFRO EL1: AArch32 Memory Model Feature Register 0

ID MMFRI1 EL1: AArch32 Memory Model Feature Register 1

ID MMFR2 EL1: AArch32 Memory Model Feature Register 2

ID MMFR3 EL1: AArch32 Memory Model Feature Register 3

ID MMFR4 EL1: AArch32 Memory Model Feature Register 4

ID MMFRS5 EL1: AArch32 Memory Model Feature Register 5

ID PFRO EL1: AArch32 Processor Feature Register 0

ID PFR1 EL1: AArch32 Processor Feature Register 1
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ID PFR2 EL1: AArch32 Processor Feature Register 2

IFSR32 EL2: Instruction Fault Status Register (EL2)

ISR _EL1: Interrupt Status Register

LORC EL1: LORegion Control (EL1)

LOREA EL1: LORegion End Address (EL1)

LORID EL1: LORegionID (EL1)

LORN EL1: LORegion Number (EL1)

LORSA EL1: LORegion Start Address (EL1)

MAIR EL1: Memory Attribute Indirection Register (EL1)
MAIR EIL2: Memory Attribute Indirection Register (EL2)
MAIR EL3: Memory Attribute Indirection Register (EL3)
MDCCINT EL1: Monitor DCC Interrupt Enable Register
MDCCSR_ELOQ: Monitor DCC Status Register

MDCR_EL2: Monitor Debug Configuration Register (EL2)
MDCR_EL3: Monitor Debug Configuration Register (EL3)
MDRAR EL1: Monitor Debug ROM Address Register
MDSCR_EL1: Monitor Debug System Control Register

MIDR _EL1: Main ID Register

MPAMO _EL1: MPAMO Register (EL1)

MPAM1 EL1: MPAMI1 Register (EL1)

MPAM?2 EL2: MPAM2 Register (EL2)

MPAM3 EL3: MPAM3 Register (EL3)

MPAMHCR EL2: MPAM Hypervisor Control Register (EL2)
MPAMIDR EL1: MPAM ID Register (EL1)

MPAMVPMO _EL2: MPAM Virtual PARTID Mapping Register 0
MPAMVPM1 EL2: MPAM Virtual PARTID Mapping Register 1
MPAMVPM2 EIL2: MPAM Virtual PARTID Mapping Register 2
MPAMVPM3 EL2: MPAM Virtual PARTID Mapping Register 3
MPAMVPM4 EL2: MPAM Virtual PARTID Mapping Register 4
MPAMVPM5 EL2: MPAM Virtual PARTID Mapping Register 5
MPAMVPM6_EL2: MPAM Virtual PARTID Mapping Register 6
MPAMVPM7 EL2: MPAM Virtual PARTID Mapping Register 7
MPAMVPMV_ EIL2: MPAM Virtual Partition Mapping Valid Register
MPIDR_EL1: Multiprocessor Affinity Register

MVFRO _EL1: AArch32 Media and VFP Feature Register 0

MVFR1 EL1: AArch32 Media and VFP Feature Register 1
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MVFR2 EL1: AArch32 Media and VFP Feature Register 2

NZCV: Condition Flags

OSDILR EL1: OS Double Lock Register

OSDTRRX EL1: OS Lock Data Transfer Register, Receive

OSDTRTX EL1: OS Lock Data Transfer Register, Transmit

OSECCR_ELI1: OS Lock Exception Catch Control Register

OSIAR EL1: OS Lock Access Register

OSLSR EL1: OS Lock Status Register

PAN: Privileged Access Never

PAR EL1: Physical Address Register

PMBIDR EL1: Profiling Buffer ID Register

PMBLIMITR EL1: Profiling Buffer Limit Address Register

PMBPTR EL1: Profiling Buffer Write Pointer Register

PMBSR EL1: Profiling Buffer Status/syndrome Register

PMCCFILTR ELOQ: Performance Monitors Cycle Count Filter Register
PMCCNTR_ELQ: Performance Monitors Cycle Count Register
PMCEIDO_ELOQ: Performance Monitors Common Event Identification register 0
PMCEID1 EL0: Performance Monitors Common Event Identification register 1
PMCNTENCLR ELOQ: Performance Monitors Count Enable Clear register
PMCNTENSET ELOQ: Performance Monitors Count Enable Set register
PMCR_EILOQ: Performance Monitors Control Register

PMEVCNTR<n> EI0: Performance Monitors Event Count Registers
PMEVTYPER<n> EIL0: Performance Monitors Event Type Registers
PMINTENCLR EL1: Performance Monitors Interrupt Enable Clear register
PMINTENSET EL1: Performance Monitors Interrupt Enable Set register
PMMIR EL1: Performance Monitors Machine Identification Register
PMOVSCLR_ELOQ: Performance Monitors Overflow Flag Status Clear Register
PMOVSSET ELOQ: Performance Monitors Overflow Flag Status Set register
PMSCR_EL1: Statistical Profiling Control Register (EL1)

PMSCR_EL2: Statistical Profiling Control Register (EL2)

PMSELR EILO0: Performance Monitors Event Counter Selection Register
PMSEVFR EL1: Sampling Event Filter Register

PMSFCR _EL1: Sampling Filter Control Register

PMSICR _EL1: Sampling Interval Counter Register

PMSIDR _EL1: Sampling Profiling ID Register

PMSIRR EL1: Sampling Interval Reload Register
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PMSIATFR EL1: Sampling Latency Filter Register

PMSWINC ELOQ: Performance Monitors Software Increment register
PMUSERENR ELQ: Performance Monitors User Enable Register
PMXEVCNTR_ELOQ: Performance Monitors Selected Event Count Register
PMXEVTYPER EILO: Performance Monitors Selected Event Type Register
REVIDR EL1: Revision ID Register

RGSR EL1: Random Allocation Tag Seed Register.

RMR _EL1: Reset Management Register (EL1)

RMR _EL2: Reset Management Register (EL2)

RMR _EL3: Reset Management Register (EL3)

RNDR: Random Number

RNDRRS: Reseeded Random Number

RVBAR EL1: Reset Vector Base Address Register (if EL2 and EL3 not implemented)

RVBAR EL2: Reset Vector Base Address Register (if EL3 not implemented)

RVBAR EL3: Reset Vector Base Address Register (if EL3 implemented)

S3 <opl> <Cn> <Cm> <op2>: IMPLEMENTATION DEFINED registers
SCR_EL3: Secure Configuration Register

SCTLR EL1: System Control Register (EL1)

SCTLR _EIL2: System Control Register (EL2)

SCTLR _EIL3: System Control Register (EL3)

SCXTNUM_ELO: ELO Read/Write Software Context Number
SCXTNUM EL1: EL1 Read/Write Software Context Number
SCXTNUM EL2: EL2 Read/Write Software Context Number
SCXTNUM _EL3: EL3 Read/Write Software Context Number
SDER32 EIL2: AArch32 Secure Debug Enable Register
SDER32 EIL3: AArch32 Secure Debug Enable Register
SPSel: Stack Pointer Select

SPSR_abt: Saved Program Status Register (Abort mode)
SPSR_EL1: Saved Program Status Register (EL1)

SPSR_EL2: Saved Program Status Register (EL2)

SPSR_EL3: Saved Program Status Register (EL3)

SPSR fiq: Saved Program Status Register (FIQ mode)

SPSR irq: Saved Program Status Register (IRQ mode)

SPSR und: Saved Program Status Register (Undefined mode)
SP_ELQ: Stack Pointer (ELO)

SP_EL1: Stack Pointer (EL1)
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SP_EL2: Stack Pointer (EL2)

SP_EL3: Stack Pointer (EL3)

SSBS: Speculative Store Bypass Safe

TCO: Tag Check Override

TCR_EL1: Translation Control Register (EL1)

TCR_EL2: Translation Control Register (EL2)

TCR_EL3: Translation Control Register (EL3)

TESREOQ EL1: Tag Fault Status Register (ELO).

TESR _EL1: Tag Fault Status Register (EL1)

TESR _EL2: Tag Fault Status Register (EL2)

TESR _EL3: Tag Fault Status Register (EL3)

TPIDRRO EL0: ELO Read-Only Software Thread ID Register
TPIDR _ELO: ELO Read/Write Software Thread ID Register
TPIDR EL1: EL1 Software Thread ID Register

TPIDR EIL2: EL2 Software Thread ID Register

TPIDR _EL3: EL3 Software Thread ID Register

TRBBASER EL1: Trace Buffer Base Address Register

TRBIDR EL1: Trace Buffer ID Register

TRBLIMITR EL1: Trace Buffer Limit Address Register

TRBMAR EL1: Trace Buffer Memory Attribute Register

TRBPTR EL1: Trace Buffer Write Pointer Register

TRBSR _EL1: Trace Buffer Status/syndrome Register

TRBTRG ELI1: Trace Buffer Trigger Counter Register
TRCACATR<n>: Address Comparator Access Type Register <n>
TRCACVR<n>: Address Comparator Value Register <n>
TRCAUTHSTATUS: Authentication Status Register
TRCAUXCTLR: Auxillary Control Register

TRCBBCTLR: Branch Broadcast Control Register

TRCCCCTLR: Cycle Count Control Register

TRCCIDCCTLRO: Context Identifier Comparator Control Register 0
TRCCIDCCTLRI1: Context Identifier Comparator Control Register 1
TRCCIDCVR<n>: Context Identifier Comparator Value Registers <n>
TRCCLAIMCLR: Claim Tag Clear Register

TRCCLAIMSET: Claim Tag Set Register

TRCCNTCTLR<n>: Counter Control Register <n>

TRCCNTRLDVR<n>: Counter Reload Value Register <n>
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TRCCNTVR<n>: Counter Value Register <n>

TRCCONFIGR: Trace Configuration Register

TRCDEVARCH: Device Architecture Register

TRCDEVID: Device Configuration Register

TRCEVENTCTLOR: Event Control 0 Register
TRCEVENTCTLI1R: Event Control 1 Register
TRCEXTINSELR<n>: External Input Select Register <n>
TRCIDRO: ID Register 0

TRCIDRI1: ID Register 1

TRCIDR10: ID Register 10

TRCIDR11: ID Register 11

TRCIDR12: ID Register 12

TRCIDR13: ID Register 13

TRCIDR2: ID Register 2

TRCIDR3: ID Register 3

TRCIDRA4: ID Register 4

TRCIDRS: ID Register 5

TRCIDRG: ID Register 6

TRCIDR7: ID Register 7

TRCIDRS: ID Register 8

TRCIDR9: ID Register 9

TRCIMSPECOQ: IMP DEF Register 0

TRCIMSPEC<n>: IMP DEF Register <n>

TRCOSILSR: Trace OS Lock Status Register

TRCPRGCTLR: Programming Control Register

TRCQCTLR: Q Element Control Register

TRCRSCTLR<n>: Resource Selection Control Register <n>
TRCRSR: Resources Status Register

TRCSEQEVR<n>: Sequencer State Transition Control Register <n>
TRCSEQRSTEVR: Sequencer Reset Control Register
TRCSEQSTR: Sequencer State Register

TRCSSCCR<n>: Single-shot Comparator Control Register <n>
TRCSSCSR<n>: Single-shot Comparator Control Status Register <n>
TRCSSPCICR<n>: Single-shot Processing Element Comparator Input Control Register <n>
TRCSTALLCTLR: Stall Control Register

TRCSTATR: Trace Status Register
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TRCSYNCPR: Synchronization Period Register

TRCTRACEIDR: Trace ID Register

TRCTSCTLR: Timestamp Control Register

TRCVICTLR: ViewInst Main Control Register

TRCVIIECTLR: ViewlInst Include/Exclude Control Register
TRCVIPCSSCTLR: ViewlInst Start/Stop PE Comparator Control Register
TRCVISSCTLR: ViewlInst Start/Stop Control Register
TRCVMIDCCTLRO: Virtual Context Identifier Comparator Control Register 0
TRCVMIDCCTLRI1: Virtual Context Identifier Comparator Control Register 1
TRCVMIDCVR<n>: Virtual Context Identifier Comparator Value Register <n>
TRFCR_EL1: Trace Filter Control Register (EL1)

TRFCR_EL2: Trace Filter Control Register (EL2)

TTBRO _EL1: Translation Table Base Register 0 (EL1)

TTBRO EIL2: Translation Table Base Register 0 (EL2)

TTBRO _EL3: Translation Table Base Register 0 (EL3)

TTBR1 EL1: Translation Table Base Register 1 (EL1)

TTBR1 EIL2: Translation Table Base Register 1 (EL2)

UAQO: User Access Override

VBAR _EL1: Vector Base Address Register (EL1)

VBAR EL2: Vector Base Address Register (EL2)

VBAR _EL3: Vector Base Address Register (EL3)

VDISR EL2: Virtual Deferred Interrupt Status Register

VMPIDR EL2: Virtualization Multiprocessor ID Register

VNCR_EL2: Virtual Nested Control Register

VPIDR _EL2: Virtualization Processor ID Register

VSESR EL2: Virtual SError Exception Syndrome Register

VSTCR_EL2: Virtualization Secure Translation Control Register
VSTTBR_EIL2: Virtualization Secure Translation Table Base Register
VTCR_EL2: Virtualization Translation Control Register

VTTBR_EL2: Virtualization Translation Table Base Register

ZCR_EL1: SVE Control Register for EL1

ZCR_EL2: SVE Control Register for EL2

ZCR_EL3: SVE Control Register for EL3
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Copyright © 2010-2019 Arm Limited or its affiliates. All rights reserved. This document is Non-Confidential.

Page 13



AArch64 System Instructions

AArch64 System Instructions

AT S12EQR: Address Translate Stages 1 and 2 ELO Read

AT S12EQW: Address Translate Stages 1 and 2 ELO Write

AT S12E1R: Address Translate Stages 1 and 2 EL1 Read

AT S12E1W: Address Translate Stages 1 and 2 EL1 Write

AT S1EOR: Address Translate Stage 1 ELO Read

AT S1EQW: Address Translate Stage 1 ELO Write

AT S1E1R: Address Translate Stage 1 EL1 Read

AT S1E1RP: Address Translate Stage 1 EL1 Read PAN

AT S1E1W: Address Translate Stage 1 EL1 Write

AT S1E1WP: Address Translate Stage 1 EL1 Write PAN

AT S1E2R: Address Translate Stage 1 EL2 Read

AT S1E2W: Address Translate Stage 1 EL2 Write

AT S1E3R: Address Translate Stage 1 EL3 Read

AT S1E3W: Address Translate Stage 1 EL3 Write

CFP RCTX: Control Flow Prediction Restriction by Context

CPP RCTX: Cache Prefetch Prediction Restriction by Context

DC CGDSW: Data, Allocation Tag or unified Cache line Clean of Data and Allocation Tags by Set/Way

DC CGDVAC: Data, Allocation Tag or unified Cache line Clean of Allocation Tags by VA to PoC

DC CGDVADP: Data, Allocation Tag or unified Cache line Clean of Allocation Tags by VA to PoDP

DC CGDVAP: Data, Allocation Tag or unified Cache line Clean of Data and Allocation Tags by VA to PoP
DC CGSW: Data, Allocation Tag or unified Cache line Clean of Allocation Tags by Set/Way

DC CGVAC: Data, Allocation Tag or unified Cache line Clean of Allocation Tags by VA to PoC

DC CGVADP: Data, Allocation Tag or unified Cache line Clean of Data and Allocation Tags by VA to PoDP
DC CGVAP: Data, Allocation Tag or unified Cache line Clean of Allocation Tags by VA to PoP

DC CIGDSW: Data, Allocation Tag or unified Cache line Clean and Invalidate of Data and Allocation Tags by Set/Way
DC CIGDVAC: Data, Allocation Tag or unified Cache line Clean and Invalidate of Data and Allocation Tags by VA to PoC
DC CIGSW: Data, Allocation Tag or unified Cache line Clean and Invalidate of Allocation Tags by Set/Way
DC CIGVAC: Data, Allocation Tag or unified Cache line Clean and Invalidate of Allocation Tags by VA to PoC
DC CISW: Data or unified Cache line Clean and Invalidate by Set/Way

DC CIVAC: Data or unified Cache line Clean and Invalidate by VA to PoC

DC CSW: Data or unified Cache line Clean by Set/Way

DC CVAC: Data or unified Cache line Clean by VA to PoC

DC CVADP: Data or unified Cache line Clean by VA to PoDP

DC CVAP: Data or unified Cache line Clean by VA to PoP
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AArch64 System Instructions

DC CVAU: Data or unified Cache line Clean by VA to PoU

DC GVA: Data Cache set Allocation Tag by VA

DC GZVA: Data Cache set Allocation Tags and Zero by VA

DC IGDSW: Data, Allocation Tag or unified Cache line Invalidate of Data and Allocation Tags by Set/Way
DC IGDVAC: Data, Allocation Tag or unified Cache line Invalidate of Allocation Tags by VA to PoC
DC IGSW: Data, Allocation Tag or unified Cache line Invalidate of Allocation Tags by Set/Way

DC IGVAC: Data, Allocation Tag or unified Cache line Invalidate of Allocation Tags by VA to PoC
DC ISW: Data or unified Cache line Invalidate by Set/Way

DC IVAC: Data or unified Cache line Invalidate by VA to PoC

DC ZVA: Data Cache Zero by VA

DVP RCTX: Data Value Prediction Restriction by Context

IC JALLU: Instruction Cache Invalidate All to PoU

IC JALLUIS: Instruction Cache Invalidate All to PoU, Inner Shareable

IC IVAU: Instruction Cache line Invalidate by VA to PoU

S1 <opl> <Cn> <Cm> <op2>: IMPLEMENTATION DEFINED maintenance instructions

TLBI ALLE1: TLB Invalidate All, EL1

TLBI ALLE1IS: TLB Invalidate All, EL1, Inner Shareable

TLBI ALLE10S: TLB Invalidate All, EL1, Outer Shareable

TLBI ALLE2: TLB Invalidate All, EL2

TLBI ALLE2IS: TLB Invalidate All, EL2, Inner Shareable

TLBI ALLE20S: TLB Invalidate All, EL2, Outer Shareable

TLBI ALLE3: TLB Invalidate All, EL3

TLBI ALLE3IS: TLB Invalidate All, EL3, Inner Shareable

TLBI ALLE30S: TLB Invalidate All, EL3, Outer Shareable

TLBI ASIDE1: TLB Invalidate by ASID, EL1

TLBI ASIDE1IS: TLB Invalidate by ASID, EL1, Inner Shareable

TLBI ASIDE10S: TLB Invalidate by ASID, EL1, Outer Shareable

TLBI IPAS2E1: TLB Invalidate by Intermediate Physical Address, Stage 2, EL1

TLBI IPAS2E1IS: TLB Invalidate by Intermediate Physical Address, Stage 2, EL1, Inner Shareable
TLBI IPAS2E10S: TLB Invalidate by Intermediate Physical Address, Stage 2, EL1, Outer Shareable

TLBI IPAS21.E1: TLB Invalidate by Intermediate Physical Address, Stage 2, Last level, EL1

TLBI IPAS21.E1IS: TLB Invalidate by Intermediate Physical Address, Stage 2, Last level, EL1, Inner Shareable

TLBI IPAS21.E10S: TLB Invalidate by Intermediate Physical Address, Stage 2, Last level, EL1, Outer Shareable

TLBI RIPAS2E1: TLB Range Invalidate by Intermediate Physical Address, Stage 2, EL1

TLBI RIPAS2E1IS: TLB Range Invalidate by Intermediate Physical Address, Stage 2, EL1, Inner Shareable

TLBI RIPAS2E10S: TLB Range Invalidate by Intermediate Physical Address, Stage 2, EL1, Outer Shareable
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AArch64 System Instructions

TLBI RIPAS21.E1: TLB Range Invalidate by Intermediate Physical Address, Stage 2, Last level, EL1
TLBI RIPAS21.E11IS: TLB Range Invalidate by Intermediate Physical Address, Stage 2, Last level, EL1, Inner Shareable

TLBI RIPAS2I.E10S: TLB Range Invalidate by Intermediate Physical Address, Stage 2, Last level, EL1, Outer
Shareable

TLBI RVAAE1L: TLB Range Invalidate by VA, All ASID, EL1

TLBI RVAAEL1IS: TLB Range Invalidate by VA, All ASID, EL1, Inner Shareable
TLBI RVAAE10S: TLB Range Invalidate by VA, All ASID, EL1, Outer Shareable
TLBI RVAALE1: TLB Range Invalidate by VA, All ASID, Last level, EL1

TLBI RVAALE1IS: TLB Range Invalidate by VA, All ASID, Last Level, EL1, Inner Shareable
TLBI RVAALE10S: TLB Range Invalidate by VA, All ASID, Last Level, EL1, Outer Shareable
TLBI RVAE1L: TLB Range Invalidate by VA, EL1

TLBI RVAEL1IS: TLB Range Invalidate by VA, EL1, Inner Shareable

TLBI RVAE10S: TLB Range Invalidate by VA, EL1, Outer Shareable

TLBI RVAE2: TLB Range Invalidate by VA, EL2

TLBI RVAE2IS: TLB Range Invalidate by VA, EL2, Inner Shareable

TLBI RVAE20S: TLB Range Invalidate by VA, EL2, Outer Shareable

TLBI RVAE3: TLB Range Invalidate by VA, EL3

TLBI RVAE3IS: TLB Range Invalidate by VA, EL3, Inner Shareable

TLBI RVAE30S: TLB Range Invalidate by VA, EL3, Outer Shareable

TLBI RVALE1: TLB Range Invalidate by VA, Last level, EL1

TLBI RVALE1IS: TLB Range Invalidate by VA, Last level, EL1, Inner Shareable
TLBI RVALE10S: TLB Range Invalidate by VA, Last level, EL1, Outer Shareable
TLBI RVALE2: TLB Range Invalidate by VA, Last level, EL2

TLBI RVALE2IS: TLB Range Invalidate by VA, Last level, EL2, Inner Shareable
TLBI RVALE20S: TLB Range Invalidate by VA, Last level, EL2, Outer Shareable
TLBI RVALE3: TLB Range Invalidate by VA, Last level, EL3

TLBI RVALE3IS: TLB Range Invalidate by VA, Last level, EL3, Inner Shareable
TLBI RVALE30S: TLB Range Invalidate by VA, Last level, EL3, Outer Shareable
TLBI VAAE1: TLB Invalidate by VA, All ASID, EL1

TLBI VAAEL1IS: TLB Invalidate by VA, All ASID, EL1, Inner Shareable

TLBI VAAE10S: TLB Invalidate by VA, All ASID, EL1, Outer Shareable

TLBI VAALE1: TLB Invalidate by VA, All ASID, Last level, EL1

TLBI VAALE1IS: TLB Invalidate by VA, All ASID, Last Level, EL1, Inner Shareable
TLBI VAALE10S: TLB Invalidate by VA, All ASID, Last Level, EL1, Outer Shareable
TLBI VAE1: TLB Invalidate by VA, EL1

TLBI VAE1IS: TLB Invalidate by VA, EL1, Inner Shareable

TLBI VAE10S: TLB Invalidate by VA, EL1, Outer Shareable
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TLBI VAE2: TLB Invalidate by VA, EL2

TLBI VAE2IS: TLB Invalidate by VA, EL2, Inner Shareable

TLBI VAE20S: TLB Invalidate by VA, EL2, Outer Shareable

TLBI VAE3: TLB Invalidate by VA, EL3

TLBI VAE3IS: TLB Invalidate by VA, EL3, Inner Shareable

TLBI VAE30S: TLB Invalidate by VA, EL3, Outer Shareable

TLBI VALE1: TLB Invalidate by VA, Last level, EL1

TLBI VALE1IS: TLB Invalidate by VA, Last level, EL1, Inner Shareable
TLBI VALE10S: TLB Invalidate by VA, Last level, EL1, Outer Shareable
TLBI VALE2: TLB Invalidate by VA, Last level, EL2

TLBI VALEZ2IS: TLB Invalidate by VA, Last level, EL2, Inner Shareable
TLBI VALE20S: TLB Invalidate by VA, Last level, EL2, Outer Shareable
TLBI VALE3: TLB Invalidate by VA, Last level, EL3

TLBI VALE3IS: TLB Invalidate by VA, Last level, EL3, Inner Shareable
TLBI VALE3O0S: TLB Invalidate by VA, Last level, EL3, Outer Shareable

TLBI VMALLEL: TLB Invalidate by VMID, All at stage 1, EL.1

TLBI VMALLEL1IS: TLB Invalidate by VMID, All at stage 1, EL1, Inner Shareable

TLBI VMALLE10S: TLB Invalidate by VMID, All at stage 1, EL1, Outer Shareable

TLBI VMALILS12E1: TLB Invalidate by VMID, All at Stage 1 and 2, EL1

TLBI VMALILS12E1IS: TLB Invalidate by VMID, All at Stage 1 and 2, EL1, Inner Shareable

TLBI VMALLS12E10S: TLB Invalidate by VMID, All at Stage 1 and 2, EL1, Outer Shareable
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ACTLR EL1, Auxiliary Control Register (EL1)

ACTLR EL1, Auxiliary Control Register (EL1)

The ACTLR EL1 characteristics are:

Purpose

Provides IMPLEMENTATION DEFINED configuration and control options for execution at EL1 and ELO.

Note
Arm recommends the contents of this register have no effect on the PE when
HCR EL2.{E2H, TGE} is {1, 1}, and instead the configuration and control
fields are provided by the ACTLR EIL2 register. This avoids the need for

software to manage the contents of these register when switching between a
Guest OS and a Host OS.

Configuration

AArch64 System register ACTLR EL1 bits [31:0] are architecturally mapped to AArch32 System register ACTLR[31:0]

AArch64 System register ACTLR EL1 bits [63:32] are architecturally mapped to AArch32 System register
ACTLR2[31:0] .

Attributes

ACTLR EL1 is a 64-bit register.

Field descriptions

The ACTLR EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 1514 13 12 1110 9 8 7 6 5 4 3 2 1 O

IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.

Accessing the ACTLR_EL1

Accesses to this register use the following encodings:

MRS <Xt>, ACTLR EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0001 0b0000 0b001
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ACTLR EL1, Auxiliary Control Register (EL1)

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TACR == 'l1' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '1x1' then

return NVMem[0x118];
else
return ACTLR EL1;
elsif PSTATE.EL == EL2 then
return ACTLR EL1;
elsif PSTATE.EL == EL3 then
return ACTLR EL1;

MSR ACTLR EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0001 0b0000 0b001
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TACR == 'l1' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1l,NV> ==

NVMem[0x118] = X[t];
else
ACTLR EL1 = X[t];
elsif PSTATE.EL == EL2 then
ACTLR EL1 = X[t];
elsif PSTATE.EL == EL3 then
ACTLR EL1 = X[t];

'1x1' then
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ACTLR EL2, Auxiliary Control Register (EL2)

The ACTLR EL2 characteristics are:

Purpose

Provides IMPLEMENTATION DEFINED configuration and control options for EL2.

Note

Arm recommends the contents of this register are updated to apply to ELO

when HCR EL2.{E2H, TGE} is {1, 1}, gaining configuration and control fields

from the ACTLR EL1. This avoids the need for software to manage the

contents of these register when switching between a Guest OS and a Host OS.

Configuration

AArch64 System register ACTLR EL2 bits [31:0] are architecturally mapped to AArch32 System register

HACTLR[31:0] .

AArch64 System register ACTLR EL2 bits [63:32] are architecturally mapped to AArch32 System register

HACTLR2[31:0].

If EL2 is not implemented, this register is RESO from EL3.

This register has no effect if EL2 is not enabled in the current Security state.

Attributes

ACTLR EL2 is a 64-bit register.

Field descriptions

The ACTLR EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.

Accessing the ACTLR_EL2

Accesses to this register use the following encodings:

MRS <Xt>, ACTLR EL2

op0

opl

CRn CRm

op2

Ob11

0b100

0b0001 0b0000

0b001

7

6 5 4 3

2

1

0
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ACTLR EL2, Auxiliary Control Register (EL2)

if PSTATE.EL == ELO then

UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;

elsif PSTATE.EL == EL2 then
return ACTLR EL2;

elsif PSTATE.EL == EL3 then
return ACTLR EL2;

MSR ACTLR EL2, <Xt>

op0 opl CRn CRm

op2

0Ob11 0b100 0b0001 0b0000

0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
ACTLR EL2 = X[t];
elsif PSTATE.EL == EL3 then
ACTLR EL2 = X[t];
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ACTLR _EL3, Auxiliary Control Register (EL3)

The ACTLR ELS3 characteristics are:

Purpose

Provides IMPLEMENTATION DEFINED configuration and control options for EL3.

Configuration

This register is present only when EL3 is implemented. Otherwise, direct accesses to ACTLR EL3 are UNDEFINED.

Attributes

ACTLR EL3 is a 64-bit register.

Field descriptions

The ACTLR EL3 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.

Accessing the ACTLR_EL3

Accesses to this register use the following encodings:

MRS <Xt>, ACTLR EL3

op0 opl CRn CRm op2
Ob11 0b110 0b0001 0b0000 0b001
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;

elsif PSTATE.EL == EL3 then
return ACTLR EL3;

MSR ACTLR EL3, <Xt>

op0

opl

CRn

CRm

op2

Ob11

Ob110

0b0001

0b0000

0b001
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if PSTATE.EL ==
UNDEFINED;
elsif PSTATE.EL
UNDEFINED;
elsif PSTATE.EL
UNDEFINED;
elsif PSTATE.EL
ACTLR EL3 =

ELO then
== EL1 then
== EL2 then

== EL3 then
X[tl;

ACTLR EL3, Auxiliary Control Register (EL3)
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AFSRO EL1, Auxiliary Fault Status Register O (EL1)

The AFSRO_EL1 characteristics are:

Purpose

Provides additional IMPLEMENTATION DEFINED fault status information for exceptions taken to EL1.

Configuration

AArch64 System register AFSRO _EL1 bits [31:0] are architecturally mapped to AArch32 System register ADFSR[31:0

Attributes

AFSRO _EL1 is a 64-bit register.

Field descriptions

The AFSRO_EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.

Accessing the AFSRO_EL1

7

6 5 4 3

2

1

0

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic AFSR0O EL1 or
AFSRO EL12 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, AFSRO _EL1

op0 opl CRn CRm

op2

Ob11 0b000 0b0101 0b0001

0b000

Page 24



AFSRO _EL1, Auxiliary Fault Status Register 0 (EL1)

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TRVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.AFSRO EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x128];
else
return AFSRO EL1;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return AFSRO EL2;
else
return AFSRO EL1;
elsif PSTATE.EL == EL3 then
return AFSRO EL1;

MSR AFSRO_EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0101 0b0001 0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.AFSRO EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x128] = X[t];
else
AFSRO _EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
AFSRO_EL2 = X[t];
else
AFSRO _EL1 = X[t];
elsif PSTATE.EL == EL3 then
AFSRO EL1 = X[t];

MRS <Xt>, AFSRO_EL12

op0 opl CRn CRm op2
Ob11 0b101 0b0101 0b0001 0b000
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AFSRO _EL1, Auxiliary Fault Status Register 0 (EL1)

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
return NVMem[0x128];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return AFSRO EL1;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
return AFSRO EL1;
else
UNDEFINED;

MSR AFSRO_EL12, <Xt>

op0 opl CRn CRm op2
0b11 0b101 0b0101 0b0001 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
NVMem[0x128] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
AFSRO _EL1 = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
AFSRO _EL1 = X[t];
else
UNDEFINED;
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AFSRO _EL2, Auxiliary Fault Status Register 0 (EL2)

AFSRO EL2, Auxiliary Fault Status Register 0 (EL2)

The AFSRO_EL2 characteristics are:

Purpose
Provides additional IMPLEMENTATION DEFINED fault status information for exceptions taken to EL2.
Configuration

AArch64 System register AFSRO_EL2 bits [31:0] are architecturally mapped to AArch32 System register
HADFSR[31:0] .

If EL2 is not implemented, this register is RESO from EL3.

This register has no effect if EL2 is not enabled in the current Security state.

Attributes

AFSRO EL2 is a 64-bit register.

Field descriptions

The AFSRO_EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.

Accessing the AFSRO_EL2

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic AFSR0O EL2 or
AFSRO EL1 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, AFSRO EL2

op0 opl CRn CRm op2
Ob11 0b100 0b0101 0b0001 0b000
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if PSTATE.EL == ELO then
UNDEFINED;

AFSRO _EL2, Auxiliary Fault Status Register 0 (EL2)

elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

else

UNDEFINED;

elsif PSTATE.EL == EL2 then
return AFSRO EL2;
elsif PSTATE.EL == EL3 then
return AFSRO EL2;

MSR AFSRO_EL2, <Xt>

op0

opl

CRn CRm op2

0Ob11

0b100

0b0101 0b0001 0b000

if PSTATE.EL == ELO then
UNDEFINED;

elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

else

UNDEFINED;

elsif PSTATE.EL
AFSRO_EL2 =
elsif PSTATE.EL
AFSRO_EL2 =

MRS <Xt>, AFSRO_EL1

== EL2 then
X[tl;
== EL3 then
X[tl;

op0

opl

CRn CRm op2

Ob11

0b000

0b0101 0b0001 0b000

if PSTATE.EL == ELO then
UNDEFINED;

elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TRVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && 'ELUsingAArch32(EL2) && (!HaveEL(EL3)

HFGRTR EL2.AFSRO EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x1281];

else

return AFSRO EL1;

elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then

return AFSRO EL2;

else

return AFSRO EL1;

elsif PSTATE.EL == EL3 then
return AFSRO EL1;

MSR AFSRO EL1, <Xt>

op0

opl

|| SCR_EL3

CRn

CRm

op2

Ob11

0b000

0b0101

0b0001

0b000

.FGTEn == '1') &&
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AFSRO _EL2, Auxiliary Fault Status Register 0 (EL2)

if PSTATE.EL == ELO then

UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.AFSRO EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x128] = X[t];
else

AFSRO EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
AFSRO EL2 = X[t];
else
AFSRO EL1 = X[t];
elsif PSTATE.EL == EL3 then
AFSRO EL1 = X[t];
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AFSRO_EL3, Auxiliary Fault Status Register 0 (EL3)

AFSRO_EL3, Auxiliary Fault Status Register 0 (EL3)

The AFSRO_EL3 characteristics are:

Purpose

Provides additional IMPLEMENTATION DEFINED fault status information for exceptions taken to EL3.

Configuration

This register is present only when EL3 is implemented. Otherwise, direct accesses to AFSR0O EL3 are UNDEFINED.

Attributes

AFSRO EL3 is a 64-bit register.

Field descriptions

The AFSRO_EL3 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.

Accessing the AFSRO_EL3

Accesses to this register use the following encodings:

MRS <Xt>, AFSRO EL3

op0 opl CRn CRm op2
Ob11 0b110 0b0101 0b0001 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;

elsif PSTATE.EL == EL3 then
return AFSRO_EL3;

MSR AFSRO EL3, <Xt>

op0

opl

CRn

CRm

op2

Ob11

Ob110

0b0101

0b0001

0b000
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if PSTATE.EL ==
UNDEFINED;
elsif PSTATE.EL
UNDEFINED;
elsif PSTATE.EL
UNDEFINED;
elsif PSTATE.EL
AFSRO_EL3 =

AFSRO_EL3, Auxiliary Fault Status Register 0 (EL3)

ELO then
== EL1 then
== EL2 then

== EL3 then
X[tl;
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AFSR1 EL1, Auxiliary Fault Status Register 1 (EL1)

AFSR1 EL1, Auxiliary Fault Status Register 1 (EL1)

The AFSR1 _ELI1 characteristics are:

Purpose

Provides additional IMPLEMENTATION DEFINED fault status information for exceptions taken to EL1.

Configuration

AArch64 System register AFSR1 EL1 bits [31:0] are architecturally mapped to AArch32 System register AIFSR[31:0] .

Attributes

AFSR1 EL1 is a 64-bit register.

Field descriptions

The AFSR1 _EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.

Accessing the AFSR1_EL1

7

6 5 4 3

2

1

0

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic AFSR1 EL1 or
AFSR1 EL12 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, AFSR1 EL1

op0 opl CRn CRm

op2

Ob11 0b000 0b0101 0b0001

0b001
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AFSR1 EL1, Auxiliary Fault Status Register 1 (EL1)

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TRVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.AFSR1 EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x1301];
else
return AFSR1 EL1;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return AFSR1 EL2;
else
return AFSR1 EL1;
elsif PSTATE.EL == EL3 then
return AFSR1 EL1;

MSR AFSR1 EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0101 0b0001 0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.AFSR1 EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x130] = X[t];
else
AFSR1 EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
AFSR1 EL2 = X[t];
else
AFSR1 EL1 = X[t];
elsif PSTATE.EL == EL3 then
AFSR1 EL1 = X[t];

MRS <Xt>, AFSR1 EL12

op0 opl CRn CRm op2
Ob11 0b101 0b0101 0b0001 0b001
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AFSR1 EL1, Auxiliary Fault Status Register 1 (EL1)

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
return NVMem[0x1301];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return AFSR1 EL1;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
return AFSR1 EL1;
else
UNDEFINED;

MSR AFSR1 EL12, <Xt>

op0 opl CRn CRm op2
0b11 0b101 0b0101 0b0001 0b001
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
NVMem[0x130] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
AFSR1 EL1 = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
AFSR1 EL1 = X[t];
else
UNDEFINED;
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AFSR1 EL2, Auxiliary Fault Status Register 1 (EL2)

AFSR1 EL2, Auxiliary Fault Status Register 1 (EL2)

The AFSR1_EL2 characteristics are:

Purpose

Provides additional IMPLEMENTATION DEFINED fault status information for exceptions taken to EL2.

Configuration

AArch64 System register AFSR1 EL2 bits [31:0] are architecturally mapped to AArch32 System register HAIFSR[31:0

If EL2 is not implemented, this register is RESO from EL3.

This register has no effect if EL2 is not enabled in the current Security state.
Attributes

AFSR1 EL2 is a 64-bit register.

Field descriptions

The AFSR1 _EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

7 6 5 4 3 2 1 0
IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.
Accessing the AFSR1_EL2

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic AFSR1 EL2 or
AFSR1 EL1 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, AFSR1 EL2

op0 opl CRn CRm op2
Ob11 0b100 0b0101 0b0001 0b001
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if PSTATE.EL == ELO then
UNDEFINED;

AFSR1 EL2, Auxiliary Fault Status Register 1 (EL2)

elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

else

UNDEFINED;

elsif PSTATE.EL == EL2 then
return AFSR1 EL2;
elsif PSTATE.EL == EL3 then
return AFSR1 EL2;

MSR AFSR1 EL2, <Xt>

op0

opl

CRn CRm op2

0Ob11

0b100

0b0101 0b0001 0b001

if PSTATE.EL == ELO then
UNDEFINED;

elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

else

UNDEFINED;

elsif PSTATE.EL
AFSR1 EL2 =
elsif PSTATE.EL
AFSR1 EL2 =

MRS <Xt>, AFSR1 EL1

== EL2 then
X[tl;
== EL3 then
X[tl;

op0

opl

CRn CRm op2

Ob11

0b000

0b0101 0b0001 0b001

if PSTATE.EL == ELO then
UNDEFINED;

elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TRVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && 'ELUsingAArch32(EL2) && (!HaveEL(EL3)

HFGRTR EL2.AFSR1 EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x1301];

else

return AFSR1 EL1;

elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then

return AFSR1 EL2;

else

return AFSR1 EL1;

elsif PSTATE.EL == EL3 then
return AFSR1 EL1;

MSR AFSR1 EL1, <Xt>

op0

opl

|| SCR_EL3

CRn

CRm

op2

Ob11

0b000

0b0101

0b0001

0b001

.FGTEn == '1') &&
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AFSR1 EL2, Auxiliary Fault Status Register 1 (EL2)

if PSTATE.EL == ELO then

UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.AFSR1 EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x130] = X[t];
else

AFSR1 EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
AFSR1 EL2 = X[t];
else
AFSR1 EL1 = X[t];
elsif PSTATE.EL == EL3 then
AFSR1 EL1 = X[t];

09/12/2019 19:22; 4931ecb80e191d85331fc84f6cc8b3483d27b25d

Copyright © 2010-2019 Arm Limited or its affiliates. All rights reserved. This document is Non-Confidential.

Page 37



AFSR1 EL3, Auxiliary Fault Status Register 1 (EL3)

AFSR1 _EL3, Auxiliary Fault Status Register 1 (EL3)

The AFSR1_EL3 characteristics are:

Purpose

Provides additional IMPLEMENTATION DEFINED fault status information for exceptions taken to EL3.

Configuration

This register is present only when EL3 is implemented. Otherwise, direct accesses to AFSR1 EL3 are UNDEFINED.

Attributes

AFSR1 EL3 is a 64-bit register.

Field descriptions

The AFSR1 _EL3 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.

Accessing the AFSR1_EL3

Accesses to this register use the following encodings:

MRS <Xt>, AFSR1 EL3

op0 opl CRn CRm op2
Ob11 0b110 0b0101 0b0001 0b001
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;

elsif PSTATE.EL == EL3 then
return AFSR1 EL3;

MSR AFSR1 EL3, <Xt>

op0

opl

CRn

CRm

op2

Ob11

Ob110

0b0101

0b0001

0b001
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if PSTATE.EL ==
UNDEFINED;
elsif PSTATE.EL
UNDEFINED;
elsif PSTATE.EL
UNDEFINED;
elsif PSTATE.EL
AFSR1 EL3 =

AFSR1 EL3, Auxiliary Fault Status Register 1 (EL3)

ELO then
== EL1 then
== EL2 then

== EL3 then
X[tl;
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AIDR EL1, Auxiliary ID Register

AIDR _EL1, Auxiliary ID Register

The AIDR ELI1 characteristics are:

Purpose

Provides IMPLEMENTATION DEFINED identification information.

The value of this register must be interpreted in conjunction with the value of MIDR EL1.

Configuration

AArch64 System register AIDR EL1 bits [31:0] are architecturally mapped to AArch32 System register AIDR[31:0] .

Attributes

AIDR EL1 is a 64-bit register.

Field descriptions

The AIDR EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

Accessing the AIDR_EL1

Accesses to this register use the following encodings:

MRS <Xt>, AIDR EL1

op0 opl CRn CRm

op2

Ob11 0b001 0b0000 0b0000

Ob111

7

6 5 4 3

2

1

0
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AIDR EL1, Auxiliary ID Register

if PSTATE.EL == ELO then
if IsFeatureImplemented("ARMv8.4-IDST") then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && 'ELUsingAArch32(EL2) && ('HaveEL(EL3) || SCR _EL3.FGTEn
HFGRTR EL2.AIDR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return AIDR EL1;
elsif PSTATE.EL == EL2 then
return AIDR EL1;
elsif PSTATE.EL == EL3 then
return AIDR EL1;
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AMAIR EL1, Auxiliary Memory Attribute Indirection Register (EL1)

AMAIR EL1, Auxiliary Memory Attribute Indirection
Register (EL1)

The AMAIR EL1 characteristics are:
Purpose

Provides IMPLEMENTATION DEFINED memory attributes for the memory regions specified by MAIR EL1.
Configuration

AArch64 System register AMAIR EL1 bits [31:0] are architecturally mapped to AArch32 System register
AMAIRO[31:0] .

AArch64 System register AMAIR EL1 bits [63:32] are architecturally mapped to AArch32 System register
AMAIR1[31:0] .

Attributes

AMAIR EL1 is a 64-bit register.

Field descriptions

The AMAIR EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

AMAIR EL1 is permitted to be cached in a TLB.
IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.

Accessing the AMAIR_EL1

When HCR _EIL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic AMAIR EL1 or
AMAIR EL12 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, AMAIR EL1

op0 opl CRn CRm op2
Ob11 0b000 0b1010 0b0011 0b000
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if PSTATE.EL == ELO then

UNDEFINED;

elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TRVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && 'ELUsingAArch32(EL2) && (!HaveEL(EL3)

AMAIR EL1, Auxiliary Memory Attribute Indirection Register (EL1)

HFGRTR EL2.AMAIR EL1 == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && 'ELUsingAArch32(EL2)
return NVMem[0x148];

else

return AMAIR EL1;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return AMAIR EL2;

else

return AMAIR EL1;
elsif PSTATE.EL == EL3 then

return AMAIR EL1;

MSR AMAIR EL1, <Xt>

&& HCR EL2.<NV2,NV1,NV> == '111' then

|| SCR_EL3.FGTEn == '1') &&

op0

opl

CRn

CRm

op2

Obl1

0b000

0b1010

0b0011

0b000

if PSTATE.EL == ELO then

UNDEFINED;

elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && 'ELUsingAArch32(EL2) && (!HaveEL(EL3)

HFGWTR EL2.AMAIR EL1 == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x148] = X[t];

else

AMAIR EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
AMAIR EL2 = X[t];

else

AMAIR EL1 = X[t];
elsif PSTATE.EL == EL3 then

AMAIR EL1 = X[t];

MRS <Xt>, AMAIR EL12

|| SCR_EL3.FGTEn == '1') &&

op0

opl

CRn

CRm

op2

Ob11

0b101

0b1010

0b0011

0b000
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AMAIR EL1, Auxiliary Memory Attribute Indirection Register (EL1)

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
return NVMem[0x148];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return AMAIR EL1;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
return AMAIR EL1;
else
UNDEFINED;

MSR AMAIR EL12, <Xt>

op0 opl CRn CRm op2
0b11 0b101 0b1010 0b0011 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
NVMem[0x148] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
AMAIR EL1 = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
AMAIR EL1 = X[t];
else
UNDEFINED;
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AMAIR EL2, Auxiliary Memory Attribute Indirection Register (EL2)

AMAIR EL2, Auxiliary Memory Attribute Indirection
Register (EL2)

The AMAIR EL2 characteristics are:

Purpose

Provides IMPLEMENTATION DEFINED memory attributes for the memory regions specified by MAIR EIL.2.

Configuration

AArch64 System register AMAIR EL2 bits [31:0] are architecturally mapped to AArch32 System register
HAMAIRO[31:0] .

AArch64 System register AMAIR EL2 bits [63:32] are architecturally mapped to AArch32 System register
HAMAIR1[31:0] .

If EL2 is not implemented, this register is RESO from EL3.

This register has no effect if EL2 is not enabled in the current Security state.
Attributes

AMAIR EL2 is a 64-bit register.

Field descriptions

The AMAIR EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
IMPLEMENTATION DEFINED

IMPLEMENTATION DEFINED
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7

6 5 4 3 2 1 0
AMAIR EL2 is permitted to be cached in a TLB.

IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.
Accessing the AMAIR_EL2

When HCR _EIL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic AMAIR EL2 or
AMAIR EL1 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, AMAIR EL2

op0 opl CRn CRm op2
Ob11 0b100 0b1010 0b0011 0b000
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if PSTATE.EL == ELO then

UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;

elsif PSTATE.EL == EL2 then
return AMAIR EL2;

elsif PSTATE.EL == EL3 then
return AMAIR EL2;

MSR AMAIR EL2, <Xt>

op0 opl CRn CRm

op2

0Ob11 0b100 0b1010 0b0011

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
AMAIR EL2 = X[t];
elsif PSTATE.EL == EL3 then
AMAIR EL2 = X[t];

MRS <Xt>, AMAIR EL1

op0 opl CRn CRm

op2

Ob11 0b000 0b1010 0b0011

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TRVM == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && 'ELUsingAArch32(EL2) && (!HaveEL(EL3)

HFGRTR EL2.AMAIR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

|| SCR_EL3

.FGTEn == '1') &&

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then

return NVMem[0x148];
else
return AMAIR EL1;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return AMAIR EL2;
else
return AMAIR EL1;
elsif PSTATE.EL == EL3 then
return AMAIR EL1;

MSR AMAIR EL1, <Xt>

op0

opl

CRn

CRm

op2

Ob11

0b000

0b1010

0b0011

0b000
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.AMAIR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x148] = X[t];
else
AMAIR EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
AMAIR EL2 = X[t];
else
AMAIR EL1 = X[t];
elsif PSTATE.EL == EL3 then
AMAIR EL1 = X[t];
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AMAIR EL3, Auxiliary Memory Attribute Indirection
Register (EL3)

The AMAIR EL3 characteristics are:

Purpose

Provides IMPLEMENTATION DEFINED memory attributes for the memory regions specified by MAIR EL3.

Configuration

This register is present only when EL3 is implemented. Otherwise, direct accesses to AMAIR EL3 are UNDEFINED.

Attributes

AMAIR EL3 is a 64-bit register.

Field descriptions

The AMAIR EL3 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
IMPLEMENTATION DEFINED
IMPLEMENTATION DEFINED

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

AMAIR EL3 is permitted to be cached in a TLB.
IMPLEMENTATION DEFINED, bits [63:0]

IMPLEMENTATION DEFINED.

This field resets to an architecturally UNKNOWN value.

Accessing the AMAIR_EL3

Accesses to this register use the following encodings:

MRS <Xt>, AMAIR EL3

op0 opl CRn CRm op2
Ob11 0b110 0b1010 0b0011 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;

elsif PSTATE.EL == EL3 then
return AMAIR EL3;
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MSR AMAIR EL3, <Xt>

op0 opl CRn CRm op2
Ob11 0b110 0b1010 0b0011 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then
AMAIR EL3 = X[t];
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AMCFGR _ELO, Activity Monitors Configuration Register

The AMCFGR _ELO characteristics are:

Purpose

Global configuration register for the activity monitors.

Provides information on supported features, the number of counter groups implemented, the total number of activity
monitor event counters implemented, and the size of the counters. AMCFGR ELO is applicable to both the architected
and the auxiliary counter groups.

Configuration

AArch64 System register AMCFGR ELO bits [31:0] are architecturally mapped to AArch32 System register
AMCFGR[31:0] .

AArch64 System register AMCFGR ELO bits [31:0] are architecturally mapped to External register AMCFGR[31:0] .

This register is present only when AMUv1 is implemented. Otherwise, direct accesses to AMCFGR _ELO are
UNDEFINED.

Attributes

AMCFGR ELO is a 64-bit register.

Field descriptions

The AMCFGR ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
NCG | RESO [HDBG] RAZ | SIZE N
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:32]
Reserved, RESO.
NCG, bits [31:28]

Defines the number of counter groups.
The number of implemented counter groups is defined as [AMCFGR_EL0.NCG + 1].

If the number of implemented auxiliary activity monitor event counters is zero, this field has a value of 6b0000.
Otherwise, this field has a value of 0b0001.

Bits [27:25]
Reserved, RESO.
HDBG, bit [24]

Halt-on-debug supported.

From Armv8, this feature must be supported, and so this bit is 0b1.
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HDBG Meaning
0b0 AMCR EL0.HDBG is RESO.
0bl AMCR EIL0.HDBG is read/write.
Bits [23:14]

Reserved, RAZ.
SIZE, bits [13:8]

Defines the size of activity monitor event counters.

The size of the activity monitor event counters implemented by the activity monitors Extension is defined as
[AMCFGR ELO.SIZE + 1].

From Armv8, the counters are 64-bit, and so this field is 0b111111.

Note

Software also uses this field to determine the spacing of counters in the
memory-map. From Armv8, the counters are at doubleword-aligned addresses.

N, bits [7:0]

Defines the number of activity monitor event counters.

The total number of counters implemented in all groups by the Activity Monitors Extension is defined as
[AMCFGR _ELO.N + 1].

Accessing the AMCFGR_ELO

Accesses to this register use the following encodings:

MRS <Xt>, AMCFGR ELO

op0 opl CRn CRm op2
Ob11 0b011 0b1101 0b0010 0b001
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && AMUSERENR ELO.EN == 'O' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == 'l1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return AMCFGR ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);

else

return AMCFGR ELO;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCFGR ELO;
elsif PSTATE.EL == EL3 then
return AMCFGR ELO;
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AMCGI1IDR _ELO, Activity Monitors Counter Group 1
Identification Register

The AMCGI1IDR ELO characteristics are:

Purpose

Defines which auxiliary counters are implemented, and which of them have a corresponding virtual offset register,
AMEVCNTVOFF1<n> EL2 implemented.

Configuration

This register is present only when ARMv8.6-AMU is implemented. Otherwise, direct accesses to AMCG1IDR ELO are
UNDEFINED.

Attributes

AMCGIIDR ELO is a 64-bit register.

Field descriptions

The AMCGI1IDR ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

AMEVCNTOFFl<n> EL2, bit [n+16], forn = 0 to 15] AMEVCNTR1<n> ELO, bit [n], for n = 0 to 15
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 1514 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:32]
Reserved, RESO.
AMEVCNTOFF1l<n>_EL2, bit [n+16], for n = 0 to 15

Indicates which implemented auxiliary counters have a corresponding virtual offset register,
AMEVCNTVOFF1<n> EL2 implemented.

AMEVCNTOFF1<n> E12 Meaning
0b0o When read, mean that
AMEVCNTR1<n> ELO does not have an
offset, or is not implemented.
0bl When read, means the offset
AMEVCNTVOFF1<n> EI.2 is implemented
for AMEVCNTR1<n> EILO.

AMEVCNTR1l<n>_ELO, bit [n], for n = 0 to 15

Indicates which auxiliary counters AMEVCNTR1<n> EL0 are implemented.

AMEVCNTR1<n> ELO Meaning
0bo When read, means that
AMEVCNTR1<n> EILO is not implemented.
Obl When read, means that

AMEVCNTR1<n> EILQ is implemented.
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Accessing the AMCG1IDR_ELO

Accesses to this register use the following encodings:

MRS <Xt>, AMCG1IDR ELO

op0 opl CRn CRm op2
Obl1 0b011 0Ob1101 0b0010 0b110
if PSTATE.EL == ELO then
if !'ELUsingAArch32(EL1) && AMUSERENR ELO.EN == '0' then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR_EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return AMCG1IDR ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);

else

return AMCG1IDR ELO;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCG1IDR ELO;
elsif PSTATE.EL == EL3 then
return AMCG1IDR ELO;
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AMCGCR ELO, Activity Monitors Counter Group
Configuration Register

The AMCGCR_ELO characteristics are:
Purpose
Provides information on the number of activity monitor event counters implemented within each counter group.

Configuration

AArch64 System register AMCGCR _ELO bits [31:0] are architecturally mapped to AArch32 System register
AMCGCR([31:0] .

AArch64 System register AMCGCR _ELO bits [31:0] are architecturally mapped to External register AMCGCR[31:0] .

This register is present only when AMUvV1 is implemented. Otherwise, direct accesses to AMCGCR _ELO are
UNDEFINED.

Attributes

AMCGCR ELO is a 64-bit register.

Field descriptions

The AMCGCR _ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

RESO | CGINC CGONC
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:161]
Reserved, RESO.
CG1NC, bits [15:8]

Counter Group 1 Number of Counters. The number of counters in the auxiliary counter group.

In AMUv1, the permitted range of values is 0x0 to 0x10.
CGONC, bits [7:0]

Counter Group 0 Number of Counters. The number of counters in the architected counter group.

In AMUv1, the value of this field is 0x4.

Accessing the AMCGCR_ELO

Accesses to this register use the following encodings:
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MRS <Xt>, AMCGCR ELO

op0 opl CRn CRm op2
0b11 0b0O11 0Ob1101 0b0010 0b010
if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && AMUSERENR ELO.EN == 'O' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return AMCGCR ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);

else

return AMCGCR ELO;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCGCR ELO;
elsif PSTATE.EL == EL3 then
return AMCGCR ELO;
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AMCNTENCLRO ELO, Activity Monitors Count Enable
Clear Register 0

The AMCNTENCLRO ELO characteristics are:

Purpose

Disable control bits for the architected activity monitors event counters, AMEVCNTRO<n> ELO0.

Configuration

AArch64 System register AMCNTENCLRO ELO bits [31:0] are architecturally mapped to AArch32 System register
AMCNTENCLRO[31:0] .

AArch64 System register AMCNTENCLRO ELO bits [31:0] are architecturally mapped to External register
AMCNTENCLRO[31:0] .

This register is present only when AMUvV1 is implemented. Otherwise, direct accesses to AMCNTENCLRO ELO are
UNDEFINED.

Attributes

AMCNTENCLRO_ELO is a 64-bit register.

Field descriptions

The AMCNTENCLRO ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO | P<n>, bit [n]
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:16]

Reserved, RESO.

P<n>, bit[n], forn =0to 15

Activity monitor event counter disable bit for AMEVCNTRO<n> EL0Q.
Bits [31:16] are RESO. Bits [15:N] are RAZ/WI. N is the value in AMCGCR_EL0.CGONC.

Possible values of each bit are:

P<n> Meaning
0bo When read, means that AMEVCNTRO<n> EI.0 is disabled.
When written, has no effect.
0bl When read, means that AMEVCNTRO<n> EI.Q is enabled. When

written, disables AMEVCNTRO<n> EILOQ.

On a Cold reset, this field resets to 0.

Accessing the AMCNTENCLRO_ELO

Accesses to this register use the following encodings:
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MRS <Xt>, AMCNTENCLRO ELO

op0 opl CRn

CRm

op2

Obl1 0b011 0b1101

0b0010

0b100

if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && AMUSERENR ELO.EN == '0' then

if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then

AArch64.SystemAccessTrap(EL2, 0x18);

else

AArch64.SystemAccessTrap(EL1, 0x18);

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !'ELUsingAArch32(EL1) && HCR EL2.<E2H,

SCR EL3.FGTEn == '1') && HAFGRTR EL2.AMCNTENOG == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENCLRO ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == 'l1' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && 'ELUsingAArch32(EL2) && (!HaveEL(EL3)

HAFGRTR _EL2.AMCNTENG® == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENCLRO ELO;
elsif PSTATE.EL == EL2 then

if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then

AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENCLRO ELO;
elsif PSTATE.EL == EL3 then
return AMCNTENCLRO ELO;

MSR AMCNTENCLRO_ELO, <Xt>

TGE> != '11' && (!'HaveEL (EL3)

|| SCR_EL3.FGTEn == '1') &&

op0 opl CRn

CRm

op2

Ob11 0b011 0b1101

0b0010

0b100

if IsHighestEL(PSTATE.EL) then
AMCNTENCLRO ELO = X[t];
else
UNDEFINED;
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AMCNTENCLR1 ELO, Activity Monitors Count Enable
Clear Register 1

The AMCNTENCLR1 ELO characteristics are:

Purpose

Disable control bits for the auxiliary activity monitors event counters, AMEVCNTR1<n> EIO.

Configuration

AArch64 System register AMCNTENCLR1 ELO bits [31:0] are architecturally mapped to AArch32 System register
AMCNTENCLR1[31:0] .

AArch64 System register AMCNTENCLR1 ELO bits [31:0] are architecturally mapped to External register
AMCNTENCLR1[31:0] .

This register is present only when AMUvV1 is implemented. Otherwise, direct accesses to AMCNTENCLR1 ELO are
UNDEFINED.

Attributes

AMCNTENCLR1 ELO is a 64-bit register.

Field descriptions

The AMCNTENCLR1 ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO | P<n>, bit [n]
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:16]

Reserved, RESO.

P<n>, bit[n], forn =0to 15

Activity monitor event counter disable bit for AMEVCNTR1<n> EIO.
Bits [31:16] are RESO. Bits [15:N] are RAZ/WI. N is the value in AMCGCR_EL0.CG1NC.

Possible values of each bit are:

P<n> Meaning
0bo When read, means that AMEVCNTR1<n> EI.Q is disabled.
When written, has no effect.
0bl When read, means that AMEVCNTR1<n> EIQ is enabled. When

written, disables AMEVCNTR1<n> EILOQ.

On a Cold reset, this field resets to 0.

Accessing the AMCNTENCLR1_ELO

If the number of auxiliary activity monitor event counters implemented is zero, reads and writes of
AMCNTENCLR1 ELO are UNDEFINED.
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Note

The number of auxiliary activity monitor event counters implemented is zero
exactly when AMCFGR _ELO.NCG == 0b0000.

Accesses to this register use the following encodings:

MRS <Xt>, AMCNTENCLR1 ELO

op0 opl CRn CRm op2
Ob11 0b011 0b1101 0b0011 0b000

if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && AMUSERENR ELO.EN == 'O' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL1) && HCR EL2.<E2H,TGE> != '11' && (!HaveEL(EL3) ||
SCR EL3.FGTEn == '1') && HAFGRTR EL2.AMCNTEN1l == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENCLR1 ELO;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HAFGRTR _EL2.AMCNTEN1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENCLR1 ELO;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENCLR1 ELO;
elsif PSTATE.EL == EL3 then
return AMCNTENCLR1 ELO;

MSR AMCNTENCLR1 ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1101 0b0011 0b000

if IsHighestEL(PSTATE.EL) then
AMCNTENCLR1 ELO = X[t];
else
UNDEFINED;
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AMCNTENSETO ELO, Activity Monitors Count Enable
Set Register 0

The AMCNTENSETO ELO characteristics are:

Purpose

Enable control bits for the architected activity monitors event counters, AMEVCNTRO<n> EIO.

Configuration

AArch64 System register AMCNTENSETO ELO bits [31:0] are architecturally mapped to AArch32 System register
AMCNTENSETO0[31:0] .

AArch64 System register AMCNTENSETO ELO bits [31:0] are architecturally mapped to External register
AMCNTENSETO0[31:0] .

This register is present only when AMUvV1 is implemented. Otherwise, direct accesses to AMCNTENSET(0 ELO are
UNDEFINED.

Attributes

AMCNTENSETO _ELO is a 64-bit register.

Field descriptions

The AMCNTENSETO ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO | P<n>, bit [n]
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:16]

Reserved, RESO.

P<n>, bit[n], forn =0to 15

Activity monitor event counter enable bit for AMEVCNTRO<n> EIOQ.
Bits [31:16] are RESO. Bits [15:N] are RAZ/WI. N is the value in AMCGCR_EL0.CGONC.

Possible values of each bit are:

P<n> Meaning
0bo When read, means that AMEVCNTRO<n> EI.0 is disabled.
When written, has no effect.
0bl When read, means that AMEVCNTRO<n> EI.Q is enabled. When

written, enables AMEVCNTRO<n> EIOQ.

On a Cold reset, this field resets to 0.

Accessing the AMCNTENSETO_ELO

Accesses to this register use the following encodings:
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MRS <Xt>, AMCNTENSETO ELO

op0 opl CRn CRm op2
Ob11 0b011 0b1101 0b0010 0b101

if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && AMUSERENR ELO.EN == 'O' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL1) && HCR EL2.<E2H,TGE> != '11' && (!HaveEL(EL3) ||
SCR EL3.FGTEn == '1') && HAFGRTR EL2.AMCNTENOG == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENSETO ELO;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HAFGRTR _EL2.AMCNTENG® == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENSETO ELO;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENSETO ELO;
elsif PSTATE.EL == EL3 then
return AMCNTENSETO ELO;

MSR AMCNTENSETO_ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1101 0b0010 0b101

if IsHighestEL(PSTATE.EL) then
AMCNTENSETO ELO = X[t];
else
UNDEFINED;
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AMCNTENSET1 ELO, Activity Monitors Count Enable
Set Register 1

The AMCNTENSET1 ELO characteristics are:

Purpose

Enable control bits for the auxiliary activity monitors event counters, AMEVCNTR1<n> ELO.

Configuration

AArch64 System register AMCNTENSET1 ELO bits [31:0] are architecturally mapped to AArch32 System register
AMCNTENSET1[31:0] .

AArch64 System register AMCNTENSET1 ELO bits [31:0] are architecturally mapped to External register
AMCNTENSET1[31:0] .

This register is present only when AMUvV1 is implemented. Otherwise, direct accesses to AMCNTENSET1 ELO are
UNDEFINED.

Attributes

AMCNTENSET1 ELO is a 64-bit register.

Field descriptions

The AMCNTENSET1 ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO | P<n>, bit [n]
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:16]

Reserved, RESO.

P<n>, bit[n], forn =0to 15

Activity monitor event counter enable bit for AMEVCNTR1<n> EIQ.
Bits [31:16] are RESO. Bits [15:N] are RAZ/WI. N is the value in AMCGCR_EL0.CG1NC.

Possible values of each bit are:

P<n> Meaning
0bo When read, means that AMEVCNTR1<n> EI.Q is disabled.
When written, has no effect.
0bl When read, means that AMEVCNTR1<n> EIQ is enabled. When

written, enables AMEVCNTR1<n> EILOQ.

On a Cold reset, this field resets to 0.

Accessing the AMCNTENSET1_ELO

If the number of auxiliary activity monitor event counters implemented is zero, reads and writes of
AMCNTENSET1 ELO are UNDEFINED.
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Note

The number of auxiliary activity monitor counters implemented is zero when
AMCFGR _EL0.NCG == 0b0000.

Accesses to this register use the following encodings:

MRS <Xt>, AMCNTENSET1 ELO

op0 opl CRn CRm op2
Ob11 0b011 0b1101 0b0011 0b001

if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && AMUSERENR ELO.EN == 'O' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL1) && HCR EL2.<E2H,TGE> != '11' && (!HaveEL(EL3) ||
SCR EL3.FGTEn == '1') && HAFGRTR EL2.AMCNTEN1l == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENSET1 ELO;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HAFGRTR _EL2.AMCNTEN1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENSET1 ELO;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCNTENSET1 ELO;
elsif PSTATE.EL == EL3 then
return AMCNTENSET1 ELO;

MSR AMCNTENSET1 ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1101 0b0011 0b001

if IsHighestEL(PSTATE.EL) then
AMCNTENSET1 ELO = X[t];
else
UNDEFINED;
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AMCR ELO, Activity Monitors Control Register

The AMCR ELO characteristics are:

Purpose

Global control register for the activity monitors implementation. AMCR ELO is applicable to both the architected and
the auxiliary counter groups.

Configuration

AArch64 System register AMCR ELO bits [31:0] are architecturally mapped to AArch32 System register AMCR[31:0] .
AArch64 System register AMCR ELO bits [31:0] are architecturally mapped to External register AMCR[31:0] .

This register is present only when AMUv1 is implemented. Otherwise, direct accesses to AMCR ELQ are UNDEFINED.

Attributes

AMCR ELO is a 64-bit register.

Field descriptions

The AMCR ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

RESO ICG1RZ]| RESO [HDBG| RESO
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 65 4 3 2 10

Bits [63:18]
Reserved, RESO.

CG1RZ, bit [17]

When ARMv8.6-AMU is implemented:

Counter Group 1 Read Zero.

CG1RZ Meaning
0bo System register reads of AMEVCNTR1<n> ELO return the
event count at all implemented and enabled Exception levels.
0bl If the current Exception level is the highest implemented

Exception level, system register reads of
AMEVCNTR1<n> EILO return the event count. Otherwise,
reads of AMEVCNTR1<n> ELQ return a zero value.

Note

Reads from the memory-mapped view are unaffected by this field.

Otherwise:

Reserved, RESO.
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Bits [16:11]
Reserved, RESO.
HDBG, bit [10]

This bit controls whether activity monitor counting is halted when the PE is halted in Debug state.

HDBG Meaning
0bo Activity monitors do not halt counting when the PE is halted in
Debug state.
0bl Activity monitors halt counting when the PE is halted in Debug
state.
Bits [9:0]

Reserved, RESO.
Accessing the AMCR ELO
Accesses to this register use the following encodings:

MRS <Xt>, AMCR ELO

op0 opl CRn CRm op2
Ob11 0bO011 0b1101 0b0010 0b000

if PSTATE.EL == ELO then
if 'ELUsingAArch32(EL1) && AMUSERENR ELO.EN == '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && 'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) &S CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCR ELO;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && 'ELUsingAArch32(EL3) &S CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCR ELO;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMCR ELO;
elsif PSTATE.EL == EL3 then
return AMCR ELO;

= '1l' then

MSR AMCR EL®, <Xt>

op0 opl CRn CRm op2
Ob11 0bO011 0b1101 0b0010 0b000
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if IsHighestEL(PSTATE.EL) then
AMCR ELO = X[t];

else
UNDEFINED;
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AMEVCNTRO<n>_ELO, Activity Monitors Event Counter
Registers 0, n =0 -15

The AMEVCNTRO<n> ELO characteristics are:
Purpose

Provides access to the architected activity monitor event counters.

Configuration

AArch64 System register AMEVCNTRO<n> ELO bits [63:0] are architecturally mapped to AArch32 System register
AMEVCNTRO0<n>[63:0] .

AArch64 System register AMEVCNTRO<n> ELO bits [63:0] are architecturally mapped to External register
AMEVCNTRO0<n>[63:0] .

This register is present only when AMUvV1 is implemented. Otherwise, direct accesses to AMEVCNTRO<n> ELO are
UNDEFINED.

Attributes

AMEVCNTRO<n> ELO is a 64-bit register.

Field descriptions

The AMEVCNTRO<n> ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
ACNT

ACNT
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

ACNT, bits [63:0]

Architected activity monitor event counter n.

Value of architected activity monitor event counter n, where n is the number of this register and is a number from 0 to
15.

If ARMv8.6-AMU is implemented, HCR_EL2.AMVOFFEN is 1, SCR EL3.AMVOFFEN is 1, HCR EI1.2.{E2H, TGE} is not
{1,1}, and EL2 is implemented in the current Security state, access to these registers at ELO or EL1 return
(PCount<63:0> - AMEVCNTVOFFO<n> E1.2<63:0>).

PCount is the physical count returned when AMEVCNTRO<n> ELQ is read from EL2 or EL3.
If the counter is enabled, writes to this register have UNPREDICTABLE results.

On a Cold reset, this field resets to 0.

Accessing the AMEVCNTRO<n> ELO

If <n> is greater than or equal to the number of architected activity monitor event counters, reads and writes of
AMEVCNTRO<n> ELO are UNDEFINED.

Note
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AMCGCR _ELO0.CGONC identifies the number of architected activity monitor
event counters.

Accesses to this register use the following encodings:

MRS <Xt>, AMEVCNTRO<n> ELO

op0 opl CRn CRm op2
Ob11 0b011 0Ob1101 0b010:n[3] n[2:0]
if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && AMUSERENR ELO.EN == 'O' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL1) && HCR EL2.<E2H,TGE> != '11' && (!HaveEL(EL3) ||
SCR _EL3.FGTEn == '1') && HAFGRTR EL2.AMEVCNTRO<n> ELO® == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return AMEVCNTRO ELO[UInt(CRm<@>:0p2<2:0>)];
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR_EL3.FGTEn == '1') &&
HAFGRTR _EL2.AMEVCNTRO<n> ELO == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMEVCNTRO ELO[UInt(CRm<@>:0p2<2:0>)];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMEVCNTRO ELO[UInt(CRm<@>:0p2<2:0>)];
elsif PSTATE.EL == EL3 then
return AMEVCNTRO ELO[UInt(CRm<0>:0p2<2:0>)];

MSR AMEVCNTRO<n> ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1101 0b010:n[3] n[2:0]

if IsHighestEL(PSTATE.EL) then
AMEVCNTRO_ELO[UInt(CRm<0>:0p2<2:0>)] = X[t];
else
UNDEFINED;
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AMEVCNTR1<n> ELO, Activity Monitors Event Counter
Registers 1, n=0-15

The AMEVCNTR1<n> ELO characteristics are:
Purpose

Provides access to the auxiliary activity monitor event counters.

Configuration

AArch64 System register AMEVCNTR1<n> ELO bits [63:0] are architecturally mapped to AArch32 System register
AMEVCNTR1<n>[63:0] .

AArch64 System register AMEVCNTR1<n> ELO bits [63:0] are architecturally mapped to External register
AMEVCNTR1<n>[63:0] .

This register is present only when AMUvV1 is implemented. Otherwise, direct accesses to AMEVCNTR1<n> ELO are
UNDEFINED.

Attributes

AMEVCNTR1<n> ELO is a 64-bit register.

Field descriptions

The AMEVCNTR1<n> ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
ACNT

ACNT
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

ACNT, bits [63:0]

Auxiliary activity monitor event counter n.

Value of auxiliary activity monitor event counter n, where n is the number of this register and is a number from 0 to
15.

If ARMv8.6-AMU is implemented, HCR_EL2.AMVOFFEN is 1, SCR EL3.AMVOFFEN is 1, HCR EI1.2.{E2H, TGE} is not
{1,1}, EL2 is implemented in the current Security state, and AMCR _EL.0.CG1RZ is 0, reads to these registers at ELO
or EL1 return (PCount<63:0> - AMEVCNTVOFF1<n> E1.2<63:0>).

PCount is the physical count returned when AMEVCNTR1<n> EILQ is read from EL2 or EL3.
If the counter is enabled, writes to this register have UNPREDICTABLE results.

On a Cold reset, this field resets to 0.

Accessing the AMEVCNTR1<n> ELO

If <n> is greater than or equal to the number of auxiliary activity monitor event counters, reads and writes of
AMEVCNTR1<n> ELO are UNDEFINED.

Note
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AMCGCR _ELO0.CG1NC identifies the number of auxiliary activity monitor
event counters.

Accesses to this register use the following encodings:

MRS <Xt>, AMEVCNTR1l<n> ELO

op0 opl CRn CRm op2
0b11 0b011 0b1101 0b110:n[3] n[2:0]

if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && AMUSERENR ELO.EN == 'O' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL1) && HCR EL2.<E2H,TGE> != '11' && (!HaveEL(EL3) ||
SCR _EL3.FGTEn == '1') && HAFGRTR EL2.AMEVCNTR1l<n> ELO® == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
elsif !'HighestELUsingAArch32() && AMCR ELO.CG1RZ == '1' then
Zeros();
else
return AMEVCNTR1 ELO[UInt(CRm<@>:0p2<2:0>)];
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR_EL3.FGTEn == '1') &&
HAFGRTR _EL2.AMEVCNTR1<n> ELO == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
elsif !IsHighestEL(PSTATE.EL) && !HighestELUsingAArch32() && AMCR ELO.CGI1RZ == '1' then
Zeros();
else
return AMEVCNTR1 ELO[UInt(CRm<@>:0p2<2:0>)];
elsif PSTATE.EL == EL2 then

if HaveEL(EL3) && 'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);

elsif !IsHighestEL(PSTATE.EL) && !HighestELUsingAArch32() && AMCR ELO.CGI1RZ == '1' then
Zeros();

else

return AMEVCNTR1 ELO[UInt(CRm<@>:0p2<2:0>)];
elsif PSTATE.EL == EL3 then
return AMEVCNTR1 ELO[UInt(CRm<0>:0p2<2:0>)];

MSR AMEVCNTR1<n> ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1101 0b110:n[3] n[2:0]

if IsHighestEL(PSTATE.EL) then

AMEVCNTR1 ELO[UInt(CRm<0>:0p2<2:0>)] = X[t];
else

UNDEFINED;
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AMEVCNTVOFFO<n> EL2, Activity Monitors Event
Counter Virtual Offset Registers 0, n =0 - 15

The AMEVCNTVOFFO<n> EL2 characteristics are:

Purpose

Holds the 64-bit virtual offset for architected activity monitor events.

Configuration

This register is present only when ARMv8.6-AMU is implemented. Otherwise, direct accesses to
AMEVCNTVOFFO<n> EL2 are UNDEFINED.

Attributes

AMEVCNTVOFFO<n> EL2 is a 64-bit register.

Field descriptions

The AMEVCNTVOFFO<n> EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Virtual offset

Virtual offset
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:01]

Virtual offset.

This field resets to an architecturally UNKNOWN value.

Accessing the AMEVCNTVOFFO<n>_EL2

If <n> is not 0, 2 or 3, reads and writes of AMEVCNTVOFFO<n> EL2 are UNDEFINED.

Accesses to this register use the following encodings:

MRS <Xt>, AMEVCNTVOFFO<n> EL2

op0 opl CRn CRm op2
0Ob11 0b100 0b1101 0b100:n[3] n[2:0]
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV> == '11' then
return NVMem[0xAQO+8*UInt (CRm<0>:0p2<2:0>)1];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR _EL3.AMVOFFEN == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMEVCNTVOFFO EL2[UInt(CRm<0>:0p2<2:0>)];
elsif PSTATE.EL == EL3 then
return AMEVCNTVOFFO EL2[UInt(CRm<0>:0p2<2:0>)];

MSR AMEVCNTVOFFO<n> EL2, <Xt>

op0 opl CRn CRm op2
Ob11 0b100 0Ob1101 0b100:n[3] n[2:0]
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV> == '11' then
NVMem[0OxA00+8*UInt (CRm<0>:0p2<2:0>)] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;

elsif PSTATE.EL == EL2 then

AMEVCNTVOFFO EL2[UInt(CRm<0>:0p2<2:0>)] = X[t];
elsif PSTATE.EL == EL3 then

AMEVCNTVOFFO EL2[UInt(CRm<0>:0p2<2:0>)] = X[t];
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AMEVCNTVOFF1l<n> EL2, Activity Monitors Event
Counter Virtual Offset Registers 1, n =0 - 15

The AMEVCNTVOFF1<n> EL2 characteristics are:

Purpose

Holds the 64-bit virtual offset for auxiliary activity monitor events.

Configuration

This register is present only when ARMv8.6-AMU is implemented. Otherwise, direct accesses to
AMEVCNTVOFF1l<n> EL2 are UNDEFINED.

Attributes

AMEVCNTVOFF1<n> EL2 is a 64-bit register.

Field descriptions

The AMEVCNTVOFF1<n> EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Virtual offset

Virtual offset
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:01]

Virtual offset.

This field resets to an architecturally UNKNOWN value.
Accessing the AMEVCNTVOFFl<n>_EL2

Note

AMCGIIDR _ELOQ identifies which auxiliary activity monitor event counters
have a corresponding virtual offset implemented.

Accesses to this register use the following encodings:

MRS <Xt>, AMEVCNTVOFFl<n> EL2

op0 opl CRn CRm op2
0Ob11 0b100 0b1101 0b101:n[3] n[2:0]
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV> == '11' then
return NVMem[0xA80+8*UInt (CRm<0>:0p2<2:0>)1];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR _EL3.AMVOFFEN == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMEVCNTVOFF1 EL2[UInt(CRm<0>:0p2<2:0>)];
elsif PSTATE.EL == EL3 then
return AMEVCNTVOFF1 EL2[UInt(CRm<0>:0p2<2:0>)];

MSR AMEVCNTVOFFl<n> EL2, <Xt>

op0 opl CRn CRm op2
Ob11 0b100 0Ob1101 0b101:n[3] n[2:0]
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV> == '11' then
NVMem[0OxA80+8*UInt (CRm<0>:0p2<2:0>)] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;

elsif PSTATE.EL == EL2 then

AMEVCNTVOFF1 EL2[UInt(CRm<0>:0p2<2:0>)] = X[t];
elsif PSTATE.EL == EL3 then

AMEVCNTVOFF1 EL2[UInt(CRm<0>:0p2<2:0>)] = X[t];
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AMEVTYPERO<n>_ELO, Activity Monitors Event Type
Registers 0, n =0 -15

The AMEVTYPERO<n> ELO characteristics are:

Purpose

Provides information on the events that an architected activity monitor event counter AMEVCNTRO<n> ELO counts.

Configuration

AArch64 System register AMEVTYPERO<n> ELO bits [31:0] are architecturally mapped to AArch32 System register
AMEVTYPERO<n>[31:0] .

AArch64 System register AMEVTYPERO<n> ELQ bits [31:0] are architecturally mapped to External register
AMEVTYPERO<n>[31:0] .

This register is present only when AMUvV1 is implemented. Otherwise, direct accesses to AMEVIYPERO<n> ELO are
UNDEFINED.

Attributes

AMEVTYPERO<n> ELO is a 64-bit register.

Field descriptions

The AMEVTYPERO<n> ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

RESO | evtCount
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:16]
Reserved, RESO.
evtCount, bits [15:0]

Event to count. The event number of the event that is counted by the architected activity monitor event counter
AMEVCNTRO<n> EILO. The value of this field is architecturally mandated for each architected counter.

The following table shows the mapping between required event numbers and the corresponding counters:

evitCount Meaning Applies when
0x0011 Processor frequency cycles Whenn ==
0x4004 Constant frequency cycles Whenn ==1
0x0008 Instructions retired When n == 2
0x4005 Memory stall cycles When n == 3

Accessing the AMEVTYPERO<n>_ELO

If <n> is greater than or equal to the number of architected activity monitor event counters, reads and writes of
AMEVTYPERO<n> ELO are UNDEFINED.

Note
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AMCGCR _ELO0.CGONC identifies the number of architected activity monitor
event counters.

Accesses to this register use the following encodings:

MRS <Xt>, AMEVTYPERO<n> ELO

op0 opl CRn CRm op2
Ob11 0b011 0Ob1101 0b011:n[3] n[2:0]
if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && AMUSERENR ELO.EN == 'O' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return AMEVTYPERO ELO[UInt(CRm<0>:0p2<2:0>)];
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);

else

return AMEVTYPERO ELO[UInt(CRm<0>:0p2<2:0>)];
elsif PSTATE.EL == EL2 then

if HaveEL(EL3) && 'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return AMEVTYPERO ELO[UInt(CRm<0>:0p2<2:0>)];
elsif PSTATE.EL == EL3 then

return AMEVTYPERO ELO[UInt(CRm<@>:0p2<2:0>)];
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AMEVTYPER1<n>_ELO, Activity Monitors Event Type
Registers 1, n=0-15

The AMEVTYPER1<n> ELO characteristics are:

Purpose

Provides information on the events that an auxiliary activity monitor event counter AMEVCNTR1<n> ELO counts.

Configuration

AArch64 System register AMEVTYPER1<n> ELO bits [31:0] are architecturally mapped to AArch32 System register
AMEVTYPER1<n>[31:0] .

AArch64 System register AMEVTYPER1<n> ELQ bits [31:0] are architecturally mapped to External register
AMEVTYPER1<n>[31:0] .

This register is present only when AMUvV1 is implemented. Otherwise, direct accesses to AMEVIYPER1<n> ELO are
UNDEFINED.

Attributes

AMEVTYPER1<n> ELO is a 64-bit register.

Field descriptions

The AMEVTYPER1<n> ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO | evtCount
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:16]
Reserved, RESO.
evtCount, bits [15:0]

Event to count. The event number of the event that is counted by the auxiliary activity monitor event counter
AMEVCNTRI1<n> EIOQ.

It is IMPLEMENTATION DEFINED what values are supported by each counter.

If software writes a value to this field which is not supported by the corresponding counter AMEVCNTR1<n> EIOQ,
then:

e [t is UNPREDICTABLE which event will be counted.
¢ The value read back is UNKNOWN.

The event counted by AMEVCNTR1<n> EILO might be fixed at implementation. In this case, the field is read-only and
writes are UNDEFINED.

If the corresponding counter AMEVCNTR1<n> EI0 is enabled, writes to this register have UNPREDICTABLE results.
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Accessing the AMEVTYPER1<n> ELO

If <n> is greater than or equal to the number of auxiliary activity monitor event counters, reads and writes of

AMEVTYPER1<n> ELO are UNDEFINED.

Note

AMCGCR _ELO0.CG1INC identifies the number of auxiliary activity monitor

event counters.

Accesses to this register use the following encodings:

MRS <Xt>, AMEVTYPER1l<n> ELO

op0 opl CRn CRm

op2

Ob11 0b011 0b1101 0b111:n[3]

n[2:0]

if PSTATE.EL == ELO then
if !'ELUsingAArch32(EL1) && AMUSERENR ELO.EN == '0' then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !'ELUsingAArch32(EL1) && HCR _EL2.<E2H,TGE> !=

SCR EL3.FGTEn == '1') && HAFGRTR EL2.AMEVTYPER1l<n> ELO == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM ==
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMEVTYPER1 ELO[UInt(CRm<0>:0p2<2:0>)];
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && 'ELUsingAArch32(EL2) && (!HaveEL(EL3
HAFGRTR EL2.AMEVTYPER1<n> ELO == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then

AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMEVTYPER1 ELO[UInt(CRm<0>:0p2<2:0>)];
elsif PSTATE.EL == EL2 then

if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then

AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMEVTYPER1 ELO[UInt(CRm<0>:0p2<2:0>)];
elsif PSTATE.EL == EL3 then
return AMEVTYPER1 ELO[UInt(CRm<@>:0p2<2:0>)];

MSR AMEVTYPER1l<n> ELO, <Xt>

== '1l' then

) || SCR_EL3.FGTEn

= '1l"' then

‘11" && (!HaveEL(EL3)

'1'" then

op0 opl CRn CRm

op2

Ob11 0b011 0b1101 0b111:n[3]

n[2:0]

if IsHighestEL(PSTATE.EL) then

AMEVTYPER1 ELO[UInt(CRm<0>:0p2<2:0>)] = X[t];
else

UNDEFINED;
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AMUSERENR ELO, Activity Monitors User Enable
Register

The AMUSERENR ELO characteristics are:
Purpose

Global user enable register for the activity monitors. Enables or disables ELO access to the activity monitors.
AMUSERENR ELO0 is applicable to both the architected and the auxiliary counter groups.

Configuration

AArch64 System register AMUSERENR ELO bits [31:0] are architecturally mapped to AArch32 System register
AMUSERENR[31:0] .

This register is present only when AMUv1 is implemented. Otherwise, direct accesses to AMUSERENR ELO are
UNDEFINED.

Attributes

AMUSERENR ELO0 is a 64-bit register.

Field descriptions

The AMUSERENR ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

RESO [EN
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:11
Reserved, RESO.
EN, bit [0]

Traps ELO accesses to the activity monitors registers to EL1, or to EL2 when it is implemented and enabled for the
current Security state and HCR _EL.2.TGE is 1, as follows:

* In AArch64 state, accesses to the following registers are trapped, reported using EC syndrome value 0x18:

o AMCFGR EL0, AMCGCR EILO0, AMCNTENCLRO EIL.O, AMCNTENCILR1 EI.O, AMCNTENSETO FEILOQ,
AMCNTENSET1 EI.O, AMCR EIL.0O, AMEVCNTRO<n> EI.0, AMEVCNTRl1<n> EIO,
AMEVTYPERO<n> EI.0, and AMEVTYPERl<n> EIQ.

* In AArch32 state, MRC and MCR accesses to the following registers are trapped and reported using EC
syndrome value 0x03, MRRC and MCRR accesses are trapped and reported using EC syndrome value 0x04:

o AMCFGR, AMCGCR, AMCNTENCLRO, AMCNTENCILR1, AMCNTENSETO0, AMCNTENSET1, AMCR,
AMEVCNTRO<n>, AMEVCNTR1<n>, AMEVTYPERO<n>, and AMEVTYPER]1<n>.

EN Meaning
0b0 ELO accesses to the activity monitors registers are trapped.
0bl This control does not cause any instructions to be trapped.

Software can access all activity monitor registers at ELO.

Note
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» AMUSERENR ELO can always be read at ELO and is not governed by
this bit.

Accessing the AMUSERENR_ELO

Accesses to this register use the following encodings:

MRS <Xt>, AMUSERENR ELO

op0 opl CRn CRm op2
0b11 0b011 0Ob1101 0b0010 0b011
if PSTATE.EL == ELO then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return AMUSERENR ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);

else

return AMUSERENR ELO;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return AMUSERENR ELO;
elsif PSTATE.EL == EL3 then
return AMUSERENR ELO;

MSR AMUSERENR ELO, <Xt>

op0 opl CRn CRm op2
Obl1 0b011 0Ob1101 0b0010 0b011
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TAM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

AMUSERENR ELO = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TAM == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
AMUSERENR ELO = X[t];
elsif PSTATE.EL == EL3 then
AMUSERENR ELO = X[t];
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APDAKeyHi _EL1, Pointer Authentication Key A for
Data (bits[127:64])

The APDAKeyHi EL1 characteristics are:

Purpose
Holds bits[127:64] of key A used for authentication of data pointer values.

Note

The term APDAKey EL1 is used to describe the concatenation of
APDAKeyHi EI.1: APDAKeyl.o EL1.

Configuration

This register is present only when ARMv8.3-PAuth is implemented. Otherwise, direct accesses to APDAKeyHi EL1 are
UNDEFINED.

Attributes

APDAKeyHi EL1 is a 64-bit register.

Field descriptions

The APDAKeyHi EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
64 bit value, bits[127:64] of the 128 bit pointer authentication key value
64 bit value, bits[127:64] of the 128 bit pointer authentication key value

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

64 bit value, bits[127:64] of the 128 bit pointer authentication key value.

This field resets to an architecturally UNKNOWN value.

Accessing the APDAKeyHi _EL1

Accesses to this register use the following encodings:

MRS <Xt>, APDAKeyHi EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0010 0b001

Page 84



APDAKeyHi EL1, Pointer Authentication Key A for Data (bits[127:64])

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.APDAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return APDAKeyHi EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return APDAKeyHi EL1;
elsif PSTATE.EL == EL3 then
return APDAKeyHi EL1;

MSR APDAKeyHi EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0010 0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR _EL2.APDAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

APDAKeyHi EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
APDAKeyHi EL1 = X[t];
elsif PSTATE.EL == EL3 then
APDAKeyHi EL1 = X[t];
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APDAKeyLo EL1, Pointer Authentication Key A for

Data (bits[63:0])
The APDAKeyLo EL1 characteristics are:

Purpose
Holds bits[63:0] of key A used for authentication of data pointer values.

Note

The term APDAKey EL1 is used to describe the concatenation of
APDAKeyHi EI.1: APDAKeyl.o EL1.

Configuration

This register is present only when ARMv8.3-PAuth is implemented. Otherwise, direct accesses to APDAKeyLo EL1 are

UNDEFINED.

Attributes

APDAKeyLo EL1 is a 64-bit register.

Field descriptions

The APDAKeyLo EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

64 bit value, bits[63:0] of the 128 bit pointer authentication key value

64 bit value, bits[63:0] of the 128 bit pointer authentication key value

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3
Bits [63:0]

64 bit value, bits[63:0] of the 128 bit pointer authentication key value.

This field resets to an architecturally UNKNOWN value.

Accessing the APDAKeylLo EL1

Accesses to this register use the following encodings:

MRS <Xt>, APDAKeyLo EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0010 0b000

2

1

0
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APDAKeyLo EL1, Pointer Authentication Key A for Data (bits[63:0])

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.APDAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return APDAKeylLo EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == 'Q' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return APDAKeylLo EL1;
elsif PSTATE.EL == EL3 then
return APDAKeyLo EL1;

MSR APDAKeylLo EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0010 0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR _EL2.APDAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

APDAKeyLo EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
APDAKeyLo EL1 = X[t];
elsif PSTATE.EL == EL3 then
APDAKeyLo EL1 = X[t];
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APDBKeyHi EL1, Pointer Authentication Key B for Data (bits[127:64])

APDBKeyHi EL1, Pointer Authentication Key B for
Data (bits[127:64])

The APDBKeyHi EL1 characteristics are:

Purpose
Holds bits[127:64] of key B used for authentication of data pointer values.

Note

The term APDBKey EL1 is used to describe the concatenation of
APDBKeyHi EIL.1: APDBKeylo EI1.

Configuration

This register is present only when ARMv8.3-PAuth is implemented. Otherwise, direct accesses to APDBKeyHi EL1 are
UNDEFINED.

Attributes

APDBKeyHi EL1 is a 64-bit register.

Field descriptions

The APDBKeyHi EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
64 bit value, bits[127:64] of the 128 bit pointer authentication key value
64 bit value, bits[127:64] of the 128 bit pointer authentication key value

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

64 bit value, bits[127:64] of the 128 bit pointer authentication key value.

This field resets to an architecturally UNKNOWN value.

Accessing the APDBKeyHi_EL1

Accesses to this register use the following encodings:

MRS <Xt>, APDBKeyHi EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0010 0b011
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APDBKeyHi EL1, Pointer Authentication Key B for Data (bits[127:64])

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.APDBKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return APDBKeyHi EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return APDBKeyHi EL1;
elsif PSTATE.EL == EL3 then
return APDBKeyHi EL1;

MSR APDBKeyHi EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0010 0b011

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.APDBKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

APDBKeyHi EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
APDBKeyHi EL1 = X[t];
elsif PSTATE.EL == EL3 then
APDBKeyHi EL1 = X[t];
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APDBKeyLo EL1, Pointer Authentication Key B for Data (bits[63:0])

APDBKeylLo EL1, Pointer Authentication Key B for

Data (bits[63:0])
The APDBKeyLo EL1 characteristics are:

Purpose
Holds bits[63:0] of key B used for authentication of data pointer values.

Note

The term APDBKey EL1 is used to describe the concatenation of
APDBKeyHi EIL.1: APDBKeylo EI1.

Configuration

This register is present only when ARMv8.3-PAuth is implemented. Otherwise, direct accesses to APDBKeyLo EL1 are

UNDEFINED.

Attributes

APDBKeyLo EL1 is a 64-bit register.

Field descriptions

The APDBKeyLo EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

64 bit value, bits[63:0] of the 128 bit pointer authentication key value

64 bit value, bits[63:0] of the 128 bit pointer authentication key value

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3
Bits [63:0]

64 bit value, bits[63:0] of the 128 bit pointer authentication key value.

This field resets to an architecturally UNKNOWN value.

Accessing the APDBKeylLo EL1

Accesses to this register use the following encodings:

MRS <Xt>, APDBKeyLo EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0010 0b010

2

1

0
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APDBKeyLo EL1, Pointer Authentication Key B for Data (bits[63:0])

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.APDBKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return APDBKeylLo EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == 'Q' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return APDBKeylLo EL1;
elsif PSTATE.EL == EL3 then
return APDBKeylLo EL1;

MSR APDBKeyLo EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0010 0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.APDBKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

APDBKeyLo EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
APDBKeyLo EL1 = X[t];
elsif PSTATE.EL == EL3 then
APDBKeyLo EL1 = X[t];
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APGAKeyHi ELI1, Pointer Authentication Key A for Code (bits[127:64])

APGAKeyHi EL1, Pointer Authentication Key A for
Code (bits[127:64])

The APGAKeyHi EL1 characteristics are:

Purpose
Holds bits[127:64] of key used for generic pointer authentication code.

Note

The term APGAKey EL1 is used to describe the concatenation of
APGAKeyHi EI.1: APGAKeyl.o EL1.

Configuration

This register is present only when ARMv8.3-PAuth is implemented. Otherwise, direct accesses to APGAKeyHi EL1 are
UNDEFINED.

Attributes

APGAKeyHi EL1 is a 64-bit register.

Field descriptions

The APGAKeyHi EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
64 bit value, bits[127:64] of the 128 bit pointer authentication key value
64 bit value, bits[127:64] of the 128 bit pointer authentication key value

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

64 bit value, bits[127:64] of the 128 bit pointer authentication key value.

This field resets to an architecturally UNKNOWN value.

Accessing the APGAKeyHi EL1

Accesses to this register use the following encodings:

MRS <Xt>, APGAKeyHi EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0011 0b001

Page 92



APGAKeyHi ELI1, Pointer Authentication Key A for Code (bits[127:64])

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.APGAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return APGAKeyHi EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return APGAKeyHi EL1;
elsif PSTATE.EL == EL3 then
return APGAKeyHi EL1;

MSR APGAKeyHi EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0011 0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.APGAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

APGAKeyHi EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
APGAKeyHi EL1 = X[t];
elsif PSTATE.EL == EL3 then
APGAKeyHi EL1 = X[t];
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APGAKeyLo EL1, Pointer Authentication Key A for Code (bits[63:0])

APGAKeyLo EL1, Pointer Authentication Key A for

Code (bits[63:0])
The APGAKeyLo EL1 characteristics are:

Purpose
Holds bits[63:0] of key used for generic pointer authentication code.

Note

The term APGAKey EL1 is used to describe the concatenation of
APGAKeyHi EI.1: APGAKeyl.o EL1.

Configuration

This register is present only when ARMv8.3-PAuth is implemented. Otherwise, direct accesses to APGAKeyLo EL1 are

UNDEFINED.

Attributes

APGAKeyLo EL1 is a 64-bit register.

Field descriptions

The APGAKeyLo EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

64 bit value, bits[63:0] of the 128 bit pointer authentication key value

64 bit value, bits[63:0] of the 128 bit pointer authentication key value

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3
Bits [63:0]

64 bit value, bits[63:0] of the 128 bit pointer authentication key value.

This field resets to an architecturally UNKNOWN value.

Accessing the APGAKeylLo EL1

Accesses to this register use the following encodings:

MRS <Xt>, APGAKeyLo EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0011 0b000

2

1

0
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APGAKeyLo EL1, Pointer Authentication Key A for Code (bits[63:0])

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.APGAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return APGAKeylLo EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == 'Q' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return APGAKeylLo EL1;
elsif PSTATE.EL == EL3 then
return APGAKeyLo EL1;

MSR APGAKeyLo EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0011 0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.APGAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

APGAKeyLo EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
APGAKeyLo EL1 = X[t];
elsif PSTATE.EL == EL3 then
APGAKeyLo EL1 = X[t];
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APIAKeyHi EL1, Pointer Authentication Key A for Instruction (bits[127:641])

APIAKeyHi EL1, Pointer Authentication Key A for
Instruction (bits[127:64])

The APIAKeyHi EL1 characteristics are:

Purpose
Holds bits[127:64] of key A used for authentication of instruction pointer values.

Note

The term APIAKey EL1 is used to describe the concatenation of
APIAKeyHi EI.1: APIAKeylo EL1.

Configuration

This register is present only when ARMv8.3-PAuth is implemented. Otherwise, direct accesses to APIAKeyHi EL1 are
UNDEFINED.

Attributes

APIAKeyHi EL1 is a 64-bit register.

Field descriptions

The APIAKeyHi EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
64 bit value, bits[127:64] of the 128 bit pointer authentication key value
64 bit value, bits[127:64] of the 128 bit pointer authentication key value

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

64 bit value, bits[127:64] of the 128 bit pointer authentication key value.

This field resets to an architecturally UNKNOWN value.

Accessing the APIAKeyHi_EL1

Accesses to this register use the following encodings:

MRS <Xt>, APIAKeyHi EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0001 0b001
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APIAKeyHi EL1, Pointer Authentication Key A for Instruction (bits[127:641])

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.APIAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return APIAKeyHi EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return APIAKeyHi EL1;
elsif PSTATE.EL == EL3 then
return APIAKeyHi EL1;

MSR APIAKeyHi EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0001 0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.APIAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

APIAKeyHi EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
APIAKeyHi EL1 = X[t];
elsif PSTATE.EL == EL3 then
APIAKeyHi EL1 = X[t];
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APIAKeyLo EL1, Pointer Authentication Key A for Instruction (bits[63:0])

APIAKeyLo EL1, Pointer Authentication Key A for
Instruction (bits[63:0])

The APIAKeyLo EL1 characteristics are:

Purpose
Holds bits[63:0] of key A used for authentication of instruction pointer values.

Note

The term APIAKey EL1 is used to describe the concatenation of
APIAKeyHi EI.1: APIAKeylo EL1.

Configuration

This register is present only when ARMv8.3-PAuth is implemented. Otherwise, direct accesses to APIAKeyLo EL1 are
UNDEFINED.

Attributes

APIAKeyLo EL1 is a 64-bit register.

Field descriptions

The APIAKeyLo EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
64 bit value, bits[63:0] of the 128 bit pointer authentication key value
64 bit value, bits[63:0] of the 128 bit pointer authentication key value

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

64 bit value, bits[63:0] of the 128 bit pointer authentication key value.

This field resets to an architecturally UNKNOWN value.

Accessing the APIAKeyLo EL1

Accesses to this register use the following encodings:

MRS <Xt>, APIAKeyLo EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0001 0b000
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APIAKeyLo EL1, Pointer Authentication Key A for Instruction (bits[63:0])

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.APIAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return APIAKeylLo EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == 'Q' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return APIAKeylLo EL1;
elsif PSTATE.EL == EL3 then
return APIAKeyLo EL1;

MSR APIAKeylLo EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0001 0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.APIAKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

APIAKeylLo EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
APIAKeylLo EL1 = X[t];
elsif PSTATE.EL == EL3 then
APIAKeyLo EL1 = X[t];
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APIBKeyHi EL1, Pointer Authentication Key B for Instruction (bits[127:64])

APIBKeyHi EL1, Pointer Authentication Key B for
Instruction (bits[127:64])

The APIBKeyHi EL1 characteristics are:

Purpose
Holds bits[127:64] of key B used for authentication of instruction pointer values.

Note

The term APIBKey EL1 is used to describe the concatenation of
APIBKeyHi EL1: APIBKeyl.o EL1.

Configuration

This register is present only when ARMv8.3-PAuth is implemented. Otherwise, direct accesses to APIBKeyHi EL1 are
UNDEFINED.

Attributes

APIBKeyHi EL1 is a 64-bit register.

Field descriptions

The APIBKeyHi EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
64 bit value, bits[127:64] of the 128 bit pointer authentication key value
64 bit value, bits[127:64] of the 128 bit pointer authentication key value

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

64 bit value, bits[127:64] of the 128 bit pointer authentication key value.

This field resets to an architecturally UNKNOWN value.

Accessing the APIBKeyHi_EL1

Accesses to this register use the following encodings:

MRS <Xt>, APIBKeyHi EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0001 0b011
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APIBKeyHi EL1, Pointer Authentication Key B for Instruction (bits[127:64])

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.APIBKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return APIBKeyHi EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return APIBKeyHi EL1;
elsif PSTATE.EL == EL3 then
return APIBKeyHi EL1;

MSR APIBKeyHi EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0001 0b011

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.APIBKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

APIBKeyHi EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
APIBKeyHi EL1 = X[t];
elsif PSTATE.EL == EL3 then
APIBKeyHi EL1 = X[t];
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APIBKeyLo EL1, Pointer Authentication Key B for Instruction (bits[63:0])

APIBKeyLo EL1, Pointer Authentication Key B for
Instruction (bits[63:0])

The APIBKeyLo EL1 characteristics are:

Purpose
Holds bits[63:0] of key B used for authentication of instruction pointer values.

Note

The term APIBKey EL1 is used to describe the concatenation of
APIBKeyHi EL1: APIBKeyl.o EL1.

Configuration

This register is present only when ARMv8.3-PAuth is implemented. Otherwise, direct accesses to APIBKeyLo EL1 are
UNDEFINED.

Attributes

APIBKeyLo EL1 is a 64-bit register.

Field descriptions

The APIBKeyLo EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
64 bit value, bits[63:0] of the 128 bit pointer authentication key value
64 bit value, bits[63:0] of the 128 bit pointer authentication key value

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

64 bit value, bits[63:0] of the 128 bit pointer authentication key value.

This field resets to an architecturally UNKNOWN value.

Accessing the APIBKeyLo EL1

Accesses to this register use the following encodings:

MRS <Xt>, APIBKeyLo EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0001 0b010
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APIBKeyLo EL1, Pointer Authentication Key B for Instruction (bits[63:0])

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.APIBKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return APIBKeylLo EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.APK == 'Q' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return APIBKeylLo EL1;
elsif PSTATE.EL == EL3 then
return APIBKeylLo EL1;

MSR APIBKeylLo EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0010 0b0001 0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.APK == '0' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.APIBKey == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && SCR EL3.APK == '0O' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

APIBKeyLo EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && SCR EL3.APK == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
APIBKeyLo EL1 = X[t];
elsif PSTATE.EL == EL3 then
APIBKeyLo EL1 = X[t];
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AT S12EOR, Address Translate Stages 1 and 2 ELO Read

AT S12EOR, Address Translate Stages 1 and 2 ELO
Read

The AT S12EOR characteristics are:

Purpose

Performs stage 1 and 2 address translations from ELO, with permissions as if reading from the given virtual address
from ELO, using the following translation regime:

« When EL2 is implemented and enabled in the Security state described by the current value of SCR_EL3.NS:
o IfHCR EL2.{E2H, TGE} is not {1, 1}, the EL1&0 translation regime.

o IfHCR EL2.{E2H, TGE} is {1, 1}, the EL2&0 translation regime.
¢ Otherwise, the EL1&0 translation regime.

Configuration

There are no configuration notes.

Attributes

AT S12EOR is a 64-bit System instruction.

Field descriptions

The AT S12EOR input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S12EOR instruction

Accesses to this instruction use the following encodings:

AT S12EGR, <Xt>

op0 opl CRn CRm op2
0b01 0b100 0b0111 0b1000 0b110
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AT S12EOR, Address Translate Stages 1 and 2 ELO Read

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.<E2H,TGE> == '11' || HCR EL2.<DC,VM> == '00' then
AT S1EOR(X[t]);
else
AT S12EGR(X[t]);
elsif PSTATE.EL == EL3 then
if 'EL2Enabled() then
AT S1EOR(X[t]);
elsif EL2Enabled() && (HCR EL2.<E2H,TGE> == '11' || HCR EL2.<DC,VM> == '00') then
AT S1EOR(X[t]);
else
AT S12EGR(X[t]);
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AT S12EOW, Address Translate Stages 1 and 2 ELO Write

AT S12EOW, Address Translate Stages 1 and 2 ELO
Write

The AT S12EOW characteristics are:

Purpose

Performs stage 1 and 2 address translations from ELO, with permissions as if writing to the given virtual address from
ELO, using the following translation regime:

« When EL2 is implemented and enabled in the Security state described by the current value of SCR_EL3.NS:
o IfHCR EL2.{E2H, TGE} is not {1, 1}, the EL1&0 translation regime.

o IfHCR EL2.{E2H, TGE} is {1, 1}, the EL2&0 translation regime.
¢ Otherwise, the EL1&0 translation regime.

Configuration

There are no configuration notes.

Attributes

AT S12E0W is a 64-bit System instruction.

Field descriptions

The AT S12EOW input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S12EOW instruction

Accesses to this instruction use the following encodings:

AT S12EGOW, <Xt>

op0 opl CRn CRm op2
0b01 0b100 0b0111 0b1000 Ob111
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AT S12EOW, Address Translate Stages 1 and 2 ELO Write

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.<E2H,TGE> == '11' || HCR EL2.<DC,VM> == '00' then
AT S1EOW(X[t]);
else
AT S12EGW(X[t]);
elsif PSTATE.EL == EL3 then
if 'EL2Enabled() then
AT S1EOW(X[t]);
elsif EL2Enabled() && (HCR EL2.<E2H,TGE> == '11' || HCR EL2.<DC,VM> == '00') then
AT S1EOW(X[t]);
else
AT S12EGW(X[t]);
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AT S12E1R, Address Translate Stages 1 and 2 EL1 Read

AT S12E1R, Address Translate Stages 1 and 2 EL1
Read

The AT S12E1R characteristics are:

Purpose

Performs stage 1 and 2 address translation, with permissions as if reading from the given virtual address from EL1, or
from EL2 if the Effective value of HCR EL2.{E2H, TGE} is {1, 1}, using the following translation regime:

« When EL2 is implemented and enabled in the Security state described by the current value of SCR_EL3.NS:
o IfHCR EL2.{E2H, TGE} is not {1, 1}, the EL1&0 translation regime, accessed from EL1.

o IfHCR EL2.{E2H, TGE} is {1, 1}, the EL2&0 translation regime, accessed from EL2.
¢ Otherwise, the EL1&0 translation regime, accessed from EL1.

Configuration

There are no configuration notes.

Attributes

AT S12E1R is a 64-bit System instruction.

Field descriptions

The AT S12E1R input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S12E1R instruction

Accesses to this instruction use the following encodings:

AT S12EIR, <Xt>

op0 opl CRn CRm op2
0b01 0b100 0b0111 0b1000 0b100
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AT S12E1R, Address Translate Stages 1 and 2 EL1 Read

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.<E2H,TGE> == '11' || HCR EL2.<DC,VM> == '00' then
AT S1EIR(X[t]);
else
AT S12EIR(X[t]);
elsif PSTATE.EL == EL3 then
if 'EL2Enabled() then
AT S1EIR(X[t]);
elsif EL2Enabled() && (HCR EL2.<E2H,TGE> == '11' || HCR EL2.<DC,VM> == '00') then
AT S1EIR(X[t]);
else
AT S12EIR(X[t]);
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AT S12E1W, Address Translate Stages 1 and 2 EL1 Write

AT S12E1W, Address Translate Stages 1 and 2 EL1
Write

The AT S12E1W characteristics are:

Purpose

Performs stage 1 and 2 address translation, with permissions as if writing to the given virtual address from EL1, or
from EL2 if the Effective value of HCR EL2.{E2H, TGE} is {1, 1}, using the following translation regime:

« When EL2 is implemented and enabled in the Security state described by the current value of SCR_EL3.NS:
o IfHCR EL2.{E2H, TGE} is not {1, 1}, the EL1&0 translation regime, accessed from EL1.

o IfHCR EL2.{E2H, TGE} is {1, 1}, the EL2&0 translation regime, accessed from EL2.
¢ Otherwise, the EL1&0 translation regime, accessed from EL1.

Configuration

There are no configuration notes.

Attributes

AT S12E1W is a 64-bit System instruction.

Field descriptions

The AT S12E1W input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S12E1W instruction

Accesses to this instruction use the following encodings:

AT S12E1W, <Xt>

op0 opl CRn CRm op2
0b01 0b100 0b0111 0b1000 0b101
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AT S12E1W, Address Translate Stages 1 and 2 EL1 Write

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.<E2H,TGE> == '11' || HCR EL2.<DC,VM> == '00' then
AT S1EIW(X[t]);
else
AT S12EIW(X[t]);
elsif PSTATE.EL == EL3 then
if 'EL2Enabled() then
AT S1EIW(X[t]);
elsif EL2Enabled() && (HCR EL2.<E2H,TGE> == '11' || HCR EL2.<DC,VM> == '00') then
AT S1EIW(X[t]);
else
AT S12EIW(X[t]);
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AT S1EOR, Address Translate Stage 1 ELO Read

AT S1EOR, Address Translate Stage 1 ELO Read

The AT S1EOR characteristics are:
Purpose

Performs stage 1 address translation from ELO, with permissions as if reading from the given virtual address from
ELO, using the following translation regime:

e When EL2 is implemented and enabled in the Security state described by the current value of SCR_EL3.NS:
o IfHCR EL2.{E2H, TGE} is not {1, 1}, the EL1&0 translation regime.

o IfHCR EL2.{E2H, TGE} is {1, 1}, the EL2&0 translation regime.
¢ Otherwise, the EL1&0 translation regime.

Configuration

There are no configuration notes.

Attributes

AT S1EOR is a 64-bit System instruction.

Field descriptions

The AT S1EOR input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S1EOR instruction

Accesses to this instruction use the following encodings:

AT S1EOR, <Xt>

op0 opl CRn CRm op2
0b01 0b000 0b0111 0b1000 0b010
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AT S1EOR, Address Translate Stage 1 ELO Read

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.AT == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGITR EL2.ATS1EGR == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AT S1EOR(X[t]);
elsif PSTATE.EL == EL2 then
AT S1EOR(X[t]);
elsif PSTATE.EL == EL3 then
AT S1EOR(X[t]);
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AT S1EOW, Address Translate Stage 1 ELO Write

AT S1EOW, Address Translate Stage 1 ELO Write

The AT S1EOW characteristics are:
Purpose

Performs stage 1 address translation from ELO, with permissions as if writing to the given virtual address from ELO,
using the following translation regime:

e When EL2 is implemented and enabled in the Security state described by the current value of SCR_EL3.NS:
o IfHCR EL2.{E2H, TGE} is not {1, 1}, the EL1&0 translation regime.

o IfHCR EL2.{E2H, TGE} is {1, 1}, the EL2&0 translation regime.
¢ Otherwise, the EL1&0 translation regime.

Configuration

There are no configuration notes.

Attributes

AT S1EOW is a 64-bit System instruction.

Field descriptions

The AT S1EOW input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S1EOW instruction

Accesses to this instruction use the following encodings:

AT S1EOW, <Xt>

op0 opl CRn CRm op2
0b01 0b000 0b0111 0b1000 0b011
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AT S1EOW, Address Translate Stage 1 ELO Write

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.AT == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGITR EL2.ATS1EOW == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AT S1EOW(X[t]);
elsif PSTATE.EL == EL2 then
AT S1EOW(X[t]);
elsif PSTATE.EL == EL3 then
AT S1EOW(X[t]);
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AT S1E1R, Address Translate Stage 1 EL1 Read

AT S1E1R, Address Translate Stage 1 EL1 Read

The AT S1E1R characteristics are:
Purpose

Performs stage 1 address translation, with permissions as if reading from the given virtual address from EL1, or from
EL2 if the Effective value of HCR _EL2.{E2H, TGE} is {1, 1}, using the following translation regime:

e When EL2 is implemented and enabled in the Security state described by the current value of SCR_EL3.NS:
o IfHCR EL2.{E2H, TGE} is not {1, 1}, the EL1&0 translation regime, accessed from EL1.

o IfHCR EL2.{E2H, TGE} is {1, 1}, the EL2&0 translation regime, accessed from EL2.
¢ Otherwise, the EL1&0 translation regime, accessed from EL1.

Configuration

There are no configuration notes.

Attributes

AT S1E1R is a 64-bit System instruction.

Field descriptions

The AT S1E1R input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S1E1R instruction

Accesses to this instruction use the following encodings:

AT S1EIR, <Xt>

op0 opl CRn CRm op2
0b01 0b000 0b0111 0b1000 0b000
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AT S1E1R, Address Translate Stage 1 EL1 Read

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.AT == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGITR EL2.ATS1EIR == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AT S1EIR(X[t]);
elsif PSTATE.EL == EL2 then
AT S1EIR(X[t]);
elsif PSTATE.EL == EL3 then
AT S1EIR(X[t]);
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AT S1E1RP, Address Translate Stage 1 EL1 Read PAN

AT S1E1RP, Address Translate Stage 1 EL1 Read PAN

The AT S1E1RP characteristics are:

Purpose

Performs a stage 1 address translation, where the value of PSTATE.PAN determines if a read from a location will
generate a permission fault for a privileged access, using the following translation regime:

e When EL2 is implemented and enabled in the Security state described by the current value of SCR_EL3.NS:
o IfHCR EL2.{E2H, TGE} is not {1, 1}, the EL1&0 translation regime, accessed from EL1.
o IfHCR EL2.{E2H, TGE} is {1, 1}, the EL2&0 translation regime, accessed from EL2.

¢ Otherwise, the EL1&0 translation regime, accessed from EL1.

Configuration

This instruction is present only when ARMv8.2-ATS1E1 is implemented. Otherwise, direct accesses to AT S1E1RP are
UNDEFINED.

Attributes

AT S1E1RP is a 64-bit System instruction.

Field descriptions

The AT S1E1RP input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:01]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S1E1RP instruction

Accesses to this instruction use the following encodings:

AT S1EIRP, <Xt>

op0 opl CRn CRm op2
0b01 0b000 0b0111 0b1001 0b000
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.AT == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGITR EL2.ATS1E1RP == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AT S1EIRP(X[t]);
elsif PSTATE.EL == EL2 then
AT S1EIRP(X[t]);
elsif PSTATE.EL == EL3 then
AT S1EIRP(X[t]);
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AT S1E1W, Address Translate Stage 1 EL1 Write

The AT S1E1W characteristics are:
Purpose

Performs stage 1 address translation, with permissions as if writing to the given virtual address from EL1, or from EL2
if the Effective value of HCR EL2.{E2H, TGE} is {1, 1}, using the following translation regime:

e When EL2 is implemented and enabled in the Security state described by the current value of SCR_EL3.NS:
o IfHCR EL2.{E2H, TGE} is not {1, 1}, the EL1&0 translation regime, accessed from EL1.

o IfHCR EL2.{E2H, TGE} is {1, 1}, the EL2&0 translation regime, accessed from EL2.
¢ Otherwise, the EL1&0 translation regime, accessed from EL1.

Configuration

There are no configuration notes.

Attributes

AT S1E1W is a 64-bit System instruction.

Field descriptions

The AT S1E1W input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S1E1W instruction

Accesses to this instruction use the following encodings:

AT S1EIW, <Xt>

op0 opl CRn CRm op2
0b01 0b000 0b0111 0b1000 0b001
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.AT == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGITR EL2.ATS1EIW == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AT S1EIW(X[t]);
elsif PSTATE.EL == EL2 then
AT SI1EIW(X[t]);
elsif PSTATE.EL == EL3 then
AT SI1EIW(X[t]);
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AT S1E1WP, Address Translate Stage 1 EL1 Write PAN

The AT S1E1WP characteristics are:

Purpose

Performs a stage 1 address translation, where the value of PSTATE.PAN determines if a write to a location will
generate a permission fault for a privileged access, using the following translation regime:

e When EL2 is implemented and enabled in the Security state described by the current value of SCR_EL3.NS:
o IfHCR EL2.{E2H, TGE} is not {1, 1}, the EL1&0 translation regime, accessed from EL1.
o IfHCR EL2.{E2H, TGE} is {1, 1}, the EL2&0 translation regime, accessed from EL2.

¢ Otherwise, the EL1&0 translation regime, accessed from EL1.

Configuration

This instruction is present only when ARMv8.2-ATS1E1 is implemented. Otherwise, direct accesses to AT SIE1WP are
UNDEFINED.

Attributes

AT S1E1WP is a 64-bit System instruction.

Field descriptions

The AT S1IE1WP input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:01]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S1IE1WP instruction

Accesses to this instruction use the following encodings:

AT S1EIWP, <Xt>

op0 opl CRn CRm op2
0b01 0b000 0b0111 0b1001 0b001
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.AT == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGITR EL2.ATS1EIWP == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AT S1EIWP(X[t]);
elsif PSTATE.EL == EL2 then
AT S1EIWP(X[t]);
elsif PSTATE.EL == EL3 then
AT S1EIWP(X[t]);
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AT S1E2R, Address Translate Stage 1 EL2 Read

The AT S1E2R characteristics are:

Purpose

Performs stage 1 address translation as defined for EL2, with permissions as if reading from the given virtual address.

Configuration

There are no configuration notes.

Attributes

AT S1E2R is a 64-bit System instruction.

Field descriptions

The AT S1E2R input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:01]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S1E2R instruction

Accesses to this instruction use the following encodings:

AT S1E2R, <Xt>

op0 opl CRn CRm op2
0b01 0b100 0b0111 0b1000 0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
AT S1E2R(X[t]);
elsif PSTATE.EL == EL3 then
if 'EL2Enabled() then
UNDEFINED;
else
AT S1E2R(X[t]);
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AT S1E2W, Address Translate Stage 1 EL2 Write

The AT S1E2W characteristics are:

Purpose

Performs stage 1 address translation as defined for EL2, with permissions as if writing to the given virtual address.

Configuration

There are no configuration notes.

Attributes

AT S1E2W is a 64-bit System instruction.

Field descriptions

The AT S1E2W input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation

Input address for translation
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:01]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S1E2W instruction

Accesses to this instruction use the following encodings:

AT S1E2W, <Xt>

op0 opl CRn CRm op2
0b01 0b100 0b0111 0b1000 0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
AT S1E2W(X[t]);
elsif PSTATE.EL == EL3 then
if 'EL2Enabled() then
UNDEFINED;
else
AT S1E2W(X[t]);
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AT S1E3R, Address Translate Stage 1 EL3 Read

The AT S1E3R characteristics are:

Purpose

Performs stage 1 address translation as defined for EL3, with permissions as if reading from the given virtual address.

Configuration

There are no configuration notes.

Attributes

AT S1E3R is a 64-bit System instruction.

Field descriptions

The AT S1E3R input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation
Input address for translation

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:01]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S1E3R instruction

Accesses to this instruction use the following encodings:

AT S1E3R, <Xt>

op0 opl CRn CRm op2
0b01 0b110 0b0111 0b1000 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then
AT S1E3R(X[t]);
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AT S1E3W, Address Translate Stage 1 EL3 Write

The AT S1E3W characteristics are:

Purpose

Performs stage 1 address translation as defined for EL3, with permissions as if writing to the given virtual address.

Configuration

There are no configuration notes.

Attributes

AT S1E3W is a 64-bit System instruction.

Field descriptions

The AT S1E3W input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Input address for translation
Input address for translation

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:01]

Input address for translation. The resulting address can be read from the PAR EL1.

If the address translation instructions are targeting a translation regime that is using AArch32, and so has a VA of only
32 bits, then VA[63:32] is RESO.

Executing the AT S1E3W instruction

Accesses to this instruction use the following encodings:

AT S1E3W, <Xt>

op0 opl CRn CRm op2
0b01 0b110 0b0111 0b1000 0b001
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then
AT S1E3W(X[t]);
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CCSIDR2 EL1, Current Cache Size ID Register 2

The CCSIDR2 EL1 characteristics are:

Purpose

When ARMv8.3-CCIDX is implemented, provides the information about the architecture of the currently selected
cache from bits[63:32] of CCSIDR EL1.

When ARMv8.3-CCIDX is not implemented, this register is not implemented.

Configuration

AArch64 System register CCSIDR2 _EL1 bits [31:0] are architecturally mapped to AArch32 System register
CCSIDR2[31:0] .

This register is present only when ARMv8.3-CCIDX is implemented. Otherwise, direct accesses to CCSIDR2 EL1 are
UNDEFINED.

In an AArch64 only implementation, it is IMPLEMENTATION DEFINED whether reading this register gives an UNKNOWN
value or is UNDEFINED.

The implementation includes one CCSIDR2 EL1 for each cache that it can access. CSSELR EL1 selects which Cache
Size ID Register is accessible.

Attributes

CCSIDR2 EL1 is a 64-bit register.

Field descriptions

The CCSIDR2 EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

RESO | NumSets
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:241]
Reserved, RESO.
NumSets, bits [23:01]

(Number of sets in cache) - 1, therefore a value of 0 indicates 1 set in the cache. The number of sets does not have to
be a power of 2.

Accessing the CCSIDR2_EL1

If CSSELR EI1.Level is programmed to a cache level that is not implemented, then on a read of the CCSIDR2 _ELI1 the
behavior is CONSTRAINED UNPREDICTABLE, and can be one of the following:

» The CCSIDR2 ELI1 read is treated as NOP.
* The CCSIDR2 ELI1 read is UNDEFINED.
» The CCSIDR2 ELI1 read returns an UNKNOWN value.

Accesses to this register use the following encodings:
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MRS <Xt>, CCSIDR2 EL1

op0 opl CRn CRm op2
Ob11 0b001 0b0000 0b0000 0b010

if PSTATE.EL == ELO then
if IsFeatureImplemented("ARMv8.4-IDST") then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID2 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID4 == '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CCSIDR2 EL1;
elsif PSTATE.EL == EL2 then
return CCSIDR2 EL1;
elsif PSTATE.EL == EL3 then
return CCSIDR2 EL1;
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CCSIDR EL1, Current Cache Size ID Register

The CCSIDR EL1 characteristics are:

Purpose

Provides information about the architecture of the currently selected cache.

Configuration

AArch64 System register CCSIDR EL1 bits [31:0] are architecturally mapped to AArch32 System register
CCSIDR[31:0] .

AArch64 System register CCSIDR EL1 bits [63:32] are architecturally mapped to AArch32 System register
CCSIDR2[31:0] .

The implementation includes one CCSIDR EL1 for each cache that it can access. CSSELR EL1 selects which Cache

Size ID Register is accessible.

Attributes

CCSIDR EL1 is a 64-bit register.

Field descriptions
The CCSIDR EL1 bit assignments are:

When ARMvV8.3-CCIDX is implemented:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

RESO NumSets

RESO Associativity | LineSize

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

Note
The parameters NumSets, Associativity, and LineSize in these registers define
the architecturally visible parameters that are required for the cache
maintenance by Set/Way instructions. They are not guaranteed to represent

the actual microarchitectural features of a design. You cannot make any
inference about the actual sizes of caches based on these parameters.

Bits [63:56]
Reserved, RESO.

NumSets, bits [55:32]

0

(Number of sets in cache) - 1, therefore a value of 0 indicates 1 set in the cache. The number of sets does not have to

be a power of 2.

Bits [31:24]

Reserved, RESO.
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Associativity, bits [23:3]

(Associativity of cache) - 1, therefore a value of 0 indicates an associativity of 1. The associativity does not have to be a
power of 2.

LineSize, bits [2:0]

(Log2(Number of bytes in cache line)) - 4. For example:

» For a line length of 16 bytes: Log2(16) = 4, LineSize entry = 0. This is the minimum line length.
e For a line length of 32 bytes: Log2(32) = 5, LineSize entry = 1.

When ARMv8.5-MemTag is implemented and enabled, where a cache only holds Allocation tags, this field is RESO.

Otherwise:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

UNKNOWN | NumSets Associativity | LineSize

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Note

The parameters NumsSets, Associativity, and LineSize in these registers define
the architecturally visible parameters that are required for the cache
maintenance by Set/Way instructions. They are not guaranteed to represent
the actual microarchitectural features of a design. You cannot make any
inference about the actual sizes of caches based on these parameters.

Bits [63:32]

Reserved, RESO.
Bits [31:28]

Reserved, UNKNOWN.
NumSets, bits [27:13]

(Number of sets in cache) - 1, therefore a value of 0 indicates 1 set in the cache. The number of sets does not have to
be a power of 2.

Associativity, bits [12:3]

(Associativity of cache) - 1, therefore a value of 0 indicates an associativity of 1. The associativity does not have to be a
power of 2.

LineSize, bits [2:0]

(Log2(Number of bytes in cache line)) - 4. For example:

¢ For a line length of 16 bytes: Log2(16) = 4, LineSize entry = 0. This is the minimum line length.
e For a line length of 32 bytes: Log2(32) = 5, LineSize entry = 1.

Accessing the CCSIDR _EL1

If CSSELR EI1.Level is programmed to a cache level that is not implemented, then on a read of the CCSIDR EL1 the
behavior is CONSTRAINED UNPREDICTABLE, and can be one of the following:

* The CCSIDR EL1 read is treated as NOP.
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e The CCSIDR EL1 read is UNDEFINED.
* The CCSIDR EL1 read returns an UNKNOWN value.

Accesses to this register use the following encodings:

MRS <Xt>, CCSIDR EL1

op0 opl CRn CRm op2
Ob11 0b001 0b0000 0b0000 0b000

if PSTATE.EL == ELO then
if IsFeatureImplemented("ARMv8.4-IDST") then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID2 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID4 == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.CCSIDR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CCSIDR EL1;
elsif PSTATE.EL == EL2 then
return CCSIDR EL1;
elsif PSTATE.EL == EL3 then
return CCSIDR EL1;
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CFP RCTX, Control Flow Prediction Restriction by
Context

The CFP RCTX characteristics are:

Purpose

Control Flow Prediction Restriction by Context applies to all Control Flow Prediction Resources that predict execution
based on information gathered within the target execution context or contexts.

When this instruction is complete and synchronized, control flow prediction does not permit later speculative
execution within the target execution context to be observable through side channels.

This instruction is guaranteed to be complete following a DSB that covers both read and write behavior on the same
PE as executed the original restriction instruction, and a subsequent context synchronization event is required to
ensure that the effect of the completion of the instructions is synchronized to the current execution.

Note
This instruction does not require the invalidation of prediction structures so
long as the behavior described for completion of this instruction is met by the
implementation.
On some implementations the instruction is likely to take a significant number
of cycles to execute. This instruction is expected to be used very rarely, such

as on the roll-over of an ASID or VMID, but should not be used on every
context switch.

Configuration

This instruction is present only when ARMv8.0-PredInv is implemented. Otherwise, direct accesses to CFP RCTX are
UNDEFINED.

Attributes

CFP RCTX is a 64-bit System instruction.

Field descriptions

The CFP RCTX input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO GVMID VMID

RESO INS| EL | RESO GASID ASID
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 1514 13121110 9 8 7 6 5 4 3 2 1 O

Bits [63:49]
Reserved, RESO.
GVMID, bit [48]

Execution of this instruction applies to all VMIDs or a specified VMID.
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GVMID Meaning
0bo Applies to specified VMID for an ELO or EL1 context. For all
other contexts this field is RESO.
0bl Applies to all VMIDs for an ELO or EL1 context. For all other

contexts this field is RESO.

If the instruction is executed at ELO or EL1, then this field has an Effective value of 0.
VMID, bits [47:32]

Only applies when bit[48] is O and either:

e an EL1 context.
* an ELO context when (HCR_EL2.E2H==0 or HCR_EL2.TGE==0).

Otherwise this field is RESO.
When the instruction is executed at EL1 then this field is treated as the current VMID.

When the instruction is executed at ELO and (HCR _EL2.E2H==0 or HCR_EL2.TGE==0) then this field is treated as
the current VMID.

When the instruction is executed at ELO and (HCR _EL2.E2H==1 and HCR _EL2.TGE==1) then this field is ignored.
Bits [31:27]

Reserved, RESO.
NS, bit [26]

Security State

NS Meaning
0bo Secure state
Obl Non-secure state

If the instruction is executed in Non-secure state, this field has an Effective value of 1.

EL, bits [25:24]

Exception Level

EL Meaning

0b0oo ELO.
0bo1 EL1.
0b10 EL2.
0b11 EL3.

If the instruction is executed at an exception level lower than the specified level, this instruction is treated as a NOP.
Bits [23:17]

Reserved, RESO.
GASID, bit [16]

Execution of this instruction applies to all ASIDs or a specified ASID.

GASID Meaning
0bo Applies to specified ASID for an ELO context. For all other
contexts this field is RESO.
0bl Applies to all ASID for an ELO context. For all other contexts

this field is RESO.
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If the instruction is executed at ELO, then this field has an Effective value of 0.

ASID, bits [15:0]

Only applies for an ELO context and when bit[16] is 0.

Otherwise this field is RESO.

When the instruction is executed at ELO then this field is treated as the current ASID.

Executing the CFP RCTX instruction

Accesses to this instruction use the following encodings:

CFP RCTX, <Xt>

op0 opl CRn CRm op2
0b01 0b011 0b0111 0b0011 0b100
if PSTATE.EL == ELO then
if !'ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && SCTLR EL1.EnRCTX ==
'0' then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL1) && HCR EL2.<E2H,TGE> != '11' && (!'HaveEL(EL3) ||
SCR EL3.FGTEn == '1') && HFGITR EL2.CFPRCTX == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCTLR EL2.EnRCTX ==
'0' then

AArch64.SystemAccessTrap(EL2, 0x18);

else
CFP_RCTX(X[t]);
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && (!'HaveEL(EL3) || SCR EL3.FGTEn == '1') &&
HFGITR EL2.CFPRCTX == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);

else
CFP_RCTX(X[t]);
elsif PSTATE.EL == EL2 then
CFP_RCTX(X[t]);
elsif PSTATE.EL == EL3 then
CFP_RCTX(X[t1);

09/12/2019 19:22; 4931ecb80e191d85331fc84f6cc8b3483d27b25d
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CLIDR_EL1, Cache Level ID Register

The CLIDR ELI1 characteristics are:

Purpose

Identifies the type of cache, or caches, that are implemented at each level and can be managed using the architected
cache maintenance instructions that operate by set/way, up to a maximum of seven levels. Also identifies the Level of
Coherence (LoC) and Level of Unification (LoU) for the cache hierarchy.

Configuration

AArch64 System register CLIDR ELI1 bits [31:0] are architecturally mapped to AArch32 System register CLIDR[31:0] .

Attributes

CLIDR EL1 is a 64-bit register.

Field descriptions

The CLIDR EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO Ttype<n>, bits [2(2-%)t-(|;374:2(n-1)+33], for n ICB

ICB | LoUU | LoC | LoUIS | Ctype7 | Ctype6 | Ctype5 | Ctype4 | Ctype3 | Ctype2 | Ctypel
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:47]
Reserved, RESO.
Ttype<n>, bits [2(n-1)+34:2(n-1)+33],forn=1to 7

Tag cache type. Indicate the type of cache that is implemented and can be managed using the architected cache
maintenance instructions that operate by set/way at each level, from Level 1 up to a maximum of seven levels of cache
hierarchy.

Ttype<n> Meaning
0b00 No Tag Cache.
0b01 Separate Allocation Tag Cache.
0b10 Unified Allocation Tag and Data cache, Allocation Tags and
Data in unified lines.
0bll Unified Allocation Tag and Data cache, Allocation Tags and

Data in separate lines.

ICB, bits [32:30]

Inner cache boundary. This field indicates the boundary for caching Inner Cacheable memory regions.

The possible values are:
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ICB Meaning

0b000O Not disclosed by this mechanism.

0b001 L1 cache is the highest Inner Cacheable level.
0b010 L2 cache is the highest Inner Cacheable level.
0b011 L3 cache is the highest Inner Cacheable level.
0b100 L4 cache is the highest Inner Cacheable level.
0b101 L5 cache is the highest Inner Cacheable level.
0b110 L6 cache is the highest Inner Cacheable level.
0b111 L7 cache is the highest Inner Cacheable level.

LoUU, bits [29:27]

Level of Unification Uniprocessor for the cache hierarchy.

LoC, bits [26:24]

Level of Coherence for the cache hierarchy.

LoUIS, bits [23:21]

Level of Unification Inner Shareable for the cache hierarchy.

Ctype<n>, bits [3(n-1)+2:3(n-1)], forn=1to 7

Cache Type fields. Indicate the type of cache that is implemented and can be managed using the architected cache
maintenance instructions that operate by set/way at each level, from Level 1 up to a maximum of seven levels of cache
hierarchy. Possible values of each field are:

Ctype<n> Meaning
0b000O No cache.
0b001 Instruction cache only.
0b010 Data cache only.
0b011 Separate instruction and data caches.
0b100 Unified cache.

All other values are reserved.

If software reads the Cache Type fields from Ctypel upwards, once it has seen a value of 000, no caches that can be
managed using the architected cache maintenance instructions that operate by set/way exist at further-out levels of
the hierarchy. So, for example, if Ctype3 is the first Cache Type field with a value of 000, the values of Ctype4 to

Ctype7 must be ignored.

Accessing the CLIDR _EL1

Accesses to this register use the following encodings:

MRS <Xt>, CLIDR EL1

op0

opl

CRn

CRm

op2

Ob11

0b001

0b0000

0b0000

0b001
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if PSTATE.EL == ELO then
if IsFeatureImplemented("ARMv8.4-IDST") then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);

else
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID2 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID4 == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && 'ELUsingAArch32(EL2) && ('HaveEL(EL3) || SCR _EL3.FGTEn
HFGRTR EL2.CLIDR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CLIDR EL1;
elsif PSTATE.EL == EL2 then
return CLIDR EL1;
elsif PSTATE.EL == EL3 then
return CLIDR EL1;

09/12/2019 19:22; 4931ecb80e191d85331fc84f6cc8b3483d27b25d
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CNTFRQ_ELO, Counter-timer Frequency register

The CNTFRQ ELO characteristics are:

Purpose

This register is provided so that software can discover the frequency of the system counter. It must be programmed
with this value as part of system initialization. The value of the register is not interpreted by hardware.

Configuration

AArch64 System register CNTFRQ ELO bits [31:0] are architecturally mapped to AArch32 System register

CNTFRQI[31:0] .
Attributes

CNTFRQ _ELO is a 64-bit register.

Field descriptions

The CNTFRQ ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

RESO

Clock frequency

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

Bits [63:32]
Reserved, RESO.
Bits [31:0]

Clock frequency. Indicates the system counter clock frequency, in Hz.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTFRQ ELO

Accesses to this register use the following encodings:

MRS <Xt>, CNTFRQ _ELO

op0 opl CRn CRm

op2

Ob11 0b011 O0b1110 0b0000

0b000

7 6 5 4 3 2 1 0
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> ==

CNTKCTL EL1.<ELOPCTEN,ELOVCTEN> == '00' then

"11') &&

if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then

AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);

elsif EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' &&

CNTHCTL EL2.<ELOPCTEN,ELOVCTEN> == '00' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTFRQ ELO;
elsif PSTATE.EL == EL1 then
return CNTFRQ _ELO;

elsif PSTATE.EL == EL2 then
return CNTFRQ _ELO;
elsif PSTATE.EL == EL3 then
return CNTFRQ _ELO;
MSR CNTFRQ_ELO, <Xt>
op0 opl CRn CRm op2
0b11 0b0O11 0b1110 0b0000 0b000

if IsHighestEL(PSTATE.EL) then
CNTFRQ_ELO = X[t];

else
UNDEFINED;

09/12/2019 19:22; 4931ecb80e191d85331fc84f6cc8b3483d27b25d
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CNTHCTL_EL2, Counter-timer Hypervisor Control
register

The CNTHCTL EL2 characteristics are:

Purpose

Controls the generation of an event stream from the physical counter, and access from EL1 to the physical counter and
the EL1 physical timer.

Configuration

AArch64 System register CNTHCTL EL2 bits [31:0] are architecturally mapped to AArch32 System register
CNTHCTL[31:0] .

If EL2 is not implemented, this register is RESO from EL3.

This register has no effect if EL2 is not enabled in the current Security state.

Attributes

CNTHCTL _EL2 is a 64-bit register.

Field descriptions

The CNTHCTL_EL2 bit assignments are:

When ARMv8.1-VHE is implemented and HCR_EL2.E2H == 1:

6362616059585756555453525150 49 48 47 46 45 44 43 42 41 40
RESO |EVNTIS|EL1NVVCT|EL1NVPCT|EL1TVCT|EL1TVT|ECV|EE$I9TEN|EL1PCTEN|EL0PTEN|EL0VTE

3130292827262524232221201918 17 16 15 14 13 12 11 10 9 8

Bits [63:18]

Reserved, RESO.

EVNTIS, bit [17]

When ARMv8.6-ECV is implemented:

Controls the scale of the generation of the event stream.

EVNTIS Meaning
0b0O The CNTHCTL EL2.EVNTI field applies to
CNTPCT ELO[15:0].
0bl The CNTHCTL EL2.EVNTI field applies to

CNTPCT ELO[23:8].

This control applies regardless of the value of the CNTHCTL EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.
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Otherwise:
Reserved, RESO.

EL1INVVCT, bit [16]

When ARMv8.6-ECV is implemented:

Traps EL1 accesses to the specified EL1 virtual timer registers using the EL02 descriptors to EL2, when EL2 is
enabled for the current Security state.

ELINVVCT Meaning
0bo This control does not cause any instructions to be trapped.
0bl If (HCR_EL2.E2H==1 && HCR EL2.TGE==1) ||

HCR EL2.NV2==0 || HCR EL2.NV1==1 ||

HCR _EIL2.NV==0), this control does not cause any
instructions to be trapped.

If (HCR_EL2.E2H==0 || HCR EL2.TGE==0) &&

HCR EL2.NV2==1 && HCR EL2.NV1==0 &&

HCR _EIL2.NV==1), then EL1 accesses to CNTV_CTL EL02
and CNTV CVAL ELO2 are trapped to EL2.

If EL3 is implemented and EL2 is not implemented, behavior is as if this bit is 0 other than for the purpose of a direct
read.

This control applies regardless of the value of the CNTHCTL _EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

EL1NVPCT, bit [15]

When ARMv8.6-ECV is implemented:

Traps EL1 accesses to the specified EL1 physical timer registers using the EL02 descriptors to EL2, when EL2 is
enabled for the current Security state.

ELINVPCT Meaning
0bo This control does not cause any instructions to be trapped.
0bl If (HCR_EL2.E2H==1 && HCR EL2.TGE==1) ||

HCR _EL2.NV2==0 || HCR EL2.NV1==1 ||
HCR_EIL2.NV==0), this control does not cause any
instructions to be trapped.

If (HCR EL2.E2H==0 || HCR_EL2.TGE==0) &&

HCR EIL2.NV2==1 && HCR EL2.NV1==0 &&

HCR _EIL2.NV==1, then EL1 accesses to CNTP_CTL EL02
and CNTP CVAL ELO02, are trapped to EL2.

If EL3 is implemented and EL2 is not implemented, behavior is as if this bit is 0 other than for the purpose of a direct
read.

This control applies regardless of the value of the CNTHCTL _EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

EL1TVCT, bit [14]
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When ARMvV8.6-ECV is implemented:

Traps ELO and EL1 accesses to the EL1 virtual counter registers to EL2, when EL2 is enabled for the current Security
state.

EL1TVCT Meaning
0b0o This control does not cause any instructions to be trapped.
Obl If HCR EL2.{E2H, TGE} is {1, 1}, this control does not

cause any instructions to be trapped.
If HCR EL2.E2H is 0 or HCR_EL2.TGE is 0, then:

e In AArch64 state, traps ELO and EL1 accesses to
CNTVCT ELO to EL2, unless they are trapped by
CNTKCTL_EL1.ELOVCTEN.

e In AArch32 state, traps ELO and EL1 accesses to
CNTVCT to EL2, unless they are trapped by
CNTKCTL_EL1.ELOVCTEN or CNTKCTL.PLOVCTEN.

If EL3 is implemented and EL2 is not implemented, behavior is as if this bit is 0 other than for the purpose of a direct
read.

This control applies regardless of the value of the CNTHCTL _EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

EL1TVT, bit [13]

When ARMvV8.6-ECV is implemented:

Traps ELO and EL1 accesses to the EL1 virtual timer registers to EL2, when EL2 is enabled for the current Security
state.

EL1TVI Meaning
0b0o This control does not cause any instructions to be trapped.
Obl If HCR EL2.{E2H, TGE} is {1, 1}, this control does not cause

any instructions to be trapped.
If HCR EL2.E2H is 0 or HCR_EL2.TGE is 0, then:
¢ In AArch64 state, traps ELO and EL1 accesses to
CNTV_CTL_ELO, CNTV_CVAL _ELQ, and
CNTV _TVAL _EILOQ to EL2, unless they are trapped by
CNTKCTL_EL1.ELOVTEN.
¢ In AArch32 state, traps ELO and EL1 accesses to
CNTV_CTL, CNTV_CVAL, and CNTV_TVAL to EL2,
unless they are trapped by CNTKCTL._EL1.ELOVTEN or
CNTKCTL.PLOVTEN.

If EL3 is implemented and EL2 is not implemented, behavior is as if this bit is 0 other than for the purpose of a direct
read.

This control applies regardless of the value of the CNTHCTL EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.

Otherwise:

Reserved, RESO.
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ECV, bit [12]

When ARMvV8.6-ECV is implemented:

Enables the Enhanced Counter Virtualization functionality registers.

ECV Meaning

0bo Enhanced Counter Virtualization functionality is disabled.

0bl When HCR_EL2.{E2H, TGE} == {1, 1} or SCR_EL3.{NS, EEL2}
== {0, 0}, then Enhanced Counter Virtualization functionality is
disabled.

When SCR_EL3.NS or SCR _EL3.EEL2 are 1, and HCR EL.2.E2H
or HCR _EL2.TGE are 0, then Enhanced Counter Virtualziation
functionality is enabled when EL2 is enabled for the current
Security state. This means that:

* An MRS to CNTPCT EILOQ from either ELO or EL1 that is not
trapped will return the value (PCount<63:0> -
CNTPOFF_EL2<63:0>).

e The EL1 physical timer interrupt is triggered when
((PCount<63:0> - CNTPOFF _EL2<63:0>) - PCVal<63:0>) is
greater than or equal to 0. PCount<63:0> is the physical
count returned when CNTPCT EI.0 is read from EL2 or EL3.
PCVal<63:0> is the EL1 physical timer compare value for
this timer.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.
EL1PTEN, bit [11]

When HCR _EL2.TGE is 0, traps ELO and EL1 accesses to the E1 physical timer registers to EL2 when EL2 is enabled
in the current Security state.

EL1PTEN Meaning

0bo From AArch64 state: ELO and EL1 accesses to the
CNTP_CTL_ELOQ, CNTP_CVAL EIL0, and CNTP_TVAL EI0Q
are trapped to EL2 when EL2 is enabled in the current
Security state, unless they are trapped by
CNTKCTL_EL1.ELOPTEN.
From AArch32 state: ELO and EL1 accesses to the
CNTP_CTL, CNTP_CVAL, and CNTP_TVAL are trapped to
EL2 when EL2 is enabled in the current Security state,
unless they are trapped by CNTKCTL,_EL1.ELOPTEN or
CNTKCTL.PLOPTEN.

0bl This control does not cause any instructions to be trapped.

When HCR _EL2.TGE is 1, this control does not cause any instructions to be trapped.

This field resets to an architecturally UNKNOWN value.
EL1PCTEN, bit [10]

When HCR_EIL2.TGE is 0, traps ELO and EL1 accesses to the EL1 physical counter register to EL2 when EL2 is
enabled in the current Security state, as follows:

¢ In AArch64 state, accesses to CNTPCT EIQ are trapped to EL2, reported using EC syndrome value 0x18.

¢ In AArch32 state, MRRC or MCRR accesses to CNTPCT are trapped to EL2, reported using EC syndrome value
0x04.
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EL1PCTEN Meaning

0bo From AArch64 state: ELO and EL1 accesses to the
CNTPCT ELO are trapped to EL2 when EL2 is enabled in
the current Security state, unless they are trapped by
CNTKCTL _EL1.ELOPCTEN.
From AArch32 state: ELO and EL1 accesses to the
CNTPCT are trapped to EL2 when EL2 is enabled in the
current Security state, unless they are trapped by
CNTKCTL _EL1.ELOPCTEN or CNTKCTL.PLOPCTEN.

0bl This control does not cause any instructions to be trapped.

When HCR_EIL2.TGE is 1, this control does not cause any instructions to be trapped.

This field resets to an architecturally UNKNOWN value.
ELOPTEN, bit [9]

When HCR _EL2.TGE is 0, this control does not cause any instructions to be trapped.

When HCR _EL2.TGE is 1, traps ELO accesses to the physical timer registers to EL2.

ELOPTEN Meaning
0b0 ELO using AArch64: ELO accesses to the CNTP_CTL _ELOQ,
CNTP_CVAL EILQ, and CNTP_TVAL_ELOQ registers are
trapped to EL2.
ELO using AArch32: ELO accesses to the CNTP_CTL,
CNTP_CVAL and CNTP_TVAL registers are trapped to EL2.
0bl This control does not cause any instructions to be trapped.

This field resets to an architecturally UNKNOWN value.
ELOVTEN, bit [8]

When HCR_EL2.TGE is 0, this control does not cause any instructions to be trapped.

When HCR EL2.TGE is 1, traps ELO accesses to the virtual timer registers to EL2.

ELOVTEN Meaning
0b0 ELO using AArch64: ELO accesses to the CNTV_CTL ELOQ,
CNTV _CVAL EIL0, and CNTV_TVAL EILO0 registers are
trapped to EL2.
ELO using AArch32: ELO accesses to the CNTV _CTL,
CNTV_CVAL, and CNTV_TVAL registers are trapped to EL2.
0bl This control does not cause any instructions to be trapped.

This field resets to an architecturally UNKNOWN value.
EVNTI, bits [7:4]

Selects which bit (0 to 15) of the counter register CNTPCT ELO is the trigger for the event stream generated from that
counter, when that stream is enabled.

This field resets to an architecturally UNKNOWN value.
EVNTDIR, bit [3]

Controls which transition of the counter register CNTPCT ELOQ trigger bit, defined by EVNTI, generates an event when
the event stream is enabled:

EVNTDIR Meaning
0b0o A 0 to 1 transition of the trigger bit triggers an event.
0bl A 1 to 0O transition of the trigger bit triggers an event.

This field resets to an architecturally UNKNOWN value.
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EVNTEN, bit [2]

Enables the generation of an event stream from the counter register CNTPCT EI.0:

EVNTEN Meaning
0bo Disables the event stream.
0Obl Enables the event stream.

This field resets to an architecturally UNKNOWN value.
ELOVCTEN, bit [1]

When HCR_EL2.TGE is 0, this control does not cause any instructions to be trapped.

When HCR_EIL2.TGE is 1, traps ELO accesses to the frequency register and virtual counter register to EL2.

ELOVCTEN Meaning

0bo ELO using AArch64: ELO accesses to the CNTVCT ELQ are
trapped to EL2.
ELO using AArch64: ELO accesses to the CNTFRQ ELOQ
register are trapped to EL2, if CNTHCTL _EL2.ELOPCTEN
is also 0.
ELO using AArch32: ELO accesses to the CNTVCT are
trapped to EL2.
ELO using AArch32: ELO accesses to the CNTFRQ register
are trapped to EL2, if CNTHCTL.ELOPCTEN is also 0.

0bl This control does not cause any instructions to be trapped.

This field resets to an architecturally UNKNOWN value.
ELOPCTEN, bit [0]

When HCR _EL2.TGE is 0, this control does not cause any instructions to be trapped.

When HCR _EL2.TGE is 1, traps ELO accesses to the frequency register and physical counter register to EL2.

ELOPCTEN Meaning

0bo ELO using AArch64: ELO accesses to the CNTPCT ELOQ are
trapped to EL2.
ELO using AArch64: ELO accesses to the CNTFRQ EILQ
register are trapped to EL2, if CNTHCTL _EL2.ELOVCTEN
is also 0.
ELO using AArch32: ELO accesses to the CNTPCT are
trapped to EL2.
ELO using AArch32: ELO accesses to the CNTFRQ and
register are trapped to EL2, if CNTHCTL _EL2.ELOVCTEN
is also 0.

0bl This control does not cause any instructions to be trapped.

This field resets to an architecturally UNKNOWN value.

Otherwise:
6362616059585756555453525150 49 48 47 46 45 44 4342414039383736 35 34
RESO
RESO [EVNTIS[ELINVVCTELINVPCTELITVCTELITVTIECV| RESO | EVNTI |EVNTDIR|EVNTEN|EI
3130292827262524232221201918 17 16 15 14 13 12 11109 8 7 6 5 4 3

This format applies in all Armv8.0 implementations, and it also contains a description of the behavior when EL3 is
implemented and EL2 is not implemented.

Bits [63:18]

Reserved, RESO.
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EVNTIS, bit [17]

When ARMvV8.6-ECV is implemented:

Controls the scale of the generation of the event stream.

EVNTIS Meaning
0b0o The CNTHCTL EL2.EVNTI field applies to
CNTPCT _ELO0[15:0].
0bl The CNTHCTL EL2.EVNTI field applies to

CNTPCT ELOQ[23:8].

This control applies regardless of the value of the CNTHCTL _EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

EL1INVVCT, bit [16]

When ARMvV8.6-ECV is implemented:

Traps EL1 accesses to the specified EL1 virtual timer registers using the EL02 descriptors to EL2, when EL2 is
enabled for the current Security state.

ELINVVCT Meaning
0b0o This control does not cause any instructions to be trapped.
0bl If (HCR_EL2.E2H==1 && HCR EL2.TGE==1) ||

HCR EI2.NV2==0 || HCR_EL2. NV1==1 ||
HCR_EIL.2.NV==0), this control does not cause any
instructions to be trapped.

If (HCR_EL2.E2H==0 || HCR_EL2.TGE==0) &&

HCR EI2.NV2==1 && HCR EI2.NV1==0 &&

HCR _EIL.2.NV==1), then EL1 accesses to CNTV_CTL EL02
and CNTV CVAL ELO0?2 are trapped to EL2.

If EL3 is implemented and EL2 is not implemented, behavior is as if this bit is 0 other than for the purpose of a direct
read.

This control applies regardless of the value of the CNTHCTL EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

EL1NVPCT, bit [15]

When ARMvV8.6-ECV is implemented:

Traps EL1 accesses to the specified EL1 physical timer registers using the EL02 descriptors to EL2, when EL2 is
enabled for the current Security state.
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ELINVPCT Meaning
0bo This control does not cause any instructions to be trapped.
0bl If (HCR_EL2.E2H==1 && HCR EIL2.TGE==1) ||

HCR EL2.NV2==0 || HCR EL2.NV1==1 ||
HCR_EIL2.NV==0), this control does not cause any
instructions to be trapped.

If (HCR EL2.E2H==0 || HCR_EL2.TGE==0) &&

HCR EIL2.NV2==1 && HCR EL2.NV1==0 &&

HCR _EIL2.NV==1, then EL1 accesses to CNTP_CTL EL02
and CNTP CVAL ELO02, are trapped to EL2.

If EL3 is implemented and EL2 is not implemented, behavior is as if this bit is 0 other than for the purpose of a direct
read.

This control applies regardless of the value of the CNTHCTL _EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

EL1TVCT, bit [14]

When ARMv8.6-ECV is implemented:

Traps ELO and EL1 accesses to the EL1 virtual counter registers to EL2, when EL2 is enabled for the current Security
state.

EL1TVCT Meaning
0b0 This control does not cause any instructions to be trapped.
Obl If HCR EL2.{E2H, TGE} is {1, 1}, this control does not

cause any instructions to be trapped.

If HCR EL2.E2H is 0 or HCR_EL2.TGE is 0, then:

In AArch64 state, traps ELO and EL1 accesses to

CNTVCT ELO to EL2, unless they are trapped by

CNTKCTL EL1.ELOVCTEN. In AArch32 state, traps ELO and
EL1 accesses to CNTVCT to EL2, unless they are trapped by
CNTKCTL EL1.ELOVCTEN or CNTKCTL.PLOVCTEN.

If EL3 is implemented and EL2 is not implemented, behavior is as if this bit is 0 other than for the purpose of a direct
read.

This control applies regardless of the value of the CNTHCTL _EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

EL1TVT, bit [13]

When ARMv8.6-ECV is implemented:

Traps ELO and EL1 accesses to the EL1 virtual timer registers to EL2, when EL2 is enabled for the current Security
state.
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EL1TVI Meaning
0b0 This control does not cause any instructions to be trapped.
Obl If HCR EL2.{E2H, TGE} is {1, 1}, this control does not cause

any instructions to be trapped.
If HCR EL2.E2H is 0 or HCR_EIL2.TGE is 0, then:
¢ In AArch64 state, traps ELO and EL1 accesses to
CNTV_CTL _ELO0, CNTV_CVAL ELOQ, and
CNTV_TVAL ELO to EL2, unless they are trapped by
CNTKCTL _EL1.ELOVTEN.
¢ In AArch32 state, traps ELO and EL1 accesses to
CNTV _CTL, CNTV_CVAIL, and CNTV TVAL to EL2,
unless they are trapped by CNTKCTL, _EL1.ELOVTEN or
CNTKCTL.PLOVTEN.

If EL3 is implemented and EL2 is not implemented, behavior is as if this bit is 0 other than for the purpose of a direct
read.

This control applies regardless of the value of the CNTHCTL _EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

ECV, bit [12]

When ARMv8.6-ECV is implemented:

Enables the Enhanced Counter Virtualization functionality registers.

ECV Meaning

0bo Enhanced Counter Virtualization functionality is disabled.

0bl When HCR _EL2.{E2H, TGE} == {1, 1} or SCR_EL3.{NS, EEL2}
== {0, 0}, then Enhanced Counter Virtualization functionality is
disabled.

When SCR_EL3.NS or SCR EL3.EEL2 are 1, and HCR EL2.E2H
or HCR EL2.TGE are 0, then Enhanced Counter Virtualziation
functionality is enabled when EL2 is enabled for the current
Security state. This means that:

* An MRS to CNTPCT ELO from either ELO or EL1 that is not
trapped will return the value (PCount<63:0> -

CNTPOFF EL.2<63:0>).

e The EL1 physical timer interrupt is triggered when
((PCount<63:0> - CNTPOFF_EIL.2<63:0>) - PCVal<63:0>) is
greater than or equal to 0. PCount is the physical count
returned when CNTPCT EL0 is read from EL2 or EL3.
PCVal<63:0> is the EL1 physical timer compare value for
this timer.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

Bits [11:8]
Reserved, RESO.

EVNTI, bits [7:4]

Selects which bit (0 to 15) of the counter register CNTPCT ELOQ is the trigger for the event stream generated from that
counter, when that stream is enabled.

Page 151



CNTHCTL_EL2, Counter-timer Hypervisor Control register
This field resets to an architecturally UNKNOWN value.
EVNTDIR, bit [3]

Controls which transition of the counter register CNTPCT ELO0 trigger bit, defined by EVNTI, generates an event when
the event stream is enabled:

EVNTDIR Meaning
0b0 A 0 to 1 transition of the trigger bit triggers an event.
0bl A 1 to O transition of the trigger bit triggers an event.

This field resets to an architecturally UNKNOWN value.
EVNTEN, bit [2]

Enables the generation of an event stream from the counter register CNTPCT ELOQ:

EVNTEN Meaning
0bo Disables the event stream.
0bl Enables the event stream.

This field resets to 0.
EL1PCEN, bit [1]

Traps ELO and EL1 accesses to the EL1 physical timer registers to EL2 when EL2 is enabled in the current Security
state, as follows:

e In AArch64 state, accesses to CNTP_CTL _EL0, CNTP_CVAIL EILO, CNTP TVAL EIL0Q are trapped to EL2,
reported using EC syndrome value 0x18.

e In AArch32 state, MRC or MCR accesses to the following registers are trapped to EL2 reported using EC
syndrome value 0x3 and MRRC and MCRR accesses are trapped to EL2, reported using EC syndrome value
0x04:

o CNTP CTL, CNTP CVAL, CNTP TVAL.

EL1PCEN Meaning

0b0 From AArch64 state: ELO and EL1 accesses to the
CNTP_CTL_ELO, CNTP_CVAL EIL0, and CNTP_TVAL EI0Q
are trapped to EL2 when EL2 is enabled in the current
Security state, unless they are trapped by
CNTKCTL_EL1.ELOPTEN.
From AArch32 state: ELO and EL1 accesses to the
CNTP CTL, CNTP_CVAL, and CNTP TVAL are trapped to
EL2 when EL2 is enabled in the current Security state,
unless they are trapped by CNTKCTL,_EL1.ELOPTEN or
CNTKCTL.PLOPTEN.

0bl This control does not cause any instructions to be trapped.

If EL3 is implemented and EL2 is not implemented, behavior is as if this bit is 1 other than for the purpose of a direct
read.

This field resets to an architecturally UNKNOWN value.
EL1PCTEN, bit [0]

Traps ELO and EL1 accesses to the EL1 physical counter register to EL2 when EL2 is enabled in the current Security
state, as follows:

e In AArch64 state, accesses to CNTPCT EIQ are trapped to EL2, reported using EC syndrome value 0x18.
¢ In AArch32 state, MRRC or MCRR accesses to CNTPCT are trapped to EL2, reported using EC syndrome value
0x04.
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EL1PCTEN

Meaning

0bo

0bl

From AArch64 state: ELO and EL1 accesses to the
CNTPCT ELO are trapped to EL2 when EL2 is enabled in
the current Security state, unless they are trapped by
CNTKCTL _EL1.ELOPCTEN.

From AArch32 state: ELO and EL1 accesses to the
CNTPCT are trapped to EL2 when EL2 is enabled in the
current Security state, unless they are trapped by
CNTKCTL _EL1.ELOPCTEN or CNTKCTL.PLOPCTEN.

This control does not cause any instructions to be trapped.

If EL3 is implemented and EL2 is not implemented, behavior is as if this bit is 1 other than for the purpose of a direct

read.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTHCTL_EL2

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic CNTHCTL_EL2 or

CNTKCTL EL1 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTHCTL EL2

op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0001 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
return CNTHCTL_EL2;
elsif PSTATE.EL == EL3 then
return CNTHCTL_EL2;
MSR CNTHCTL_EL2, <Xt>
op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0001 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
CNTHCTL_EL2 = X[t];
elsif PSTATE.EL == EL3 then
CNTHCTL_EL2 = X[t];
MRS <Xt>, CNTKCTL EL1
op0 opl CRn CRm op2
0b11 0b000 0b1110 0b0001 0b000

Page 153



CNTHCTL_EL2, Counter-timer Hypervisor Control register

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
return CNTKCTL EL1,;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CNTHCTL_EL2;
else
return CNTKCTL_EL1;
elsif PSTATE.EL == EL3 then
return CNTKCTL EL1,;

MSR CNTKCTL_EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b1110 0b0001 0b000
if PSTATE.EL == ELO then

UNDEFINED;
elsif PSTATE.EL == EL1 then
CNTKCTL_EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CNTHCTL_EL2 = X[t];
else
CNTKCTL_EL1 = X[t];
elsif PSTATE.EL == EL3 then
CNTKCTL_EL1 = X[t];

09/12/2019 19:22; 4931ecb80e191d85331fc84f6cc8b3483d27b25d
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CNTHP_CTL_EL2, Counter-timer Hypervisor Physical
Timer Control register

The CNTHP CTL EL2 characteristics are:
Purpose

Control register for the EL2 physical timer.

Configuration

AArch64 System register CNTHP CTL EL2 bits [31:0] are architecturally mapped to AArch32 System register
CNTHP_CTL[31:0].

If EL2 is not implemented, this register is RESO from EL3.

Attributes

CNTHP _CTL EL2 is a 64-bit register.

Field descriptions

The CNTHP CTL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO ISTATUS|IMASKIENABLE
31 30 29 28 27 26 2524 23 222120191817 16151413121110 9 8 7 6 5 4 3 2 1 0
Bits [63:3]

Reserved, RESO.

ISTATUS, bit [2]

The status of the timer. This bit indicates whether the timer condition is met:

ISTATUS Meaning
0bo Timer condition is not met.
Obl Timer condition is met.

When the value of the ENABLE bit is 1, ISTATUS indicates whether the timer condition is met. ISTATUS takes no
account of the value of the IMASK bit. If the value of ISTATUS is 1 and the value of IMASK is 0 then the timer
interrupt is asserted.

When the value of the ENABLE bit is 0, the ISTATUS field is UNKNOWN.

For more information see 'Operation of the CompareValue views of the timers' and 'Operation of the TimerValue views
of the timers' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile, chapter D6.

This bit is read-only.
IMASK, bit [1]

Timer interrupt mask bit. Permitted values are:
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IMASK Meaning
0b0 Timer interrupt is not masked by the IMASK bit.
0bl Timer interrupt is masked by the IMASK bit.

For more information, see the description of the ISTATUS bit.

This field resets to an architecturally UNKNOWN value.
ENABLE, bit [0]

Enables the timer. Permitted values are:

ENABLE Meaning
0b0o Timer disabled.
Obl Timer enabled.

Setting this bit to 0 disables the timer output signal, but the timer value accessible from CNTHP_TVAL _EL2 continues

to count down.

Note

Disabling the output signal might be a power-saving option.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTHP_CTL_EL2

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic CNTHP CTL EL2 or

CNTP CTL ELO are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTHP_CTL EL2

op0 opl CRn CRm op2
Ob11 0b100 Ob1110 0b0010 0b001
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
return CNTHP_CTL EL2;
elsif PSTATE.EL == EL3 then
return CNTHP_CTL EL2;
MSR CNTHP_CTL EL2, <Xt>
op0 opl CRn CRm op2
Ob11 0b100 0Ob1110 0b0010 0b001
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if PSTATE.EL == ELO then

UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;

elsif PSTATE.EL == EL2 then
CNTHP_CTL EL2 = X[t];

elsif PSTATE.EL == EL3 then
CNTHP_CTL EL2 = X[t];

MRS <Xt>, CNTP_ CTL EL®

op0 opl CRn CRm op2
0b11 0b0O11 0b1110 0b0010 0b001
if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== "'0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== "'0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== "'0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS CTL _EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
return CNTHP_CTL EL2;
else
return CNTP_CTL_ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !ELUsingAArch32(EL2) && HCR EL2.E2H == '0' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x1801];
else

return CNTP_CTL_ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS CTL EL2;

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHP_CTL EL2;

else

return CNTP_CTL_ELO;
elsif PSTATE.EL == EL3 then
return CNTP_CTL ELO;
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MSR CNTP_CTL ELO, <Xt>

op0 opl CRn CRm op2
0b11 0b0O11 0b1110 0b0010 0b001
if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== "'0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== "'0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== "'0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CTL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHP_CTL EL2 = X[t];
else
CNTP_CTL ELO = X[t];
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x180] = X[t];
else

CNTP_CTL ELO = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CTL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHP_CTL EL2 = X[t];

else

CNTP_CTL ELO = X[t];
elsif PSTATE.EL == EL3 then
CNTP_CTL ELO = X[t];

09/12/2019 19:22; 4931ecb80e191d85331fc84f6cc8b3483d27b25d
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CNTHP_CVAL EL2, Counter-timer Physical Timer
CompareValue register (EL2)

The CNTHP CVAL EL2 characteristics are:
Purpose

Holds the compare value for the EL2 physical timer.

Configuration

AArch64 System register CNTHP CVAL EL2 bits [63:0] are architecturally mapped to AArch32 System register
CNTHP_CVAL[63:0] .

If EL2 is not implemented, this register is RESO from EL3.

Attributes

CNTHP CVAL EL2 is a 64-bit register.

Field descriptions

The CNTHP CVAL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
CompareValue

CompareValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

CompareValue, bits [63:0]

Holds the EL2 physical timer CompareValue.

When CNTHP _CTIL _EL2.ENABLE is 1, the timer condition is met when (CNTPCT ELO - CompareValue) is greater than
or equal to zero. This means that CompareValue acts like a 64-bit upcounter timer. When the timer condition is met:

e CNTHP CTL EL2.ISTATUS is set to 1.
e« If CNTHP CTL EI2.IMASK is O, an interrupt is generated.

When CNTHP_CTIL _EL2.ENABLE is 0, the timer condition is not met, but CNTPCT EILOQ continues to count.

If the Generic counter is implemented at a size less than 64 bits, then this field is permitted to be implemented at the
same width as the counter, and the upper bits are RESO.

The value of this field is treated as zero-extended in all counter calculations.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTHP_CVAL _EL2

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic CNTHP CVAL EL2
or CNTP_CVAL ELO are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:
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op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0010 0b010
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
return CNTHP_CVAL EL2;
elsif PSTATE.EL == EL3 then
return CNTHP_CVAL EL2;
MSR CNTHP_CVAL EL2, <Xt>
op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0010 0b010
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
CNTHP_CVAL EL2 = X[t];
elsif PSTATE.EL == EL3 then
CNTHP_CVAL EL2 = X[t];
MRS <Xt>, CNTP_CVAL ELO
op0 opl CRn CRm op2
0b11 0b0O11 0b1110 0b0010 0b010
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS CVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
return CNTHP_CVAL EL2;
else
return CNTP_CVAL ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x178];
else

return CNTP_CVAL ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS CVAL EL2;

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHP_CVAL EL2;

else

return CNTP_CVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTP_CVAL ELO;

MSR CNTP_CVAL ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0010 0b010
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHP_CVAL EL2 = X[t];
else
CNTP_CVAL ELO = X[t];
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x178] = X[t];
else

CNTP_CVAL_ELO® = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CVAL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHP_CVAL EL2 = X[t];

else

CNTP_CVAL_ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTP_CVAL_ELO® = X[t];
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CNTHP_TVAL_EL2, Counter-timer Physical Timer
TimerValue register (EL2)

The CNTHP TVAL EL2 characteristics are:
Purpose

Holds the timer value for the EL2 physical timer.

Configuration

AArch64 System register CNTHP TVAL EL2 bits [31:0] are architecturally mapped to AArch32 System register
CNTHP_TVAL[31:0] .

If EL2 is not implemented, this register is RESO from EL3.

Attributes

CNTHP TVAL EL2 is a 64-bit register.

Field descriptions

The CNTHP TVAL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

TimerValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:32]
Reserved, RESO.
TimerValue, bits [31:0]

The TimerValue view of the EL2 physical timer.
On a read of this register:

« IfCNTHP CTL EI2.ENABLE is 0, the value returned is UNKNOWN.
« IfCNTHP CTL EIL2.ENABLE is 1, the value returned is (CNTHP CVAL EI.2 - CNTPCT ELOQ).

On a write of this register, CNTHP CVAL FEIL.2 is set to (CNTPCT ELO + TimerValue), where TimerValue is treated as a
signed 32-bit integer.

When CNTHP CTL_EIL2.ENABLE is 1, the timer condition is met when (CNTPCT EI.O - CNTHP_ CVAL EIL.2) is greater
than or equal to zero. This means that TimerValue acts like a 32-bit downcounter timer. When the timer condition is
met:

e CNTHP CTL EIL2.ISTATUS is set to 1.
 If CNTHP CTL EI2.IMASK s O, an interrupt is generated.

When CNTHP CTI. EI.2.ENABLE is 0, the timer condition is not met, but CNTPCT EIO continues to count, so the
TimerValue view appears to continue to count down.

This field resets to an architecturally UNKNOWN value.
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Accessing the CNTHP_TVAL_EL2

When HCR _EL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic CNTHP TVAL EL2 or

CNTP_TVAL ELO are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTHP_TVAL EL2

op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0010 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
return CNTHP_TVAL EL2;
elsif PSTATE.EL == EL3 then
return CNTHP_TVAL EL2;
MSR CNTHP_TVAL EL2, <Xt>
op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0010 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
CNTHP_TVAL EL2 = X[t];
elsif PSTATE.EL == EL3 then
CNTHP_TVAL EL2 = X[t];
MRS <Xt>, CNTP_TVAL ELO
op0 opl CRn CRm op2
0b11 0b011 0b1110 0b0010 0b000
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS TVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
return CNTHP_TVAL EL2;
else
return CNTP_TVAL ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then

AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTP_TVAL ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS TVAL EL2;

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHP_TVAL EL2;

else

return CNTP_TVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTP_TVAL ELO;

MSR CNTP_TVAL ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0010 0b000
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS TVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHP_TVAL EL2 = X[t];
else
CNTP_TVAL ELO = X[t];
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then

AArch64.SystemAccessTrap(EL2, 0x18);
else
CNTP_TVAL ELO = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS TVAL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHP_TVAL EL2 = X[t];

else

CNTP_TVAL ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTP_TVAL ELO® = X[t];
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CNTHPS _CTL _EL2, Counter-timer Secure Physical
Timer Control register (EL2)

The CNTHPS CTL EL2 characteristics are:
Purpose

Control register for the Secure EL2 physical timer.

Configuration

AArch64 System register CNTHPS CTL EL2 bits [31:0] are architecturally mapped to AArch32 System register
CNTHPS CTL[31:0].

This register is present only when ARMv8.4-SecEL2 is implemented. Otherwise, direct accesses to CNTHPS CTL EL2
are UNDEFINED.

Attributes

CNTHPS CTL EL2 is a 64-bit register.

Field descriptions

The CNTHPS CTL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO ISTATUS|IMASKIENABLE
31 30 29 28 27 26 2524 23 222120191817 16151413121110 9 8 7 6 5 4 3 2 1 0
Bits [63:3]

Reserved, RESO.

ISTATUS, bit [2]

The status of the timer. This bit indicates whether the timer condition is met:

ISTATUS Meaning
0bo Timer condition is not met.
Obl Timer condition is met.

When the value of the CNTHPS CTL EL2.ENABLE bit is 1, ISTATUS indicates whether the timer condition is met.
ISTATUS takes no account of the value of the IMASK bit. If the value of ISTATUS is 1 and the value of IMASK is 0 then
the timer interrupt is asserted.

When the value of the CNTHPS CTL EL2.ENABLE bit is 0, the ISTATUS field is UNKNOWN.

For more information see 'Operation of the CompareValue views of the timers' and 'Operation of the TimerValue views
of the timers' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile, chapter D6.

This bit is read-only.
IMASK, bit [1]

Timer interrupt mask bit. Permitted values are:
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IMASK Meaning
0b0 Timer interrupt is not masked by the IMASK bit.
0bl Timer interrupt is masked by the IMASK bit.

For more information, see the description of the ISTATUS bit.

This field resets to an architecturally UNKNOWN value.
ENABLE, bit [0]

Enables the timer. Permitted values are:

ENABLE Meaning
0b0o Timer disabled.
Obl Timer enabled.

Setting this bit to 0 disables the timer output signal, but the timer value accessible from CNTHPS TVAL EL2

continues to count down.

Note

Disabling the output signal might be a power-saving option.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTHPS_CTL_EL2

Accesses to this register use the following encodings:

MRS <Xt>, CNTHPS CTL EL2

op0 opl CRn CRm

op2

Ob11 0b100 0b1110 0b0101

0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == 'l1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR EL3.NS == 'l1' then
UNDEFINED;
else
return CNTHPS CTL _EL2;
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == '0Q' then
UNDEFINED;
else
return CNTHPS CTL _EL2;

MSR CNTHPS CTL EL2, <Xt>

op0 opl CRn CRm

op2

Ob11 0b100 0b1110 0b0101

0b001
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == 'l1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR EL3.NS == 'l1' then
UNDEFINED;
else
CNTHPS CTL EL2 = X[t];
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == '0' then
UNDEFINED;
else
CNTHPS CTL EL2 = X[t];

MRS <Xt>, CNTP_CTL EL®

op0 opl CRn CRm

op2

Obl1 0b011 0b1110 0b0010

0b001
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS CTL _EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
return CNTHP_CTL EL2;
else
return CNTP_CTL_ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x1801];
else

return CNTP_CTL_ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS CTL _EL2;

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHP_CTL EL2;

else

return CNTP_CTL_ELO;
elsif PSTATE.EL == EL3 then
return CNTP_CTL ELO;

MSR CNTP_CTL ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0010 0b001
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CTL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHP_CTL _EL2 = X[t];
else
CNTP_CTL ELO = X[t];
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x180] = X[t];
else

CNTP_CTL ELO = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CTL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHP_CTL EL2 = X[t];

else

CNTP_CTL ELO = X[t];
elsif PSTATE.EL == EL3 then
CNTP_CTL ELO = X[t];
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CNTHPS_CVAL EL2, Counter-timer Secure Physical
Timer CompareValue register (EL2)

The CNTHPS CVAL EL2 characteristics are:
Purpose
Holds the compare value for the Secure EL2 physical timer.

Configuration

AArch64 System register CNTHPS CVAL EL2 bits [31:0] are architecturally mapped to AArch32 System register
CNTHPS _CVAL[31:0].

This register is present only when ARMv8.4-SecEL?2 is implemented. Otherwise, direct accesses to
CNTHPS CVAL EL2 are UNDEFINED.

Attributes

CNTHPS CVAL EL2 is a 64-bit register.

Field descriptions

The CNTHPS CVAL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
CompareValue

CompareValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

CompareValue, bits [63:0]

Holds the EL2 physical timer CompareValue.

When CNTHPS CTL _EL2.ENABLE is 1, the timer condition is met when (CNTPCT ELO - CompareValue) is greater

than or equal to zero. This means that CompareValue acts like a 64-bit upcounter timer. When the timer condition is
met:

e« CNTHPS CTL EI2.ISTATUS is setto 1.
e« If CNTHPS CTL _EL2.IMASK s 0, an interrupt is generated.

When CNTHPS CTL _EL2.ENABLE is 0, the timer condition is not met, but CNTPCT ELO continues to count.

If the Generic counter is implemented at a size less than 64 bits, then this field is permitted to be implemented at the
same width as the counter, and the upper bits are RESO.

The value of this field is treated as zero-extended in all counter calculations.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTHPS_CVAL _EL2

Accesses to this register use the following encodings:

MRS <Xt>, CNTHPS_ CVAL EL2

op0 opl CRn CRm op2
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Ob11 0b100 0b1110 0b0101

0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR _EL3.NS == '1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
else
return CNTHPS CVAL EL2;
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == '0' then
UNDEFINED;
else
return CNTHPS CVAL EL2;

MSR CNTHPS CVAL EL2, <Xt>

op0 opl CRn CRm

op2

Ob11 0b100 0b1110 0b0101

0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR _EL3.NS == '1' then
UNDEFINED;
else
CNTHPS CVAL EL2 = X[t];
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == '0' then
UNDEFINED;
else
CNTHPS CVAL EL2 = X[t];

MRS <Xt>, CNTP_CVAL ELO

op0 opl CRn CRm

op2

Ob11 0b011 0b1110 0b0010

0b010
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS CVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
return CNTHP_CVAL EL2;
else
return CNTP_CVAL ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x178];
else

return CNTP_CVAL ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS CVAL EL2;

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHP_CVAL EL2;

else

return CNTP_CVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTP_CVAL ELO;

MSR CNTP_CVAL ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0010 0b010
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHP_CVAL EL2 = X[t];
else
CNTP_CVAL ELO = X[t];
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x178] = X[t];
else

CNTP_CVAL_ELO® = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CVAL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHP_CVAL EL2 = X[t];

else

CNTP_CVAL_ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTP_CVAL_ELO® = X[t];
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CNTHPS _TVAL _EL2, Counter-timer Secure Physical
Timer TimerValue register (EL2)

The CNTHPS TVAL EL2 characteristics are:
Purpose

Holds the timer value for the Secure EL2 physical timer.
Configuration

AArch64 System register CNTHPS TVAL EL2 bits [31:0] are architecturally mapped to AArch32 System register
CNTHPS TVAL[31:0].

This register is present only when ARMv8.4-SecEL?2 is implemented. Otherwise, direct accesses to
CNTHPS TVAL EL2 are UNDEFINED.

Attributes

CNTHPS TVAL EL2 is a 64-bit register.

Field descriptions

The CNTHPS TVAL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

TimerValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:32]
Reserved, RESO.
TimerValue, bits [31:0]

The TimerValue view of the EL2 physical timer.

On a read of this register:

 If CNTHPS CTIL EI2.ENABLE is 0, the value returned is UNKNOWN.
« IfCNTHPS CTL EIL2. ENABLE is 1, the value returned is (CNTHPS CVAIL EI.2 - CNTPCT EL0).

On a write of this register, CNTHPS CVAL EI.2 is set to (CNTPCT EI.O + TimerValue), where TimerValue is treated as
a signed 32-bit integer.

When CNTHPS CTL EL2.ENABLE is 1, the timer condition is met when (CNTPCT ELO - CNTHPS CVAL EIL2) is
greater than or equal to zero. This means that TimerValue acts like a 32-bit downcounter timer. When the timer
condition is met:

e CNTHPS CTI. _EI2.ISTATUS is set to 1.
 If CNTHPS CTI. EI12.IMASK is 0, an interrupt is generated.

When CNTHPS CTL EL2.ENABLE is 0, the timer condition is not met, but CNTPCT ELO0 continues to count, so the
TimerValue view appears to continue to count down.

This field resets to an architecturally UNKNOWN value.
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Accessing the CNTHPS_TVAL _EL2

Accesses to this register use the following encodings:

MRS <Xt>, CNTHPS TVAL EL2

op0 opl CRn CRm

op2

Ob11 0b100 0b1110 0b0101

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
else
return CNTHPS TVAL EL2;
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == 'Q' then
UNDEFINED;
else
return CNTHPS TVAL EL2;

MSR CNTHPS TVAL EL2, <Xt>

op0 opl CRn CRm

op2

Ob11 0b100 0b1110 0b0101

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
else
CNTHPS_TVAL EL2 = X[t];
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == '0Q' then
UNDEFINED;
else
CNTHPS_TVAL EL2 = X[t];

MRS <Xt>, CNTP_TVAL ELO

op0

opl

CRn

CRm

op2

Ob11

0b011

0b1110

0b0010

0b000

Page 177



CNTHPS TVAL EL2, Counter-timer Secure Physical Timer TimerValue register (EL2)

if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS TVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
return CNTHP_TVAL EL2;
else
return CNTP_TVAL ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then

AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTP_TVAL ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS TVAL EL2;

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHP_TVAL EL2;

else

return CNTP_TVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTP_TVAL ELO;

MSR CNTP_TVAL ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0010 0b000
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS TVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHP_TVAL EL2 = X[t];
else
CNTP_TVAL ELO = X[t];
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then

AArch64.SystemAccessTrap(EL2, 0x18);
else
CNTP_TVAL ELO = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS TVAL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHP_TVAL EL2 = X[t];

else

CNTP_TVAL ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTP_TVAL ELO® = X[t];
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CNTHV_CTL _EL2, Counter-timer Virtual Timer Control
register (EL2)

The CNTHV_CTL EL2 characteristics are:
Purpose

Control register for the EL2 virtual timer.

Configuration

AArch64 System register CNTHV CTL EL2 bits [31:0] are architecturally mapped to AArch32 System register
CNTHV_CTL[31:0] .

This register is present only when ARMv8.1-VHE is implemented. Otherwise, direct accesses to CNTHV _CTL EL2 are
UNDEFINED.

If EL2 is not implemented, this register is RESO from EL3.

Attributes

CNTHV _CTL EL2 is a 64-bit register.

Field descriptions

The CNTHV _CTL_EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO ISTATUS|IMASKIENABLE
31 30 29 28 27 26 2524 23 222120191817 16151413121110 9 8 7 6 5 4 3 2 1 0
Bits [63:3]

Reserved, RESO.

ISTATUS, bit [2]

The status of the timer. This bit indicates whether the timer condition is met:

ISTATUS Meaning
0bo Timer condition is not met.
Obl Timer condition is met.

When the value of the ENABLE bit is 1, ISTATUS indicates whether the timer condition is met. ISTATUS takes no
account of the value of the IMASK bit. If the value of ISTATUS is 1 and the value of IMASK is 0 then the timer
interrupt is asserted.

When the value of the ENABLE bit is 0, the ISTATUS field is UNKNOWN.

For more information see 'Operation of the CompareValue views of the timers' and 'Operation of the TimerValue views
of the timers' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile, chapter D6.

This bit is read-only.
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IMASK, bit [1]

Timer interrupt mask bit. Permitted values are:

IMASK Meaning
0bo Timer interrupt is not masked by the IMASK bit.
0bl Timer interrupt is masked by the IMASK bit.

For more information, see the description of the ISTATUS bit.

This field resets to an architecturally UNKNOWN value.
ENABLE, bit [0]

Enables the timer. Permitted values are:

ENABLE Meaning
0b0o Timer disabled.
Obl Timer enabled.

Setting this bit to 0 disables the timer output signal, but the timer value accessible from CNTHV_TVAIL EL2 continues

to count down.

Note

Disabling the output signal might be a power-saving option.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTHV_CTL _EL2

When HCR EL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic CNTHV _CTL EL2 or

CNTV _CTL ELO are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTHV CTL EL2

op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0011 0b001
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
return CNTHV_CTL EL2;
elsif PSTATE.EL == EL3 then
return CNTHV_CTL EL2;
MSR CNTHV CTL EL2, <Xt>
op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0011 0b001
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if PSTATE.EL == ELO then

UNDEFINED;

elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

else

UNDEFINED;

elsif PSTATE.EL == EL2 then
CNTHV_CTL EL2 = X[t];

elsif PSTATE.EL == EL3 then
CNTHV_CTL EL2 = X[t];

CNTHV _CTL _EL2, Counter-timer Virtual Timer Control register (EL2)

MRS <Xt>, CNTV_CTL EL®

op0

opl

CRn

CRm

op2

0Ob11

0b011

0b1110

0b0011

0b001

if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> == '11"')

== "'0' then

if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);

else

AArch64.SystemAccessTrap(EL1, 0x18);

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

== "'0' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.

== '1l' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHVS CTL _EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

then

return CNTHV_CTL EL2;

else

return CNTV_CTL_ELO;
elsif PSTATE.EL == EL1 then

<E2H,TGE> =

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

|11|

|11|

|11|

= |11|

&& CNTKCTL_EL1.ELGVTEN

&& CNTHCTL _EL2.ELGVTEN

&& CNTHCTL_EL2.ELITVT

&& SCR_EL3.NS

&& SCR_EL3.NS

—— IOI

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==

'l' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then

return NVMem[0x170];

else

return CNTV_CTL_ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then

return CNTHVS CTL _EL2;
elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHV_CTL EL2;

else

return CNTV_CTL_ELO;
elsif PSTATE.EL == EL3 then
return CNTV_CTL ELO;

MSR CNTV_CTL ELO, <Xt>

op0

opl

CRn

CRm

op2

Ob11

0b011

0b1110

0b0011

0b001
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOVTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL_EL2.EL1TVT
== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CTL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHV_CTL EL2 = X[t];
else
CNTV_CTL ELO = X[t];
elsif PSTATE.EL == EL1 then

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==
'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x170] = X[t];
else

CNTV_CTL ELO = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CTL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHV_CTL EL2 = X[t];

else

CNTV_CTL_ELO = X[t];
elsif PSTATE.EL == EL3 then
CNTV_CTL ELO = X[t];

09/12/2019 19:22; 4931ecb80e191d85331fc84f6cc8b3483d27b25d

Copyright © 2010-2019 Arm Limited or its affiliates. All rights reserved. This document is Non-Confidential.

Page 183



CNTHV _CVAL EL2, Counter-timer Virtual Timer CompareValue register (EL2)

CNTHV_CVAL _EL2, Counter-timer Virtual Timer
CompareValue register (EL2)

The CNTHV_CVAL EL2 characteristics are:
Purpose

Holds the compare value for the EL2 virtual timer.

Configuration

AArch64 System register CNTHV _CVAL EL2 bits [63:0] are architecturally mapped to AArch32 System register
CNTHV_CVAL[63:0] .

This register is present only when ARMv8.1-VHE is implemented. Otherwise, direct accesses to CNTHV _CVAL EL2 are
UNDEFINED.

If EL2 is not implemented, this register is RESO from EL3.

Attributes

CNTHV _CVAL EL2 is a 64-bit register.

Field descriptions

The CNTHV_CVAL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
CompareValue

CompareValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

CompareValue, bits [63:0]

Holds the EL2 virtual timer CompareValue.

When CNTHV_CTL_EL2.ENABLE is 1, the timer condition is met when (CNTVCT ELO - CompareValue) is greater than
or equal to zero. This means that CompareValue acts like a 64-bit upcounter timer. When the timer condition is met:

« CNTHV CTL EI2.ISTATUS is set to 1.
e« If CNTHV CTL EL2.IMASK s 0, an interrupt is generated.

When CNTHV_CTL_EIL2.ENABLE is 0, the timer condition is not met, but CNTVCT ELO0 continues to count.

If the Generic counter is implemented at a size less than 64 bits, then this field is permitted to be implemented at the
same width as the counter, and the upper bits are RESO.

The value of this field is treated as zero-extended in all counter calculations.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTHV_CVAL_EL2

When HCR_EIL2 E2H is 1, without explicit synchronization, access from EL2 using the mnemonic CNTHV CVAL EL2
or CNTV_CVAL ELO are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:
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op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0011 0b010
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
return CNTHV_CVAL EL2;
elsif PSTATE.EL == EL3 then
return CNTHV_CVAL EL2;
MSR CNTHV_CVAL EL2, <Xt>
op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0011 0b010
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
CNTHV_CVAL EL2 = X[t];
elsif PSTATE.EL == EL3 then
CNTHV_CVAL EL2 = X[t];
MRS <Xt>, CNTV_CVAL ELO
op0 opl CRn CRm op2
0b11 0b0O11 0b1110 0b0011 0b010
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CNTHV _CVAL EL2, Counter-timer Virtual Timer CompareValue register (EL2)

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then

else

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

== '0' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.

== '1l' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHVS CVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

then

return CNTHV_CVAL EL2;

else

return CNTV_CVAL ELO;
elsif PSTATE.EL == EL1 then

AArch64.SystemAccessTrap(EL2, 0x18);

AArch64.SystemAccessTrap(EL1, 0x18);

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> !=

'l' then

AArch64.SystemAccessTrap(EL2, 0x18);

== '11' && CNTHCTL EL2.ELGVTEN

I= '11' && CNTHCTL_EL2.EL1TVT

== '11' && SCR _EL3.NS == '0'

== '11' && SCR EL3.NS == '1'

‘11" && CNTHCTL_EL2.ELITVT ==

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then

return NVMem[0x168];

else

return CNTV_CVAL ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then

return CNTHVS CVAL EL2;
elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHV_CVAL EL2;

else

return CNTV_CVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTV_CVAL ELO;

MSR CNTV_CVAL_ELO, <Xt>
op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0011 0b010
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOVTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL_EL2.EL1TVT
== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHV_CVAL EL2 = X[t];
else
CNTV_CVAL ELO = X[t];
elsif PSTATE.EL == EL1 then

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==
'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x168] = X[t];
else

CNTV_CVAL_ELO® = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CVAL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHV_CVAL EL2 = X[t];

else

CNTV_CVAL_ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTV_CVAL ELO® = X[t];
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CNTHV_TVAL EL2, Counter-timer Virtual Timer
TimerValue Register (EL2)

The CNTHV _TVAL EL2 characteristics are:

Purpose

Holds the timer value for the EL2 virtual timer.

Configuration

AArch64 System register CNTHV TVAL EL2 bits [31:0] are architecturally mapped to AArch32 System register
CNTHV_TVAL[31:0].

This register is present only when ARMv8.1-VHE is implemented. Otherwise, direct accesses to CNTHV TVAL EL2 are
UNDEFINED.

If EL2 is not implemented, this register is RESO from EL3.

Attributes

CNTHV TVAL EL2 is a 64-bit register.

Field descriptions

The CNTHV TVAL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

TimerValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:32]
Reserved, RESO.
TimerValue, bits [31:0]

The TimerValue view of the EL2 virtual timer.
On a read of this register:

« IfCNTHV CTL EI2.ENABLE is O, the value returned is UNKNOWN.
« IfCNTHV CTL EL2.ENABLE is 1, the value returned is (CNTHV_CVAL EI.2 - CNTVCT EI0).

On a write of this register, CNTHV_CVAL EI.2 is set to (CNTVCT ELO + TimerValue), where TimerValue is treated as a
signed 32-bit integer.

When CNTHV_CTL _EIL2.ENABLE is 1, the timer condition is met when (CNTVCT EI.O - CNTHV_CVAL EI.2) is greater
than or equal to zero. This means that TimerValue acts like a 32-bit downcounter timer. When the timer condition is
met:

e CNTHV CTL EL2.ISTATUS is set to 1.
 If CNTHV CTL EIL2.IMASK s 0, an interrupt is generated.

When CNTHV_CTL _EIL2 ENABLE is 0O, the timer condition is not met, but CNTVCT EILO continues to count, so the
TimerValue view appears to continue to count down.

This field resets to an architecturally UNKNOWN value.
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Accessing the CNTHV_TVAL_EL2

When HCR EI2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic CNTHV TVAL EL2

or CNTV TVAL ELO are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTHV TVAL EL2

op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0011 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
return CNTHV_TVAL EL2;
elsif PSTATE.EL == EL3 then
return CNTHV_TVAL EL2;
MSR CNTHV_TVAL EL2, <Xt>
op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0011 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
CNTHV_TVAL EL2 = X[t];
elsif PSTATE.EL == EL3 then
CNTHV_TVAL EL2 = X[t];
MRS <Xt>, CNTV_TVAL ELO
op0 opl CRn CRm op2
0b11 0b011 0b1110 0b0011 0b000
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CNTHV TVAL EL2, Counter-timer Virtual Timer TimerValue Register (EL2)

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then

else

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

== '0' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.

== '1l' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHVS TVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

then

return CNTHV_TVAL EL2;

else

return CNTV_TVAL ELO;
elsif PSTATE.EL == EL1 then

AArch64.SystemAccessTrap(EL2, 0x18);

AArch64.SystemAccessTrap(EL1, 0x18);

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> !=

'l' then

AArch64.SystemAccessTrap(EL2, 0x18);

else

return CNTV_TVAL ELO;
elsif PSTATE.EL == EL2 then

== '11' && CNTHCTL EL2.ELGVTEN

I= '11' && CNTHCTL_EL2.EL1TVT

== '11' && SCR _EL3.NS == '0'

== '11' && SCR EL3.NS == '1'

‘11" && CNTHCTL_EL2.ELITVT ==

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then

return CNTHVS TVAL EL2;
elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHV_TVAL EL2;

else

return CNTV_TVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTV_TVAL ELO;

MSR CNTV_TVAL ELO, <Xt>
op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0011 0b000
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOVTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL_EL2.EL1TVT
== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS TVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHV_TVAL EL2 = X[t];
else
CNTV_TVAL ELO = X[t];
elsif PSTATE.EL == EL1 then
if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==
'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
CNTV_TVAL ELO = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS TVAL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHV_TVAL EL2 = X[t];

else

CNTV_TVAL ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTV_TVAL ELO® = X[t];
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CNTHVS CTL EL2, Counter-timer Secure Virtual Timer
Control register (EL2)

The CNTHVS CTL _EL2 characteristics are:

Purpose
Control register for the Secure EL2 virtual timer.
Configuration

AArch64 System register CNTHVS CTL _EL2 bits [31:0] are architecturally mapped to AArch32 System register
CNTHVS CTL[31:0].

This register is present only when ARMv8.4-SecEL2 is implemented. Otherwise, direct accesses to CNTHVS CTL EL2
are UNDEFINED.

Attributes

CNTHVS CTL EL2 is a 64-bit register.

Field descriptions

The CNTHVS CTL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO ISTATUS|IMASKIENABLE
31 30 29 28 27 26 2524 23 222120191817 16151413121110 9 8 7 6 5 4 3 2 1 0
Bits [63:3]

Reserved, RESO.

ISTATUS, bit [2]

The status of the timer. This bit indicates whether the timer condition is met:

ISTATUS Meaning
0bo Timer condition is not met.
Obl Timer condition is met.

When the value of the CNTHVS CTL EL2.ENABLE bit is 1, ISTATUS indicates whether the timer condition is met.
ISTATUS takes no account of the value of the IMASK bit. If the value of ISTATUS is 1 and the value of IMASK is 0 then
the timer interrupt is asserted.

When the value of the ENABLE bit is 0, the ISTATUS field is UNKNOWN.

For more information see 'Operation of the CompareValue views of the timers' and 'Operation of the TimerValue views
of the timers' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile, chapter D6.

This bit is read-only.
IMASK, bit [1]

Timer interrupt mask bit. Permitted values are:
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IMASK Meaning
0b0 Timer interrupt is not masked by the IMASK bit.
0bl Timer interrupt is masked by the IMASK bit.

For more information, see the description of the CNTHVS CTL EL2.ISTATUS bit.

This field resets to an architecturally UNKNOWN value.
ENABLE, bit [0]

Enables the timer. Permitted values are:

ENABLE Meaning
0b0o Timer disabled.
Obl Timer enabled.

Setting this bit to 0 disables the timer output signal, but the timer value accessible from CNTHVS TVAL EI.2
continues to count down.

Note

Disabling the output signal might be a power-saving option.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTHVS_CTL_EL2

Accesses to this register use the following encodings:

MRS <Xt>, CNTHVS CTL EL2

op0 opl CRn CRm

op2

Ob11 0b100 0b1110 0b0100

0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == 'l1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR EL3.NS == 'l1' then
UNDEFINED;
else
return CNTHVS CTL _EL2;
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == '0Q' then
UNDEFINED;
else
return CNTHVS CTL _EL2;

MSR CNTHVS CTL EL2, <Xt>

op0 opl CRn CRm

op2

Ob11 0b100 0b1110 0b0100

0b001
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == 'l1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR EL3.NS == 'l1' then
UNDEFINED;
else
CNTHVS CTL EL2 = X[t];
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == '0' then
UNDEFINED;
else
CNTHVS CTL EL2 = X[t];

MRS <Xt>, CNTV_CTL EL®

op0 opl CRn CRm op2
0b11 0b0O11 0b1110 0b0011 0b001
if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== "'0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOVTEN
== "'0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL_EL2.EL1TVT
== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHVS CTL _EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
return CNTHV_CTL EL2;
else
return CNTV_CTL_ELO;
elsif PSTATE.EL == EL1 then

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==
'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x1701];
else

return CNTV_CTL_ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHVS CTL _EL2;

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHV_CTL EL2;

else

return CNTV_CTL_ELO;
elsif PSTATE.EL == EL3 then
return CNTV_CTL ELO;
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MSR CNTV_CTL ELO, <Xt>

op0 opl CRn CRm op2
0b11 0b0O11 0b1110 0b0011 0b001
if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== "'0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOVTEN
== "'0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL_EL2.EL1TVT
== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CTL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHV_CTL EL2 = X[t];
else
CNTV_CTL ELO = X[t];
elsif PSTATE.EL == EL1 then

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==
'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x170] = X[t];
else

CNTV_CTL ELO = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CTL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHV_CTL EL2 = X[t];

else

CNTV_CTL ELO = X[t];
elsif PSTATE.EL == EL3 then
CNTV_CTL ELO = X[t];
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CNTHVS CVAL _EL2, Counter-timer Secure Virtual
Timer CompareValue register (EL2)

The CNTHVS CVAL EL2 characteristics are:
Purpose
Holds the compare value for the Secure EL2 virtual timer.

Configuration

AArch64 System register CNTHVS CVAL EL2 bits [63:0] are architecturally mapped to AArch32 System register
CNTHVS CVAL[63:0] .

This register is present only when ARMv8.4-SecEL?2 is implemented. Otherwise, direct accesses to
CNTHVS CVAL EL2 are UNDEFINED.

Attributes

CNTHVS CVAL EL2 is a 64-bit register.

Field descriptions

The CNTHVS CVAL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
CompareValue

CompareValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

CompareValue, bits [63:0]

Holds the Secure EL2 virtual timer CompareValue.

When CNTHVS CTL EIL2.ENABLE is 1, the timer condition is met when (CNTVCT ELO - CompareValue) is greater

than or equal to zero. This means that CompareValue acts like a 64-bit upcounter timer. When the timer condition is
met:

« CNTHVS CTL EL2.ISTATUS is set to 1.
o« If CNTHVS CTL EIL2.IMASK s 0, an interrupt is generated.

When CNTHVS CTL EIL2.ENABLE is 0, the timer condition is not met, but CNTVCT ELO continues to count.

If the Generic counter is implemented at a size less than 64 bits, then this field is permitted to be implemented at the
same width as the counter, and the upper bits are RESO.

The value of this field is treated as zero-extended in all counter calculations.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTHVS_CVAL _EL2

Accesses to this register use the following encodings:

MRS <Xt>, CNTHVS CVAL EL2

op0 opl CRn CRm op2
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Ob11 0b100 0b1110 0b0100

0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR _EL3.NS == '1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
else
return CNTHVS CVAL EL2;
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == '0' then
UNDEFINED;
else
return CNTHVS CVAL EL2;

MSR CNTHVS CVAL EL2, <Xt>

op0 opl CRn CRm

op2

Ob11 0b100 0b1110 0b0100

0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR _EL3.NS == '1' then
UNDEFINED;
else
CNTHVS CVAL EL2 = X[t];
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == '0' then
UNDEFINED;
else
CNTHVS CVAL EL2 = X[t];

MRS <Xt>, CNTV_CVAL ELO

op0 opl CRn CRm

op2

Ob11 0b011 0b1110 0b0011

0b010
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then

else

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

== '0' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.

== '1l' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHVS CVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

then

return CNTHV_CVAL EL2;

else

return CNTV_CVAL ELO;
elsif PSTATE.EL == EL1 then

AArch64.SystemAccessTrap(EL2, 0x18);

AArch64.SystemAccessTrap(EL1, 0x18);

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> !=

'l' then

AArch64.SystemAccessTrap(EL2, 0x18);

== '11' && CNTHCTL EL2.ELGVTEN

I= '11' && CNTHCTL_EL2.EL1TVT

== '11' && SCR _EL3.NS == '0'

== '11' && SCR EL3.NS == '1'

‘11" && CNTHCTL_EL2.ELITVT ==

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then

return NVMem[0x168];

else

return CNTV_CVAL ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then

return CNTHVS CVAL EL2;
elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHV_CVAL EL2;

else

return CNTV_CVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTV_CVAL ELO;

MSR CNTV_CVAL_ELO, <Xt>
op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0011 0b010
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOVTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL_EL2.EL1TVT
== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHV_CVAL EL2 = X[t];
else
CNTV_CVAL ELO = X[t];
elsif PSTATE.EL == EL1 then

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==
'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x168] = X[t];
else

CNTV_CVAL_ELO® = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CVAL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHV_CVAL EL2 = X[t];

else

CNTV_CVAL_ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTV_CVAL ELO® = X[t];
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CNTHVS TVAL EL2, Counter-timer Secure Virtual
Timer TimerValue register (EL2)

The CNTHVS TVAL EL2 characteristics are:
Purpose

Holds the timer value for the Secure EL2 virtual timer.
Configuration

AArch64 System register CNTHVS TVAL EL2 bits [31:0] are architecturally mapped to AArch32 System register
CNTHVS TVAL[31:0].

This register is present only when ARMv8.4-SecEL?2 is implemented. Otherwise, direct accesses to
CNTHVS TVAL EL2 are UNDEFINED.

Attributes

CNTHVS TVAL EL2 is a 64-bit register.

Field descriptions

The CNTHVS TVAL EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

TimerValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:32]
Reserved, RESO.
TimerValue, bits [31:0]

The TimerValue view of the EL2 virtual timer.

On a read of this register:

 If CNTHVS CTL EI.2 ENABLE is O, the value returned is UNKNOWN.
« IfCNTHVS CTL EI2.ENABLE is 1, the value returned is (CNTHVS CVAIL EI2 - CNTVCT ELO0).

On a write of this register, CNTHVS CVAI FEI2 is set to (CNTVCT EI.O + TimerValue), where TimerValue is treated as
a signed 32-bit integer.

When CNTHVS CTL EI2.ENABLE is 1, the timer condition is met when ((CNTVCT EIO - CNTHVS CVAL EL2)is
greater than or equal to zero. This means that TimerValue acts like a 32-bit downcounter timer. When the timer
condition is met:

e CNTHVS CTL EL2.ISTATUS is set to 1.
 If CNTHVS CTL EI2.IMASK s O, an interrupt is generated.

When CNTHVS CTL EIL2.ENABLE is 0, the timer condition is not met, but CNTVCT EL0 continues to count, so the
TimerValue view appears to continue to count down.

This field resets to an architecturally UNKNOWN value.
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Accessing the CNTHVS_TVAL_EL2

Accesses to this register use the following encodings:

MRS <Xt>, CNTHVS TVAL EL2

op0 opl CRn CRm

op2

Ob11 0b100 0b1110 0b0100

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
else
return CNTHVS TVAL EL2;
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == 'Q' then
UNDEFINED;
else
return CNTHVS TVAL EL2;

MSR CNTHVS TVAL EL2, <Xt>

op0 opl CRn CRm

op2

Ob11 0b100 0b1110 0b0100

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
elsif EL2Enabled() && HCR EL2.NV == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && SCR EL3.NS == '1' then
UNDEFINED;
else
CNTHVS_TVAL EL2 = X[t];
elsif PSTATE.EL == EL3 then
if SCR EL3.EEL2 == '0Q' then
UNDEFINED;
else
CNTHVS_TVAL EL2 = X[t];

MRS <Xt>, CNTV_TVAL ELO

op0

opl

CRn

CRm

op2

Ob11

0b011

0b1110

0b0011

0b000
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if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then

else

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

== '0' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.

== '1l' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHVS TVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

then

return CNTHV_TVAL EL2;

else

return CNTV_TVAL ELO;
elsif PSTATE.EL == EL1 then

AArch64.SystemAccessTrap(EL2, 0x18);

AArch64.SystemAccessTrap(EL1, 0x18);

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> !=

'l' then

AArch64.SystemAccessTrap(EL2, 0x18);

else

return CNTV_TVAL ELO;
elsif PSTATE.EL == EL2 then

== '11' && CNTHCTL EL2.ELGVTEN

I= '11' && CNTHCTL_EL2.EL1TVT

== '11' && SCR _EL3.NS == '0'

== '11' && SCR EL3.NS == '1'

‘11" && CNTHCTL_EL2.ELITVT ==

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then

return CNTHVS TVAL EL2;
elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHV_TVAL EL2;

else

return CNTV_TVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTV_TVAL ELO;

MSR CNTV_TVAL ELO, <Xt>
op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0011 0b000
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOVTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL_EL2.EL1TVT
== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS TVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHV_TVAL EL2 = X[t];
else
CNTV_TVAL ELO = X[t];
elsif PSTATE.EL == EL1 then
if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==
'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
CNTV_TVAL ELO = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS TVAL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHV_TVAL EL2 = X[t];

else

CNTV_TVAL ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTV_TVAL ELO® = X[t];
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CNTKCTL_EL1, Counter-timer Kernel Control register

The CNTKCTL _EL1 characteristics are:

Purpose

When ARMv8.1-VHE is not implemented, or when HCR _EL2.{E2H, TGE} is not {1, 1}, this register controls the
generation of an event stream from the virtual counter, and access from ELO to the physical counter, virtual counter,
EL1 physical timers, and the virtual timer.

When ARMv8.1-VHE is implemented and HCR EL2.{E2H, TGE} is {1, 1}, this register does not cause any event

stream from the virtual counter to be generated, and does not control access to the counters and timers. The access to
counters and timers at ELO is controlled by CNTHCTL _EL2.

Configuration

AArch64 System register CNTKCTL _EL1 bits [31:0] are architecturally mapped to AArch32 System register
CNTKCTL[31:0] .

Attributes

CNTKCTL EL1 is a 64-bit register.

Field descriptions

The CNTKCTL ELI1 bit assignments are:

6362616059585756555453525150 49 48474645444342 41 40 39383736 35 34 33 32
RESO
RESO [EVNTIS]| RESO [ELOPTEN[ELOVTEN| EVNTI [EVNTDIREVNTEN[ELOVCTEN|[ELOPCTE
3130292827262524232221201918 17 16151413121110 9 8 7654 3 2 1 0
Bits [63:18]

Reserved, RESO.

EVNTIS, bit [17]

When ARMvV8.6-ECV is implemented:

Controls the scale of the generation of the event stream.

EVNTIS Meaning
0bo The CNTKCTL EL1.EVNTI field applies to
CNTVCT EI0[15:0].
0bl The CNTKCTL_EL1.EVNTI field applies to

CNTVCT EIL0[23:8].

This control applies regardless of the value of the CNTHCTL_EL2.ECV bit.

This field resets to an architecturally UNKNOWN value.

Otherwise:

Reserved, RESO.
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Bits [16:10]
Reserved, RESO.
ELOPTEN, bit [9]

Traps ELO accesses to the physical timer registers to EL1, or to EL2 when it is implemented and enabled for the
current Security state and HCR_EIL.2.TGE is 1, as follows:

* In AArch64 state, the following registers are trapped, reported using EC syndrome value 0x18:
o CNTP _CTL _ELO, CNTP CVAL ELO, and CNTP TVAL EILO.

* In AArch32 state, MRC and MCR accesses to the following registers are trapped, reported using EC
syndrome value 0x03, MRRC and MCRR accesses are trapped, reported using EC syndrome value 0x04:

o CNTP_CTL, CNTP_CVAL, CNTP_TVAL.

ELOPTEN Meaning
0b0o ELO accesses to the physical timer registers are trapped to
EL1.
0bl This control does not cause any instructions to be trapped.

When ARMv8.1-VHE is implemented and HCR EL2.{E2H, TGE} is {1, 1}, this control does not cause any instructions
to be trapped.

This field resets to an architecturally UNKNOWN value.
ELOVTEN, bit [8]

Traps ELO accesses to the virtual timer registers to EL1, or to EL2 when it is implemented and enabled for the current
Security state and HCR_EL2.TGE is 1, as follows:

* In AArch64 state, accesses to the following registers are trapped, reported using EC syndrome value 0x18:

o CNTV_CTL_ELO, CNTV_CVAL ELO, and CNTV_TVAL_ELO.

* In AArch32 state, MRC and MCR accesses to the following registers are trapped and reported using EC
syndrome value 0x03, MRRC and MCRR accesses are trapped using EC syndrome value 0x04:

o CNTV_CTL, CNTV_CVAL, and CNTV_TVAL.

ELOVTEN Meaning
0b0O ELO accesses to the virtual timer registers are trapped.
0bl This control does not cause any instructions to be trapped.

When ARMvS8.1-VHE is implemented and HCR_EL.2.{E2H, TGE} is {1, 1}, this control does not cause any instructions
to be trapped.

This field resets to an architecturally UNKNOWN value.
EVNTI, bits [7:4]

Selects which bit (0 to 15) of the counter register CNTVCT _EIL0 is the trigger for the event stream generated from that
counter, when that stream is enabled.

This field resets to an architecturally UNKNOWN value.
EVNTDIR, bit [3]

Controls which transition of the counter register CNTVCT EIOQ trigger bit, defined by EVNTI, generates an event when
the event stream is enabled:

EVNTDIR Meaning
0bo A 0 to 1 transition of the trigger bit triggers an event.
0bl A 1 to 0 transition of the trigger bit triggers an event.
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This field resets to an architecturally UNKNOWN value.

EVNTEN, bit [2]

When ARMv8.1-VHE is not implemented, or when HCR _EL2.{E2H, TGE} is not {1, 1}, enables the generation of an
event stream from the counter register CNTVCT ELO:

EVNTEN Meaning
0b0o Disables the event stream.
0Obl Enables the event stream.

When ARMv8.1-VHE is implemented and HCR_EL2.{E2H, TGE} is {1, 1}, this control does not enable the event
stream.

This field resets to 0.

ELOVCTEN, bit [1]

Traps ELO accesses to the frequency register and virtual counter register to EL1, or to EL2 when it is implemented
and enabled for the current Security state and HCR_EL2.TGE is 1, as follows:

« In AArch64 state, accesses to the following registers are trapped and reported using EC syndrome value 0x18:
o CNTVCT ELO and if CNTKCTL_EL1.ELOPCTEN is 0, CNTFRQ ELO.
¢ In AArch32 state, MRC and MCR accesses to the following registers are trapped and reported using EC
syndrome value 0x03, MRRC and MCRR accesses are trapped and reported using EC syndrome value 0x04:
o CNTVCT and if CNTKCTL _EL1.ELOPCTEN is 0, CNTFRQ.

ELOVCTEN Meaning
0bo ELO accesses to the frequency register and virtual counter
registers are trapped.
0bl This control does not cause any instructions to be trapped.

When ARMv8.1-VHE is implemented and HCR EL2.{E2H, TGE} is {1, 1}, this control does not cause any instructions
to be trapped.

This field resets to an architecturally UNKNOWN value.

ELOPCTEN, bit [0]

Traps ELO accesses to the frequency register and physical counter register to EL1, or to EL2 when it is implemented
and enabled for the current Security state and HCR EL2.TGE is 1, as follows:

* In AArch64 state, the following registers are trapped, reported using EC syndrome value 0x18:
o CNTPCT ELO and if CNTKCTL _EL1.ELOVCTEN is 0, CNTFRQ EIL0.

* In AArch32 state, MCR or MRC accesses the following registers are trapped, reported using EC syndrome
value 0x03, MCRR or MRRC accesses are trapped and reported using EC syndrome value 0x04:

o CNTPCT and if CNTKCTL EI.1.ELOVCTEN is 0, CNTFRQ.

ELOPCTEN Meaning
0b0o ELO accesses to the frequency register and physical
counter register are trapped.
0bl This control does not cause any instructions to be trapped.

When ARMvS8.1-VHE is implemented and HCR_EL2.{E2H, TGE} is {1, 1}, this control does not cause any instructions
to be trapped.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTKCTL EL1

When HCR _EL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CNTKCTL EL1 or
CNTKCTL EL12 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:
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MRS <Xt>, CNTKCTL_ EL1

op0 opl CRn

CRm

op2

Obl1 0b000 0b1110

0b0001

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
return CNTKCTL EL1;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CNTHCTL_EL2;
else
return CNTKCTL_EL1;
elsif PSTATE.EL == EL3 then
return CNTKCTL EL1;

MSR CNTKCTL_EL1, <Xt>

op0 opl CRn

CRm

op2

Ob11 0b000 0b1110

0b0001

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
CNTKCTL EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CNTHCTL_EL2 X[t];
else
CNTKCTL EL1 = X[t];
elsif PSTATE.EL == EL3 then
CNTKCTL EL1 = X[t];

MRS <Xt>, CNTKCTL EL12

op0 opl CRn

CRm

op2

Ob11 0b101 0b1110

0b0001

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CNTKCTL_EL1;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then

if EL2Enabled() && !ELUsingAArch32(EL2) && HCR EL2.E2H

return CNTKCTL_EL1;
else
UNDEFINED;

MSR CNTKCTL_EL12, <Xt>

'1l' then

op0 opl CRn

CRm

op2
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Ob11 0Ob101 0b1110 0b0001 0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CNTKCTL_EL1 = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
CNTKCTL_EL1 = X[t];
else
UNDEFINED;
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CNTP_CTL _ELO, Counter-timer Physical Timer Control
register

The CNTP_CTL_ELO characteristics are:
Purpose

Control register for the EL1 physical timer.

Configuration

AArch64 System register CNTP_CTL _ELO bits [31:0] are architecturally mapped to AArch32 System register
CNTP_CTL[31:0].

Attributes

CNTP _CTL _ELO is a 64-bit register.

Field descriptions

The CNTP_CTL_ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO ISTATUS|IMASKIENABLE
31 30 29 28 27 26 2524 23 222120191817 16151413121110 9 8 7 6 5 4 3 2 1 0
Bits [63:3]

Reserved, RESO.

ISTATUS, bit [2]

The status of the timer. This bit indicates whether the timer condition is met:

ISTATUS Meaning
0bo Timer condition is not met.
Obl Timer condition is met.

When the value of the ENABLE bit is 1, ISTATUS indicates whether the timer condition is met. ISTATUS takes no
account of the value of the IMASK bit. If the value of ISTATUS is 1 and the value of IMASK is 0 then the timer
interrupt is asserted.

When the value of the ENABLE bit is 0, the ISTATUS field is UNKNOWN.

For more information see 'Operation of the CompareValue views of the timers' and 'Operation of the TimerValue views
of the timers' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile, chapter D6.

This bit is read-only.
IMASK, bit [1]

Timer interrupt mask bit. Permitted values are:

IMASK Meaning
0b0o Timer interrupt is not masked by the IMASK bit.
0bl Timer interrupt is masked by the IMASK bit.
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For more information, see the description of the ISTATUS bit.

This field resets to an architecturally UNKNOWN value.

ENABLE, bit [0]

Enables the timer. Permitted values are:

ENABLE

Meaning

0bo
Obl

Timer disabled.
Timer enabled.

Setting this bit to 0 disables the timer output signal, but the timer value accessible from CNTP_TVAI. EI.Q continues to

count down.

Note

Disabling the output signal might be a power-saving option.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTP_CTL ELO

When HCR _EL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CNTP _CTL ELO or

CNTP CTL ELO2 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTP_CTL_EL®

op0

opl

CRn

CRm

op2

0Ob11

0b011

0b1110

0b0010

0b001
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS CTL _EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
return CNTHP_CTL EL2;
else
return CNTP_CTL_ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x1801];
else

return CNTP_CTL_ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS CTL _EL2;

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHP_CTL EL2;

else

return CNTP_CTL_ELO;
elsif PSTATE.EL == EL3 then
return CNTP_CTL ELO;

MSR CNTP_CTL ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0010 0b001
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CTL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHP_CTL _EL2 = X[t];
else
CNTP_CTL ELO = X[t];
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x180] = X[t];
else

CNTP_CTL ELO = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CTL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHP_CTL EL2 = X[t];

else

CNTP_CTL ELO = X[t];
elsif PSTATE.EL == EL3 then
CNTP_CTL ELO = X[t];

MRS <Xt>, CNTP_CTL ELO2

op0 opl CRn CRm op2
Ob11 0b101 0b1110 0b0010 0b001
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
if EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.ELINVPCT == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return NVMem[0x1801];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CNTP_CTL_ELO;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
return CNTP_CTL_ELO;
else
UNDEFINED;

MSR CNTP_CTL_ELG2, <Xt>

op0 opl CRn CRm op2
Ob11 0b101 0b1110 0b0010 0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
if EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.ELINVPCT == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
NVMem[0x180] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CNTP_CTL ELO = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
CNTP_CTL ELO = X[t];
else
UNDEFINED;
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CNTP_CVAL ELO, Counter-timer Physical Timer
CompareValue register

The CNTP_CVAL ELO characteristics are:
Purpose

Holds the compare value for the EL1 physical timer.

Configuration

AArch64 System register CNTP_CVAL ELO bits [63:0] are architecturally mapped to AArch32 System register
CNTP_CVAL[63:0] .

Attributes

CNTP_CVAL ELO is a 64-bit register.

Field descriptions

The CNTP_CVAL ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
CompareValue

CompareValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

CompareValue, bits [63:0]

Holds the EL1 physical timer CompareValue.

When CNTP_CTL_ELO0.ENABLE is 1, the timer condition is met when (CNTPCT EILO - CompareValue) is greater than
or equal to zero. This means that CompareValue acts like a 64-bit upcounter timer. When the timer condition is met:

« CNTP CTL ELO.ISTATUS is set to 1.
e« If CNTP CTL ELO0.IMASK s 0, an interrupt is generated.

When CNTP_CTL_EILO0.ENABLE is 0, the timer condition is not met, but CNTPCT ELO continues to count.

If the Generic counter is implemented at a size less than 64 bits, then this field is permitted to be implemented at the
same width as the counter, and the upper bits are RESO.

The value of this field is treated as zero-extended in all counter calculations.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTP_CVAL ELO

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CNTP_CVAL ELO or
CNTP_CVAL ELO02 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTP_CVAL ELO

op0 opl CRn CRm op2
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0b11 0b0O11 0b1110 0b0010 0b010
if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS_ CVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
return CNTHP_CVAL EL2;
else
return CNTP_CVAL ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL_EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x178];
else

return CNTP_CVAL ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS_ CVAL EL2;

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHP_CVAL EL2;

else

return CNTP_CVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTP_CVAL ELO;

MSR CNTP_CVAL ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0010 0b010
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHP_CVAL EL2 = X[t];
else
CNTP_CVAL ELO = X[t];
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x178] = X[t];
else

CNTP_CVAL_ELO® = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS CVAL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHP_CVAL EL2 = X[t];

else

CNTP_CVAL_ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTP_CVAL_ELO® = X[t];

MRS <Xt>, CNTP_CVAL ELO2

op0 opl CRn CRm op2
Ob11 0b101 0b1110 0b0010 0b010
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
if EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.ELINVPCT == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return NVMem[0x178];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CNTP_CVAL ELO;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
return CNTP_CVAL ELO;
else
UNDEFINED;

MSR CNTP_CVAL ELO2, <Xt>

op0 opl CRn CRm op2
Ob11 0b101 0b1110 0b0010 0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
if EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.ELINVPCT == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
NVMem[0x178] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CNTP_CVAL _ELO = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
CNTP_CVAL ELO = X[t];
else
UNDEFINED;
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CNTP_TVAL _ELO, Counter-timer Physical Timer
TimerValue register

The CNTP TVAL ELO characteristics are:
Purpose

Holds the timer value for the EL1 physical timer.

Configuration

AArch64 System register CNTP_TVAL ELO bits [31:0] are architecturally mapped to AArch32 System register
CNTP_TVAL[31:0].

Attributes

CNTP _TVAL ELO is a 64-bit register.

Field descriptions

The CNTP TVAL ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
TimerValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 1312 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:32]
Reserved, RESO.
TimerValue, bits [31:0]

The TimerValue view of the EL1 physical timer.
On a read of this register:

« IfCNTP CTL ELO.ENABLE is O, the value returned is UNKNOWN.
« IfCNTP CTL ELO.ENABLE is 1, the value returned is (CNTP_CVAIL EI.Q0 - CNTPCT EL0).

On a write of this register, CNTP_CVAL EI0 is set to (CNTPCT EIO + TimerValue), where TimerValue is treated as a
signed 32-bit integer.

When CNTP_CTL_ELO.ENABLE is 1, the timer condition is met when (CNTPCT EILO - CNTP_CVAL EI.(Q) is greater
than or equal to zero. This means that TimerValue acts like a 32-bit downcounter timer. When the timer condition is
met:

e CNTP CTL ELOQO.ISTATUS is set to 1.
« IfCNTP CTL ELO0.IMASK s 0, an interrupt is generated.

When CNTP_CTL _EILO.ENABLE is 0O, the timer condition is not met, but CNTPCT ELO continues to count, so the
TimerValue view appears to continue to count down.

This field resets to an architecturally UNKNOWN value.
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Accessing the CNTP_TVAL ELO

When HCR _EL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CNTP_TVAL ELO or
CNTP _TVAL ELO02 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTP_TVAL ELO

op0 opl CRn CRm op2
Obl1 0b011 0b1110 0b0010 0b000
if PSTATE.EL == ELO then
if !'ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL _EL1.ELOPTEN
== '0Q' then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0Q' && CNTHCTL_EL2.EL1PCEN == 'O
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0Q' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS TVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
return CNTHP_TVAL EL2;
else
return CNTP_TVAL ELO;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == 'O
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL_EL2.EL1PTEN == 'O’
then

AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTP_TVAL ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHPS TVAL EL2;

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHP_TVAL EL2;

else

return CNTP_TVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTP_TVAL ELO;

MSR CNTP_TVAL ELO, <Xt>

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0010 0b000
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if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOPTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == 'Q' && CNTHCTL EL2.EL1PCEN == '0'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' && CNTHCTL_EL2.EL1PTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOPTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'

&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS TVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHP_TVAL EL2 = X[t];
else
CNTP_TVAL ELO = X[t];
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0@' && CNTHCTL _EL2.EL1PCEN == '0O'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' && CNTHCTL EL2.EL1PTEN == '0'
then

AArch64.SystemAccessTrap(EL2, 0x18);
else
CNTP_TVAL ELO = X[t];
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHPS TVAL EL2 = X[t];

elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHP_TVAL EL2 = X[t];

else

CNTP_TVAL ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTP_TVAL ELO® = X[t];

MRS <Xt>, CNTP_TVAL ELO2

op0 opl CRn CRm op2
0b11 0b101 0b1110 0b0010 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CNTP_TVAL ELO;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
return CNTP_TVAL ELO;
else
UNDEFINED;
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MSR CNTP_TVAL ELO2, <Xt>

op0 opl CRn CRm op2
Ob11 0b101 0b1110 0b0010 0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CNTP_TVAL ELO = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
CNTP_TVAL ELO = X[t];
else
UNDEFINED;
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CNTPCT _ELO, Counter-timer Physical Count register
The CNTPCT ELO characteristics are:
Purpose
Holds the 64-bit physical count value.
Configuration

AArch64 System register CNTPCT ELO bits [63:0] are architecturally mapped to AArch32 System register
CNTPCT[63:0] .

All reads to the CNTPCT ELO occur in program order relative to reads to CNTPCTSS EILO or CNTPCT ELO.

Attributes

CNTPCT ELO is a 64-bit register.

Field descriptions

The CNTPCT ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Physical count value

Physical count value
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:01]

Physical count value.

Reads of CNTPCT ELO from ELO or EL1 return (PCount<63:0> - CNTPOFF EL2<63:0>) if the access is not trapped,
and all of the following are true:

e CNTHCTIL EI2.ECVis 1.
« HCR EIL2.{E2H, TGE} is not {1, 1}.

Where PCount<63:0> is the physical count returned when CNTPCT ELO is read from EL2 or EL3.

Accessing the CNTPCT _ELO

Accesses to this register use the following encodings:

MRS <Xt>, CNTPCT_ELO

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0000 0b001

Page 222



CNTPCT ELO, Counter-timer Physical Count register

if PSTATE.EL == ELO then
if 'ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') &&
CNTKCTL_EL1.ELOPCTEN == 'Q' then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0' && CNTHCTL_EL2.EL1PCEN == 'O’
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' &&
CNTHCTL_EL2.EL1PCTEN == 'Q' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' &&
CNTHCTL_EL2.ELOPCTEN == 'Q' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTPCT ELO;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && 'ELUsingAArch32(EL2) && CNTHCTL EL2.EL1PCTEN
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTPCT ELO;
elsif PSTATE.EL == EL2 then
return CNTPCT _ELO;
elsif PSTATE.EL == EL3 then
return CNTPCT _ELO;

= '0' then
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CNTPCTSS _ELO, Counter-timer Self-Synchronized
Physical Count register

The CNTPCTSS _ELO characteristics are:

Purpose

Holds the self-synchronized view of the 64-bit physical count value.

Configuration

AArch64 System register CNTPCTSS ELO bits [63:0] are architecturally mapped to AArch32 System register
CNTPCTSS[63:0] .

This register is present only when ARMv8.6-ECV is implemented. Otherwise, direct accesses to CNTPCTSS ELO are
UNDEFINED.

All reads to the CNTPCTSS _ELO occur in program order relative to reads to CNTPCT ELO or CNTPCTSS ELO.

This register is a self-synchronised view of the CNTPCT _ELO counter, and cannot be read speculatively.

Attributes

CNTPCTSS ELO is a 64-bit register.

Field descriptions

The CNTPCTSS_ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Self-synchronized physical count value

Self-synchronized physical count value
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]
Self-synchronized physical count value.
Accessing the CNTPCTSS ELO
Accesses to this register use the following encodings:

MRS <Xt>, CNTPCTSS ELO

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0000 0b101
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if PSTATE.EL == ELO then
if 'ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') &&
CNTKCTL_EL1.ELOPCTEN == 'Q' then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '0' && CNTHCTL_EL2.EL1PCEN == 'O’
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '10' &&
CNTHCTL_EL2.EL1PCTEN == 'Q' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' &&
CNTHCTL_EL2.ELOPCTEN == 'Q' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTPCTSS ELO;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && 'ELUsingAArch32(EL2) && CNTHCTL EL2.EL1PCTEN
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTPCTSS ELO;
elsif PSTATE.EL == EL2 then
return CNTPCTSS ELO;
elsif PSTATE.EL == EL3 then
return CNTPCTSS ELO;

= '0' then
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CNTPOFF_EL2, Counter-timer Physical Offset register

The CNTPOFF EL2 characteristics are:
Purpose

Holds the 64-bit physical offset. This is the offset for the AArch64 physical timers and counters when Enhanced
Counter Virtualization is enabled.

Configuration

This register is present only when ARMv8.6-ECV is implemented. Otherwise, direct accesses to CNTPOFF EL2 are
UNDEFINED.

The offsetting of the timers and counters based on EL2 using AArch64 apply at:

¢« EL1 when EL1 is using AArch64 or AArch32.
¢« ELO when ELO is using AArch64 or AArch32.

When EL2 is implemented and enabled in the current Security state, the physical counter uses a fixed physical offset
of zero if either of the following are true:

e CNTHCTL EIL2.ECVis 0.
e SCR EL3.ECVEnis 0.
« HCR EL2.{E2H, TGE} is {1, 1}.

Attributes

CNTPOFF EL2 is a 64-bit register.

Field descriptions

The CNTPOFF EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Physical offset

Physical offset
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2

1 0
Bits [63:01]

Physical offset.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTPOFF_EL2

Accesses to this register use the following encodings:

MRS <Xt>, CNTPOFF_EL2

op0 opl CRn CRm op2
Ob11 0b100 0b1110 0b0000 0b110
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && HCR EL2.<NV2,NV> == '11' then
return NVMem[Ox1A8];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.ECVEn == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return CNTPOFF _EL2;
elsif PSTATE.EL == EL3 then
return CNTPOFF_EL2;
MSR CNTPOFF _EL2, <Xt>
op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0000 0b110
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV> == '11' then
NVMem[Ox1A8] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && SCR EL3.ECVEn == '0' then

AArch64.SystemAccessTrap(EL3, 0x18);
else
CNTPOFF_EL2 = X[t];
elsif PSTATE.EL == EL3 then
CNTPOFF_EL2 = X[t];
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CNTPS _CTL EL1, Counter-timer Physical Secure Timer
Control register

The CNTPS CTL EL1 characteristics are:

Purpose

Control register for the secure physical timer, usually accessible at EL3 but configurably accessible at EL1 in Secure
state.

Configuration

There are no configuration notes.

Attributes

CNTPS CTL EL1 is a 64-bit register.

Field descriptions

The CNTPS CTL ELI1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO ISTATUS|IMASKIENABLE
31 30 29 28 27 26 2524 23 222120191817 16151413121110 9 8 7 6 5 4 3 2 1 0
Bits [63:3]

Reserved, RESO.

ISTATUS, bit [2]

The status of the timer. This bit indicates whether the timer condition is met:

ISTATUS Meaning
0bo Timer condition is not met.
Obl Timer condition is met.

When the value of the ENABLE bit is 1, ISTATUS indicates whether the timer condition is met. ISTATUS takes no
account of the value of the IMASK bit. If the value of ISTATUS is 1 and the value of IMASK is 0 then the timer
interrupt is asserted.

When the value of the ENABLE bit is 0, the ISTATUS field is UNKNOWN.

For more information see 'Operation of the CompareValue views of the timers' and 'Operation of the TimerValue views
of the timers' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile, chapter D6.

This bit is read-only.
IMASK, bit [1]

Timer interrupt mask bit. Permitted values are:

IMASK Meaning
0b0o Timer interrupt is not masked by the IMASK bit.
0bl Timer interrupt is masked by the IMASK bit.

Page 228



CNTPS CTL ELI1, Counter-timer Physical Secure Timer Control register

For more information, see the description of the ISTATUS bit.

This field resets to an architecturally UNKNOWN value.
ENABLE, bit [0]

Enables the timer. Permitted values are:

ENABLE Meaning
0b0o Timer disabled.
Obl Timer enabled.

Setting this bit to 0 disables the timer output signal, but the timer value accessible from CNTPS TVAL EL1 continues

to count down.

Note

Disabling the output signal might be a power-saving option.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTPS CTL EL1

Accesses to this register use the following encodings:

MRS <Xt>, CNTPS CTL EL1

op0 opl CRn CRm

op2

Ob11 Ob111 0b1110 0b0010

0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '0Q' then
if SCR EL3.EEL2 == '1' then
UNDEFINED;
elsif SCR EL3.ST == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return CNTPS CTL EL1;
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then
return CNTPS CTL EL1;

MSR CNTPS CTL EL1, <Xt>

op0 opl CRn CRm

op2

0b11 0b111 0b1110 0b0010

0b001
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if PSTATE.EL == ELO then

UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '0' then
if SCR EL3.EEL2 == '1' then
UNDEFINED;
elsif SCR EL3.ST == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
CNTPS _CTL EL1 = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;

elsif PSTATE.EL == EL3 then
CNTPS CTL EL1 = X[t];
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CNTPS_CVAL EL1, Counter-timer Physical Secure
Timer CompareValue register

The CNTPS CVAL EL1 characteristics are:

Purpose

Holds the compare value for the secure physical timer, usually accessible at EL3 but configurably accessible at EL1 in
Secure state.

Configuration

There are no configuration notes.

Attributes

CNTPS CVAL ELl1 is a 64-bit register.

Field descriptions

The CNTPS CVAL EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
CompareValue
CompareValue

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

CompareValue, bits [63:0]

Holds the secure physical timer CompareValue.

When CNTPS CTL _EL1.ENABLE is 1, the timer condition is met when (CNTPCT ELO - CompareValue) is greater than
or equal to zero. This means that CompareValue acts like a 64-bit upcounter timer. When the timer condition is met:

e CNTPS CTL EL1.ISTATUS is set to 1.
o« If CNTPS CTL EL1.IMASK is 0, an interrupt is generated.

When CNTPS CTL_EL1.ENABLE is 0, the timer condition is not met, but CNTPCT ELO continues to count.

If the Generic counter is implemented at a size less than 64 bits, then this field is permitted to be implemented at the
same width as the counter, and the upper bits are RESO.

The value of this field is treated as zero-extended in all counter calculations.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTPS_CVAL EL1

Accesses to this register use the following encodings:

MRS <Xt>, CNTPS_CVAL EL1

op0 opl CRn CRm op2
Ob11 Ob111 0b1110 0b0010 0b010
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '0' then
if SCR EL3.EEL2 == '1' then
UNDEFINED;
elsif SCR EL3.ST == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return CNTPS CVAL EL1;
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then
return CNTPS_CVAL EL1;

MSR CNTPS_CVAL_EL1, <Xt>

op0 opl CRn CRm op2
Ob11 Ob111 0b1110 0b0010 0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '0' then
if SCR EL3.EEL2 == '1' then
UNDEFINED;
elsif SCR EL3.ST == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
CNTPS_CVAL EL1 = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then
CNTPS_CVAL EL1 = X[t];
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CNTPS _TVAL EL1, Counter-timer Physical Secure
Timer TimerValue register

The CNTPS TVAL EL1 characteristics are:

Purpose

Holds the timer value for the secure physical timer, usually accessible at EL3 but configurably accessible at EL1 in
Secure state.

Configuration

There are no configuration notes.

Attributes

CNTPS TVAL EL1 is a 64-bit register.

Field descriptions

The CNTPS TVAL EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
TimerValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 1312 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:32]
Reserved, RESO.
TimerValue, bits [31:0]

The TimerValue view of the secure physical timer.
On a read of this register:

« If CNTPS CTL EL1.ENABLE is 0, the value returned is UNKNOWN.
« IfCNTPS CTL EIL1.ENABLE is 1, the value returned is (CNTPS CVAIL EIL1 - CNTPCT EI0).

On a write of this register, CNTPS CVAL FEl1 is set to (CNTPCT ELO + TimerValue), where TimerValue is treated as a
signed 32-bit integer.

When CNTPS CTL_EL1.ENABLE is 1, the timer condition is met when (CNTPCT EI.O - CNTPS CVAL EL1) is greater
than or equal to zero. This means that TimerValue acts like a 32-bit downcounter timer. When the timer condition is
met:

e CNTPS CTL EL1.ISTATUS is set to 1.
« IfCNTPS CTL EIL1.IMASK s 0, an interrupt is generated.

When CNTPS CTL EIL1.ENABLE is 0, the timer condition is not met, but CNTPCT EI.O continues to count, so the
TimerValue view appears to continue to count down.

This field resets to an architecturally UNKNOWN value.
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Accessing the CNTPS_TVAL _EL1

Accesses to this register use the following encodings:

MRS <Xt>, CNTPS TVAL EL1

op0 opl CRn CRm

op2

Ob11 Ob111 0b1110 0b0010

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '0' then
if SCR EL3.EEL2 == '1' then
UNDEFINED;
elsif SCR EL3.ST == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return CNTPS TVAL EL1;
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then
return CNTPS TVAL EL1;

MSR CNTPS TVAL EL1, <Xt>

op0 opl CRn CRm

op2

Ob11 Ob111 0b1110 0b0010

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if HaveEL(EL3) && SCR EL3.NS == '0' then
if SCR EL3.EEL2 == '1' then
UNDEFINED;
elsif SCR EL3.ST == '0' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
CNTPS TVAL EL1 = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then
CNTPS TVAL EL1 = X[t];
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CNTV_CTL_ELO, Counter-timer Virtual Timer Control
register

The CNTV_CTL ELO characteristics are:
Purpose

Control register for the virtual timer.

Configuration

AArch64 System register CNTV_CTL ELO bits [31:0] are architecturally mapped to AArch32 System register
CNTV_CTL[31:0] .

Attributes

CNTV_CTL ELO is a 64-bit register.

Field descriptions

The CNTV_CTL ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO ISTATUS|IMASKIENABLE
31 30 29 28 27 26 2524 23 222120191817 16151413121110 9 8 7 6 5 4 3 2 1 0
Bits [63:3]

Reserved, RESO.

ISTATUS, bit [2]

The status of the timer. This bit indicates whether the timer condition is met:

ISTATUS Meaning
0bo Timer condition is not met.
Obl Timer condition is met.

When the value of the ENABLE bit is 1, ISTATUS indicates whether the timer condition is met. ISTATUS takes no
account of the value of the IMASK bit. If the value of ISTATUS is 1 and the value of IMASK is 0 then the timer
interrupt is asserted.

When the value of the ENABLE bit is 0, the ISTATUS field is UNKNOWN.

For more information see 'Operation of the CompareValue views of the timers' and 'Operation of the TimerValue views

of the timers' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile, chapter D6.

This bit is read-only.
IMASK, bit [1]

Timer interrupt mask bit. Permitted values are:

IMASK Meaning
0b0o Timer interrupt is not masked by the IMASK bit.
0bl Timer interrupt is masked by the IMASK bit.
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For more information, see the description of the ISTATUS bit.

This field resets to an architecturally UNKNOWN value.

ENABLE, bit [0]

Enables the timer. Permitted values are:

ENABLE

Meaning

0bo
Obl

Timer disabled.
Timer enabled.

Setting this bit to 0 disables the timer output signal, but the timer value accessible from CNTV_TVAL EILO continues to

count down.

Note

Disabling the output signal might be a power-saving option.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTV_CTL_ELO

When HCR _EL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CNTV_CTL ELO or

CNTV _CTL ELO2 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTV_CTL ELO

op0

opl

CRn

CRm

op2

0Ob11

0b011

0b1110

0b0011

0b001
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if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then

else

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

== '0' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.

== '1l' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHVS CTL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

then

return CNTHV_CTL EL2;

else

return CNTV_CTL_ELO;
elsif PSTATE.EL == EL1 then

AArch64.SystemAccessTrap(EL2, 0x18);

AArch64.SystemAccessTrap(EL1, 0x18);

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> !=

'l' then

AArch64.SystemAccessTrap(EL2, 0x18);

== '11' && CNTHCTL EL2.ELGVTEN

I= '11' && CNTHCTL_EL2.EL1TVT

== '11' && SCR _EL3.NS == '0'

== '11' && SCR EL3.NS == '1'

‘11" && CNTHCTL_EL2.ELITVT ==

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then

return NVMem[0x170];

else

return CNTV_CTL_ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then

return CNTHVS CTL _EL2;
elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHV_CTL EL2;

else

return CNTV_CTL_ELO;
elsif PSTATE.EL == EL3 then
return CNTV_CTL ELO;

MSR CNTV _CTL ELO, <Xt>
op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0011 0b001

Page 237



CNTV _CTL ELO, Counter-timer Virtual Timer Control register

if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOVTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL_EL2.EL1TVT
== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H, TGE>
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CTL EL2 = X[t];
elsif EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.<E2H, TGE>
then

= '11' && SCR _EL3.NS == '0'

= '11' && SCR _EL3.NS == '1'

CNTHV_CTL EL2 = X[t];
else
CNTV_CTL ELO = X[t];
elsif PSTATE.EL == EL1 then
if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==
'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x170] = X[t];
else
CNTV_CTL ELO = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CTL EL2 = X[t];
elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHV_CTL EL2 = X[t];
else
CNTV_CTL ELO = X[t];
elsif PSTATE.EL == EL3 then
CNTV_CTL ELO = X[t];

MRS <Xt>, CNTV_CTL ELO2

op0 opl CRn CRm op2
Ob11 0b101 0b1110 0b0011 0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
if EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.ELINVVCT == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return NVMem[0x1701];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CNTV_CTL_ELO;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
return CNTV_CTL_ELO;
else
UNDEFINED;
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MSR CNTV_CTL_ELG2, <Xt>

op0 opl CRn CRm op2
Ob11 0b101 0b1110 0b0011 0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
if EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.ELINVVCT == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
NVMem[0x170] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CNTV_CTL ELO = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
CNTV_CTL ELO = X[t];
else
UNDEFINED;
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CNTV_CVAL _ELO, Counter-timer Virtual Timer
CompareValue register

The CNTV_CVAL ELO characteristics are:
Purpose

Holds the compare value for the virtual timer.

Configuration

AArch64 System register CNTV_CVAL ELO bits [63:0] are architecturally mapped to AArch32 System register
CNTV_CVAL[63:0] .

Attributes

CNTV_CVAL ELO is a 64-bit register.

Field descriptions

The CNTV_CVAL ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
CompareValue

CompareValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

CompareValue, bits [63:0]

Holds the EL1 virtual timer CompareValue.

When CNTV_CTIL_ELO0.ENABLE is 1, the timer condition is met when (CNTVCT _EILO - CompareValue) is greater than
or equal to zero. This means that CompareValue acts like a 64-bit upcounter timer. When the timer condition is met:

« CNTV CTL ELOQ.ISTATUS is set to 1.
e IfCNTV _CTL EILO0.IMASK is O, an interrupt is generated.

When CNTV_CTIL_ELO0.ENABLE is 0, the timer condition is not met, but CNTVCT ELO continues to count.

If the Generic counter is implemented at a size less than 64 bits, then this field is permitted to be implemented at the
same width as the counter, and the upper bits are RESO.

The value of this field is treated as zero-extended in all counter calculations.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTV_CVAL _ELO

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CNTV_CVAL ELO or
CNTV _CVAL ELO02 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTV_CVAL ELO

op0 opl CRn CRm op2
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Ob11

0b011

0b1110

0b0011

0b010

if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> == '11')

== '0' then

if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);

else

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

== '0' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.

== '1l' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHVS CVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

then

return CNTHV_CVAL EL2;

else

return CNTV_CVAL ELO;
elsif PSTATE.EL == EL1 then

AArch64.SystemAccessTrap(EL1, 0x18);

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

|11|

|11|

|11|

|11|

&&

&&

&&

&&

&&

CNTKCTL_EL1.ELGVTEN

CNTHCTL_EL2.ELGVTEN

CNTHCTL_EL2.ELITVT

SCR _EL3.NS == '0'

SCR EL3.NS == '1'

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==

'l' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then

return NVMem[0x168];

else

return CNTV_CVAL ELO;
elsif PSTATE.EL == EL2 then

if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then

return CNTHVS CVAL EL2;
elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
return CNTHV_CVAL EL2;

else

return CNTV_CVAL _ELO;
elsif PSTATE.EL == EL3 then
return CNTV_CVAL ELO;

MSR CNTV_CVA

L ELO, <Xt>

op0

opl

CRn

CRm

op2

Ob11

0b011

0b1110

0b0011

0b010
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if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTKCTL EL1.ELOVTEN
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && CNTHCTL_EL2.ELOVTEN
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL_EL2.EL1TVT
== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H, TGE>
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CVAL EL2 = X[t];
elsif EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.<E2H, TGE>
then

= '11' && SCR _EL3.NS == '0'

= '11' && SCR _EL3.NS == '1'

CNTHV_CVAL EL2 = X[t];
else
CNTV_CVAL ELO = X[t];
elsif PSTATE.EL == EL1 then
if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==
'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x168] = X[t];
else
CNTV_CVAL ELO = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS CVAL EL2 = X[t];
elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHV_CVAL EL2 = X[t];
else
CNTV_CVAL ELO = X[t];
elsif PSTATE.EL == EL3 then
CNTV_CVAL_ELO = X[t];

MRS <Xt>, CNTV_CVAL ELO2

op0 opl CRn CRm op2
Ob11 0b101 0b1110 0b0011 0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
if EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.ELINVVCT == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return NVMem[0x168];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CNTV_CVAL ELO;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
return CNTV_CVAL ELO;
else
UNDEFINED;
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MSR CNTV_CVAL _ELO2, <Xt>

op0 opl CRn CRm op2
Ob11 0b101 0b1110 0b0011 0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
if EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.ELINVVCT == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
NVMem[0x168] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CNTV_CVAL _ELO = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
CNTV_CVAL _ELO = X[t];
else
UNDEFINED;
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CNTV_TVAL ELO, Counter-timer Virtual Timer
TimerValue register

The CNTV_TVAL ELO characteristics are:

Purpose

Holds the timer value for the EL1 virtual timer.

Configuration

AArch64 System register CNTV_TVAL ELO bits [31:0] are architecturally mapped to AArch32 System register
CNTV_TVAL[31:0].

Attributes

CNTV _TVAL ELO is a 64-bit register.

Field descriptions

The CNTV_TVAL ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
TimerValue
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 1312 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:32]
Reserved, RESO.
TimerValue, bits [31:0]

The TimerValue view of the EL1 virtual timer.
On a read of this register:

« IfCNTV CTL EIO.ENABLE is 0, the value returned is UNKNOWN.
e IfCNTV CTL EI.O.ENABLE is 1, the value returned is (CNTV_CVAI EI.0 - CNTVCT ELOQ).

On a write of this register, CNTV_CVAIL EIL0 is set to (CNTVCT ELO + TimerValue), where TimerValue is treated as a
signed 32-bit integer.

When CNTV_CTIL._EI.O.ENABLE is 1, the timer condition is met when (CNTVCT EI.O - CNTV_CVAL EL0) is greater
than or equal to zero. This means that TimerValue acts like a 32-bit downcounter timer. When the timer condition is
met:

e CNTV CTL ELO.ISTATUS is set to 1.
« IfCNTV CTL EIO0.IMASK s O, an interrupt is generated.

When CNTV_CTIL _EIL0.ENABLE is 0, the timer condition is not met, but CNTVCT EILO continues to count, so the
TimerValue view appears to continue to count down.

This field resets to an architecturally UNKNOWN value.
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When HCR _EL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CNTV_TVAL ELO or
CNTV _TVAL ELO2 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CNTV_TVAL ELO
op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0011 0b000

if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H, TGE>

== '0' then

== '11') && CNTKCTL EL1.ELOGVTEN

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);

else

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

== '0' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.

== '1' then

AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
return CNTHVS TVAL EL2;
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.

then

return CNTHV_TVAL EL2;

else

return CNTV_TVAL ELO;
elsif PSTATE.EL == EL1 then

AArch64.SystemAccessTrap(EL1, 0x18);

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

<E2H, TGE>

if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> !=

'l'" then

AArch64.SystemAccessTrap(EL2, 0x18);

else

return CNTV_TVAL ELO;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' && SCR EL3.NS ==
return CNTHVS TVAL EL2;
elsif HCR EL2.E2H == '1' && SCR EL3.NS
return CNTHV_TVAL EL2;

else

return CNTV_TVAL ELO;
elsif PSTATE.EL == EL3 then
return CNTV_TVAL ELO;

MSR CNTV_TVA

L ELO, <Xt>

'1' then

== '11' && CNTHCTL EL2.ELGVTEN

= '11' && CNTHCTL EL2.ELITVT

== '11' && SCR EL3.NS == '0'

== '11' && SCR EL3.NS == '1'

‘11" && CNTHCTL EL2.ELITVT ==

'0' & IsFeatureImplemented("ARMv8.4-SecEL2") then

op0

opl

CRn

CRm

op2

Ob11

0b011

O0b1110

0b0011

0b000
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if PSTATE.EL == ELO then
if !ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> == '11')
== '0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11'
== '0' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif !'ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11'
== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);

&& CNTKCTL_EL1.ELGVTEN

&& CNTHCTL _EL2.ELGVTEN

&& CNTHCTL_EL2.ELITVT

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '0'
&& IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS TVAL EL2 = X[t];
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCR EL3.NS == '1'
then
CNTHV_TVAL EL2 = X[t];
else
CNTV_TVAL ELO = X[t];
elsif PSTATE.EL == EL1 then
if !ELUsingAArch32(EL1) && EL2Enabled() && HCR EL2.<E2H,TGE> != '11' && CNTHCTL EL2.EL1TVT ==
'l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
CNTV_TVAL ELO = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' && SCR EL3.NS == '0Q' && IsFeatureImplemented("ARMv8.4-SecEL2") then
CNTHVS TVAL EL2 = X[t];
elsif HCR EL2.E2H == '1' && SCR EL3.NS == '1' then
CNTHV_TVAL EL2 = X[t];
else

CNTV_TVAL ELO® = X[t];
elsif PSTATE.EL == EL3 then
CNTV_TVAL ELO® = X[t];

MRS <Xt>, CNTV_TVAL ELO2

op0 opl CRn CRm op2
0b11 0b101 0b1110 0b0011 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CNTV_TVAL ELO;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
return CNTV_TVAL ELO;
else
UNDEFINED;

MSR CNTV_TVAL ELO2, <Xt>

op0 opl CRn CRm op2
Ob11 0b101 0b1110 0b0011 0b000
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CNTV TVAL ELO, Counter-timer Virtual Timer TimerValue register

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CNTV_TVAL ELO = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
CNTV_TVAL ELO = X[t];
else
UNDEFINED;
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CNTVCT _ELO, Counter-timer Virtual Count register

CNTVCT ELO, Counter-timer Virtual Count register

The CNTVCT ELO characteristics are:

Purpose

Holds the 64-bit virtual count value. The virtual count value is equal to the physical count value minus the virtual
offset visible in CNTVOFF_EL2.

Configuration
AArch64 System register CNTVCT ELO bits [63:0] are architecturally mapped to AArch32 System register
CNTVCT[63:0] .

The value of this register is the same as the value of CNTPCT EIL0 in the following conditions:

¢ When EL2 is not implemented.

¢ When EL2 is implemented, HCR EL2.E2H is 1, and this register is read from EL2.

« When EL2 is implemented and enabled in the current Security state, HCR EL2.{E2H, TGE} is {1, 1}, and this
register is read from ELO or EL2.

All reads to the CNTVCT ELO occur in program order relative to reads to CNTVCTSS _ELO or CNTVCT ELO.

Attributes

CNTVCT ELO is a 64-bit register.

Field descriptions

The CNTVCT ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Virtual count value

Virtual count value
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:0]
Virtual count value.

Accessing the CNTVCT _ELO
Accesses to this register use the following encodings:

MRS <Xt>, CNTVCT_ELO

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0000 0b010
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CNTVCT _ELO, Counter-timer Virtual Count register

if PSTATE.EL == ELO then
if 'ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') &&
CNTKCTL_EL1.ELOVCTEN == 'Q' then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' &&
CNTHCTL_EL2.ELOVCTEN == 'Q' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif 'ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') &&
CNTHCTL_EL2.EL1TVCT == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTVCT ELO;
elsif PSTATE.EL == EL1 then

if !ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTHCTL EL2.EL1TVCT

== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTVCT ELO;
elsif PSTATE.EL == EL2 then
return CNTVCT _ELO;
elsif PSTATE.EL == EL3 then
return CNTVCT _ELO;
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CNTVCTSS ELO, Counter-timer Self-Synchronized Virtual Count register

CNTVCTSS ELO, Counter-timer Self-Synchronized
Virtual Count register

The CNTVCTSS ELO characteristics are:

Purpose

Holds the 64-bit virtual count value. The virtual count value is equal to the physical count value visible in
CNTPCT _ELO minus the virtual offset visible in CNTVOFF_EL.2.

Configuration

AArch64 System register CNTVCTSS ELO bits [63:0] are architecturally mapped to AArch32 System register
CNTVCTSS[63:0] .

This register is present only when ARMv8.6-ECV is implemented. Otherwise, direct accesses to CNTVCTSS ELO are
UNDEFINED.

All reads to the CNTVCTSS_ELO occur in program order relative to reads to CNTVCT _ELO or CNTVCTSS ELO.

This register is a self-synchronised view of the CNTVCT ELO counter, and cannot be read speculatively.

Attributes

CNTVCTSS ELO is a 64-bit register.

Field descriptions

The CNTVCTSS ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Self-synchronized virtual count value

Self-synchronized virtual count value
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

Bits [63:0]
Self-synchronized virtual count value.
Accessing the CNTVCTSS ELO
Accesses to this register use the following encodings:

MRS <Xt>, CNTVCTSS ELO

op0 opl CRn CRm op2
Ob11 0b011 0b1110 0b0000 0b110
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CNTVCTSS ELO, Counter-timer Self-Synchronized Virtual Count register

if PSTATE.EL == ELO then
if 'ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') &&
CNTKCTL_EL1.ELOVCTEN == 'Q' then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' &&
CNTHCTL_EL2.ELOVCTEN == 'Q' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif 'ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') &&
CNTHCTL_EL2.EL1TVCT == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTVCTSS ELO;
elsif PSTATE.EL == EL1 then

if !ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && CNTHCTL EL2.EL1TVCT

== '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CNTVCTSS ELO;
elsif PSTATE.EL == EL2 then
return CNTVCTSS ELO;
elsif PSTATE.EL == EL3 then
return CNTVCTSS ELO;
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CNTVOFF _EL2, Counter-timer Virtual Offset register

CNTVOFF_EL2, Counter-timer Virtual Offset register

The CNTVOFF _EL2 characteristics are:
Purpose

Holds the 64-bit virtual offset. This is the offset between the physical count value visible in CNTPCT EILO and the
virtual count value visible in CNTVCT ELO0.

Configuration

AArch64 System register CNTVOFF _EL2 bits [63:0] are architecturally mapped to AArch32 System register
CNTVOFF[63:0] .

If EL2 is not implemented, this register is RESO from EL3 and the virtual counter uses a fixed virtual offset of zero.
Note

When EL2 is implemented and enabled in the current Security state, and is

using AArch64, the virtual counter uses a fixed virtual offset of zero in the
following situations:

e HCR EL2.E2H is 1, and CNTVCT ELJOQ is read from EL2.
» HCR EL2.{E2H, TGE} is {1, 1}, and either:

o CNTVCT ELOQ is read from ELO or EL2.
o CNTVCT is read from ELO.

Attributes

CNTVOFF EL2 is a 64-bit register.

Field descriptions

The CNTVOFF EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
Virtual offset

Virtual offset
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:0]

Virtual offset.

If the Generic counter is implemented at a size less than 64 bits, then this field is permitted to be implemented at the
same width as the counter, and the upper bits are RESO.

The value of this field is treated as zero-extended in all counter calculations.

This field resets to an architecturally UNKNOWN value.

Accessing the CNTVOFF_EL2

Accesses to this register use the following encodings:
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CNTVOFF _EL2, Counter-timer Virtual Offset register

MRS <Xt>, CNTVOFF_EL2

op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0000 0b011
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV> == '11' then
return NVMem[0x060];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;

elsif PSTATE.EL == EL2 then
return CNTVOFF_EL2;

elsif PSTATE.EL == EL3 then
return CNTVOFF_EL2;

MSR CNTVOFF_EL2, <Xt>

op0 opl CRn CRm op2
0b11 0b100 0b1110 0b0000 0b0O11
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV> == '11' then
NVMem[Ox060] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;

elsif PSTATE.EL == EL2 then
CNTVOFF_EL2 = X[t];

elsif PSTATE.EL == EL3 then
CNTVOFF_EL2 = X[t];
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CONTEXTIDR ELI1, Context ID Register (EL1)

CONTEXTIDR_EL1, Context ID Register (EL1)

The CONTEXTIDR EL1 characteristics are:

Purpose

Identifies the current Process Identifier.
The value of the whole of this register is called the Context ID and is used by:

¢ The debug logic, for Linked and Unlinked Context ID matching.
¢ The trace logic, to identify the current process.

The significance of this register is for debug and trace use only.

This register is used when ARMv8.1-VHE is not implemented, or whenARMv8.1-VHE is implemented and
HCR EL2.E2H is set to 0.

Note

When ARMvS8.1-VHE is implemented and HCR EL2.E2H is set to 1,
CONTEXTIDR EIL2 is used.

Configuration

AArch64 System register CONTEXTIDR EL1 bits [31:0] are architecturally mapped to AArch32 System register
CONTEXTIDR[31:0] .

Attributes

CONTEXTIDR EL1 is a 64-bit register.

Field descriptions

The CONTEXTIDR ELI1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

PROCID
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:32]
Reserved, RESO.
PROCID, bits [31:0]
Process Identifier. This field must be programmed with a unique value that identifies the current process.

Note

In AArch32 state, when TTBCR.EAE is set to 0, CONTEXTIDR.ASID holds the
ASID.

In AArch64 state, CONTEXTIDR EL1 is independent of the ASID, and for the
EL1&0 translation regime either TTBRO EL1 or TTBR1 EL1 holds the ASID.
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CONTEXTIDR ELI1, Context ID Register (EL1)

This field resets to an architecturally UNKNOWN value.

Accessing the CONTEXTIDR_EL1

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CONTEXTIDR EL1
or CONTEXTIDR EL12 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CONTEXTIDR EL1

op0 opl CRn CRm op2
0b11 0b000 0Ob1101 0b0000 0b001
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TRVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR _EL2.CONTEXTIDR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x108];
else

return CONTEXTIDR EL1;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CONTEXTIDR EL2;
else
return CONTEXTIDR EL1;
elsif PSTATE.EL == EL3 then
return CONTEXTIDR EL1;

MSR CONTEXTIDR EL1, <Xt>

op0 opl CRn CRm op2
0b11 0b000 0b1101 0b0000 0b001
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR EL3.FGTEn == '1') &&
HFGWTR _EL2.CONTEXTIDR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x108] = X[t];
else

CONTEXTIDR EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CONTEXTIDR EL2 = X[t];
else
CONTEXTIDR EL1 = X[t];
elsif PSTATE.EL == EL3 then
CONTEXTIDR EL1 = X[t];
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CONTEXTIDR ELI1, Context ID Register (EL1)

MRS <Xt>, CONTEXTIDR EL12

op0 opl CRn CRm op2
Ob11 0b101 0b1101 0b0000 0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
return NVMem[0x108];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CONTEXTIDR EL1;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
return CONTEXTIDR EL1;
else
UNDEFINED;

MSR CONTEXTIDR EL12, <Xt>

op0 opl CRn CRm op2
Ob11 0b101 0b1101 0b0000 0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
NVMem[0x108] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CONTEXTIDR EL1 = X[t];
else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
CONTEXTIDR EL1 = X[t];
else
UNDEFINED;
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CONTEXTIDR EL2, Context ID Register (EL2)

CONTEXTIDR_EL2, Context ID Register (EL2)

The CONTEXTIDR _EL2 characteristics are:

Purpose

When HCR_EIL2.E2H is set to 1, identifies the current Process Identifier.
The value of the whole of this register is called the Context ID and is used by:

¢ The debug logic, for Linked and Unlinked Context ID matching.
¢ The trace logic, to identify the current process.

The significance of this register is for debug and trace use only.

Note

When HCR _EL2.E2H is 0, CONTEXTIDR EL2 replaces CONTEXTIDR EL1
where CONTEXTIDR _EL1 would usually be used.

Configuration

This register is present only when ARMv8.1-VHE is implemented or ARMv8.2-Debug is implemented. Otherwise, direct
accesses to CONTEXTIDR EL2 are UNDEFINED.

If EL2 is not implemented, this register is RESO from EL3.

This register has no effect if EL2 is not enabled in the current Security state.

Attributes

CONTEXTIDR EL2 is a 64-bit register.

Field descriptions

The CONTEXTIDR EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

PROCID
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:32]
Reserved, RESO.
PROCID, bits [31:0]
Process Identifier. This field must be programmed with a unique value that identifies the current process.

Note

In AArch32 state, when TTBCR.EAE is set to 0, CONTEXTIDR.ASID holds the
ASID.

In AArch64 state, CONTEXTIDR EL2 is independent of the ASID, and for the
EL2&0 translation regime either TTBRO EL2 or TTBR1 EL2 holds the ASID.
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CONTEXTIDR EL2, Context ID Register (EL2)

This field resets to an architecturally UNKNOWN value.

Accessing the CONTEXTIDR_EL2

When HCR_EIL2.E2H is 1, without explicit synchronization, access from EL2 using the mnemonic CONTEXTIDR EL2

or CONTEXTIDR EL1 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CONTEXTIDR EL2

op0 opl CRn

CRm

op2

Obl1 0b100 0b1101

0b0000

0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && HCR EL2.NV == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
return CONTEXTIDR EL2;
elsif PSTATE.EL == EL3 then
return CONTEXTIDR EL2;

MSR CONTEXTIDR EL2, <Xt>

op0 opl CRn

CRm

op2

Ob11 0b100 0b1101

0b0000

0b001

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && HCR EL2.NV == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
CONTEXTIDR EL2 = X[t];
elsif PSTATE.EL == EL3 then
CONTEXTIDR EL2 = X[t];

MRS <Xt>, CONTEXTIDR EL1

op0

opl

CRn

CRm

op2

Ob11

0b000

0b1101

0b0000

0b001
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CONTEXTIDR EL2, Context ID Register (EL2)

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TRVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR _EL2.CONTEXTIDR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x108];
else
return CONTEXTIDR EL1;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
return CONTEXTIDR EL2;
else
return CONTEXTIDR EL1;
elsif PSTATE.EL == EL3 then
return CONTEXTIDR EL1;

MSR CONTEXTIDR EL1, <Xt>

op0 opl CRn CRm op2
0b11 0b000 0Ob1101 0b0000 0b001
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TVM == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR _EL2.CONTEXTIDR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x108] = X[t];
else

CONTEXTIDR EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then
CONTEXTIDR EL2 = X[t];
else
CONTEXTIDR EL1 = X[t];
elsif PSTATE.EL == EL3 then
CONTEXTIDR EL1 = X[t];
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CPACR EL1, Architectural Feature Access Control Register

CPACR EL1, Architectural Feature Access Control
Register

The CPACR ELI1 characteristics are:
Purpose

Controls access to trace, SVE, Advanced SIMD and floating-point functionality.
Configuration

AArch64 System register CPACR _EL1 bits [31:0] are architecturally mapped to AArch32 System register CPACR[31:0

When HCR_EL2.{E2H, TGE} == {1, 1}, the fields in this register have no effect on execution at ELO and EL1. In this
case, the controls provided by CPTR_EL2 are used.

Attributes

CPACR ELl1 is a 64-bit register.

Field descriptions

The CPACR _EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO [TTA| RESO | FPEN [RESO]| ZEN | RESO
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:29]
Reserved, RESO.
TTA, bit [28]

Traps ELO and EL1 System register accesses to all implemented trace registers to EL1, or to EL2 when it is
implemented and enabled for the current Security state and HCR_EIL2.TGE is 1, from both Execution states as follows:

* In AArch64 state, accesses to trace registers are trapped, reported using EC syndrome value 0x18.

* In AArch32 state, MRC and MCR accesses to trace registers are trapped, reported using EC syndrome value
0x05.

* In AArch32 state, MRRC and MCRR accesses to trace registers are trapped, reported using EC syndrome
value 0x0C.

TTA Meaning

0b0o This control does not cause any instructions to be trapped.

0bl This control causes ELO and EL1 System register accesses to all
implemented trace registers to be trapped.

Note
* The ETMv4 architecture does not permit ELO to access the trace
registers. If the Armv8-A architecture is implemented with an ETMv4
implementation, ELO accesses to the trace registers are UNDEFINED, and
any resulting exception is higher priority than an exception that would
be generated because the value of CPACR EL1.TTA is 1.
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* The Armv8-A architecture does not provide traps on trace register
accesses through the optional memory-mapped interface.

System register accesses to the trace registers can have side-effects. When a System register access is trapped, any
side-effects that are normally associated with the access do not occur before the exception is taken.

If System register access to the trace functionality is not implemented, this bit is RESO.

This field resets to an architecturally UNKNOWN value.
Bits [27:22]

Reserved, RESO.
FPEN, bits [21:20]

Traps ELO and EL1 accesses to the SVE, Advanced SIMD, and floating-point registers to EL1, reported using EC
syndrome value 0x07, or to EL2 reported using EC syndrome value 0x00, when EL2 is implemented and enabled for
the current Security state and HCR_EL2.TGE is 1, from both Execution states as follows:

¢ In AArch64 state, accesses to FPCR, FPSR, any of the SIMD and floating-point registers V0-V31, including
their views as D0-D31 registers or S0-31 registers. See 'The SIMD and floating-point registers, VO-V31' in the
Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile.

« FPCSR, and any of the SIMD and floating-point registers Q0-15, including their views as D0-D31 registers or
S0-31 registers. See 'Advanced SIMD and floating-point System registers' in the Arm® Architecture Reference
Manual, Armv8, for Armv8-A architecture profile.

FPEN Meaning

0b0oo This control causes any instructions at ELO or EL1 that use the
registers associated with SVE, Advanced SIMD and floating-
point execution to be trapped, unless they are trapped by
CPACR _EL1.ZEN.

0bo1 This control causes any instructions at ELO that use the
registers associated with SVE, Advanced SIMD and floating-
point execution to be trapped, unless they are trapped by
CPACR_EL1.ZEN, but does not cause any instruction at EL1 to
be trapped.

0b10 This control causes any instructions at ELO or EL1 that use the
registers associated with SVE, Advanced SIMD and floating-
point execution to be trapped, unless they are trapped by
CPACR _EL1.ZEN.

0bll This control does not cause any instructions to be trapped.

Writes to MVFR0O, MVFR1 and MVFR2 from EL1 or higher are CONSTRAINED UNPREDICTABLE and whether these
accesses can be trapped by this control depends on implemented CONSTRAINED UNPREDICTABLE behavior.

Note

* Attempts to write to the FPSID count as use of the registers for accesses
from EL1 or higher.

* Accesses from ELO to FPSID, MVFRO, MVFR1, MVFR2, and FPEXC are
UNDEFINED, and any resulting exception is higher priority than an
exception that would be generated because the value of
CPACR EL1.FPEN is not 0b11.

This field resets to an architecturally UNKNOWN value.
Bits [19:18]
Reserved, RESO.

ZEN, bits [17:161]

When SVE is implemented:

Traps SVE instructions and instructions that access SVE System registers at ELO and EL1 to EL1, or to EL2 when it is
implemented and enabled for the current Security state and HCR_EIL.2.TGE is 1.
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ZEN Meaning

0b00 This control causes these instructions executed at ELO or EL1 to
be trapped.

0b01 This control causes these instructions executed at ELO to be
trapped, but does not cause any instruction at EL1 to be trapped.

0bl10 This control causes these instructions executed at ELO or EL1 to
be trapped.

0bll This control does not cause any instruction to be trapped.

If SVEis not implemented, this field is RESO.

This field resets to an architecturally UNKNOWN value.
Otherwise:

Reserved, RESO.
Bits [15:0]

Reserved, RESO.

Accessing the CPACR_EL1

When HCR _EIL2.E2H is 1, without explicit synchronization, access from EL3 using the mnemonic CPACR EL1 or
CPACR EL12 are not guaranteed to be ordered with respect to accesses using the other mnemonic.

Accesses to this register use the following encodings:

MRS <Xt>, CPACR EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0001 0b0000 0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TCPAC == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.CPACR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TCPAC == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x100];
else
return CPACR EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TCPAC == 'l1' then
AArch64.SystemAccessTrap(EL3, 0x18);
elsif HCR EL2.E2H == '1' then
return CPTR EL2;
else
return CPACR EL1;
elsif PSTATE.EL == EL3 then
return CPACR EL1;

MSR CPACR EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0001 0b0000 0b010
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !ELUsingAArch32(EL2) && CPTR EL2.TCPAC == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&

HFGWTR EL2.CPACR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TCPAC == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);

elsif EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1l,NV> ==

NVMem[0x100] = X[t];
else
CPACR EL1 = X[t];
elsif PSTATE.EL == EL2 then

if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TCPAC == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);
elsif HCR EL2.E2H == '1' then
CPTR EL2 = X[t];
else
CPACR EL1 = X[t];
elsif PSTATE.EL == EL3 then
CPACR EL1 = X[t];

MRS <Xt>, CPACR EL12

op0 opl CRn CRm op2

Obl1 0b101 0b0001 0b0000 0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
return NVMem[0x100];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then

if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TCPAC ==

AArch64.SystemAccessTrap(EL3, 0x18);
else
return CPACR EL1;
else
UNDEFINED;
elsif PSTATE.EL == EL3 then

'l' then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then

return CPACR EL1;
else
UNDEFINED;

MSR CPACR _EL12, <Xt>

op0 opl CRn CRm op2

Ob11 0b101 0b0001 0b0000 0b010

'111' then
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.<NV2,NV1,NV> == '101' then
NVMem[0x100] = X[t];
elsif EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HCR EL2.E2H == '1' then

if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TCPAC == '1' then

AArch64.SystemAccessTrap(EL3, 0x18);
else
CPACR EL1 = X[t];

else
UNDEFINED;
elsif PSTATE.EL == EL3 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.E2H == '1' then
CPACR EL1 = X[t];
else
UNDEFINED;

09/12/2019 19:22; 4931ecb80e191d85331fc84f6cc8b3483d27b25d
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CPP RCTX, Cache Prefetch Prediction Restriction by
Context

The CPP RCTX characteristics are:

Purpose

Cache Prefetch Prediction Restriction by Context applies to all Cache Allocation Resources that predict cache
allocations based on information gathered within the target execution context or contexts.

When this instruction is complete and synchronized, cache prefetch prediction does not permit later speculative
execution within the target execution context to be observable through side channels.

This instruction applies to all:

¢ Instruction caches.
* Data caches.
¢ TLB prefetching hardware used by the executing PE that applies to the supplied context or contexts.

This instruction is guaranteed to be complete following a DSB that covers both read and write behavior on the same
PE as executed the original restriction instruction, and a subsequent context synchronization event is required to
ensure that the effect of the completion of the instructions is synchronized to the current execution.

Note

This instruction does not require the invalidation of Cache Allocation
Resources so long as the behavior described for completion of this instruction
is met by the implementation.

On some implementations the instruction is likely to take a significant number
of cycles to execute. This instruction is expected to be used very rarely, such
as on the roll-over of an ASID or VMID, but should not be used on every
context switch.

Configuration

This instruction is present only when ARMv8.0-PredInv is implemented. Otherwise, direct accesses to CPP RCTX are
UNDEFINED.

Attributes

CPP RCTX is a 64-bit System instruction.

Field descriptions

The CPP RCTX input value bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO GVMID VMID

RESO INS| EL | RESO GASID ASID
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 1514 13121110 9 8 7 6 5 4 3 2 1 O

Bits [63:49]

Reserved, RESO.
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GVMID, bit [48]

Execution of this instruction applies to all VMIDs or a specified VMID.

GVMID Meaning
0b0o Applies to specified VMID for an ELO or EL1 context. For all
other contexts this field is RESO.
0bl Applies to all VMIDs for an ELO or EL1 context. For all other

contexts this field is RESO.

If the instruction is executed at ELO or EL1, then this field has an Effective value of 0.
VMID, bits [47:32]

Only applies when bit[48] is 0 and one of:

* an EL1 context.
¢ an ELO context when (HCR EIL2.E2H==0 or HCR_EIL.2. TGE==0).

Otherwise this field is RESO.
When the instruction is executed at EL1 then this field is treated as the current VMID.

When the instruction is executed at ELO and (HCR_EL.2.E2H==0 or HCR _EL2.TGE==0) then this field is treated as
the current VMID.

When the instruction is executed at ELO and (HCR EL2.E2H==1 and HCR_EL2.TGE==1) then this field is ignored.
Bits [31:27]

Reserved, RESO.
NS, bit [26]

Security State.

NS Meaning
0bo Secure state.
Obl Non-secure state.

If the instruction is executed in Non-secure state, this field has an Effective value of 1.

EL, bits [25:24]

Exception Level.

EL Meaning

0bo0o ELO.
0bo1 EL1.
0b10 EL2.
0bl1 EL3.

If the instruction is executed at an exception level lower than the specified level, this instruction is treated as a NOP.
Bits [23:17]

Reserved, RESO.
GASID, bit [16]

Execution of this instruction applies to all ASIDs or a specified ASID.
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GASID Meaning
0bo Applies to specified ASID for an ELO context. For all other
contexts this field is RESO.
0bl Applies to all ASID for an ELO context. For all other contexts

this field is RESO.

If the instruction is executed at ELO, then this field has an Effective value of 0.
ASID, bits [15:0]

Only applies for an ELO context and when bit[16] is 0.
Otherwise this field is RESO.

When the instruction is executed at ELO then this field is treated as the current ASID.

Executing the CPP RCTX instruction

Accesses to this instruction use the following encodings:

CPP RCTX, <Xt>

op0 opl CRn CRm op2
0b01 0b011 0b0111 0b0011 0b111
if PSTATE.EL == ELO then
if 'ELUsingAArch32(EL1) && !'(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && SCTLR EL1.EnRCTX ==
'0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL1l) && HCR EL2.<E2H,TGE> != '11' && (!'HaveEL(EL3) ||
SCR EL3.FGTEn == '1') && HFGITR EL2.CPPRCTX == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCTLR EL2.EnRCTX ==
'0' then
AArch64.SystemAccessTrap(EL2, 0x18);
else

CPP_RCTX(X[t]);
elsif PSTATE.EL == EL1 then

if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR EL3.FGTEn == 'l1') &&
HFGITR EL2.CPPRCTX == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else

CPP_RCTX(X[t]);
elsif PSTATE.EL == EL2 then
CPP_RCTX(X[t]);
elsif PSTATE.EL == EL3 then
CPP_RCTX(X[t]);

09/12/2019 19:22; 4931ecb80e191d85331fc84f6cc8b3483d27b25d
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CPTR_EL2, Architectural Feature Trap Register (EL2)

The CPTR EL2 characteristics are:

Purpose

Controls:

» Trapping to EL2 of access to CPACR, CPACR EL1, trace functionality, and to SVE, Advanced SIMD and
floating-point functionality.
¢ EL2 access to trace functionality, and to SVE, Advanced SIMD and floating-point functionality.

Configuration

AArch64 System register CPTR EL2 bits [31:0] are architecturally mapped to AArch32 System register HCPTR[31:0] .
If EL2 is not implemented, this register is RESO from EL3.

This register has no effect if EL2 is not enabled in the current Security state.
Attributes

CPTR EL2 is a 64-bit register.

Field descriptions

The CPTR EL2 bit assignments are:

When ARMv8.1-VHE is implemented and HCR_EL2.E2H == 1:
63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
TCPAC[TAMIRESO[TTA| RESO |FPEN|RESO] ZEN | RESO

31 30 29 28 27 26 25 24 23 2221 2019181716 151413121110 9 8 7 6 5 4 3 2 1 O
Bits [63:32]

Reserved, RESO.
TCPAC, bit [31]

When HCR_EIL2.TGE is 0, traps EL1 accesses to CPACR _EL1 reported using EC syndrome value 0x18, and accesses to
CPACR reported using EC syndrome value 0x03, to EL2 when EL2 is enabled in the current Security state.

TCPAC Meaning
0b0 This control does not cause any instructions to be trapped.
0bl EL1 accesses to CPACR _EIL1 and CPACR are trapped to EL2

when EL2 is enabled in the current Security state.

When HCR _EL2.TGE is 1, this control does not cause any instructions to be trapped.

Note

CPACR FEL1 and CPACR are not accessible at ELO.

This field resets to an architecturally UNKNOWN value.
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TAM, bit [30]

When AMUvV1 is implemented:

Trap Activity Monitor access. Traps EL1 and ELO accesses to all Activity Monitor registers to EL2, as follows:

* In AArch64 state, accesses to the following registers are trapped to EL2, reported using EC syndrome value
0x18:

o AMUSERENR EI.O, AMCFGR ELO, AMCGCR _ELO, AMCNTENCLRO ELO, AMCNTENCILR1 EIO,
AMCNTENSETO0 EILO, AMCNTENSET1 EL.O0, AMCR EILO, AMEVCNTRO<n> FEI0,
AMEVCNTR1<n> EL.0, AMEVTYPERO<n> EI.0, and AMEVTYPER1<n> EIQ.

* In AArch32 state, MRC or MCR accesses to the following registers are trapped to EL2 and reported using
EC syndrome value 0x03:

o AMUSERENR, AMCFGR, AMCGCR, AMCNTENCILRO, AMCNTENCILR1, AMCNTENSETO,
AMCNTENSET1, AMCR, AMEVTYPERO<n>, and AMEVIYPER1<n>.

e In AArch32 state, MRRC or MCRR accesses to AMEVCNTRO<n> and AMEVCNTRI1<n>, are trapped to EL2,
reported using EC syndrome value 0x04.

TAM Meaning
0bo Accesses from EL1 and ELO to Activity Monitor registers are not
trapped.
0bl Accesses from EL1 and ELO to Activity Monitor registers are
trapped to EL2, when EL2 is enabled in the current Security
state.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

Bit [29]
Reserved, RESO.

TTA, bit [28]

Traps System register accesses to all implemented trace registers to EL2 when EL2 is enabled in the current Security
state, from both Execution states, as follows:

* In AArch64 state, accesses to trace registers with op0=2, op1=1 are trapped to EL2, reported using EC
syndrome value 0x18.

* In AArch32 state, MRC or MCR accesses to trace registers with cpnum=14, opcl=1, are trapped to EL2,
reported using EC syndrome value 0x05.

* In AArch32 state, MRRC or MCRR accesses to trace registers with cpnum=14, opcl=1, are trapped to EL2,
reported using EC syndrome value 0x0C.

TTA Meaning
0bo This control does not cause any instructions to be trapped.
0bl Any attempt at ELO, EL1 or EL2, to execute a System register

access to an implemented trace register is trapped to EL2 when
EL2 is enabled in the current Security state, unless HCR EL2.TGE
is 0 and it is trapped by CPACR.NSTRCDIS or CPACR EL1.TTA.
When HCR_EIL2.TGE is 1, any attempt at ELO or EL2 to execute a
System register access to an implemented trace register is
trapped to EL2 when EL2 is enabled in the current Security state.

Note
* The ETMv4 architecture does not permit ELO to access the trace
registers. If the Armv8-A architecture is implemented with an ETMv4
implementation, ELO accesses to the trace registers are UNDEFINED, and
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any resulting exception is higher priority than an exception that would
be generated because the value of CPTR EL2.TTA is 1.

* EL2 does not provide traps on trace register accesses through the
optional memory-mapped interface.

System register accesses to the trace registers can have side-effects. When a System register access is trapped, any
side-effects that are normally associated with the access do not occur before the exception is taken.

If System register access to the trace functionality is not supported, this bit is RESO.

This field resets to an architecturally UNKNOWN value.
Bits [27:22]

Reserved, RESO.
FPEN, bits [21:20]

Traps ELO, EL2 and, when HCR_EL.2.TGE is 0, EL1 accesses to the SVE, Advanced SIMD and floating-point registers
to EL2 when EL2 is enabled in the current Security state, from both Execution states.

FPEN Meaning

0b00O This control causes any instructions at ELO, EL1, or EL2 that
use the registers associated with SVE, Advanced SIMD and
floating-point execution to be trapped, subject to the exception
prioritization rules, unless they are trapped by CPTR EL2.ZEN.

0b0o1 When HCR_EIL2.TGE is 0, this control does not cause any
instructions to be trapped.
When HCR_EL2.TGE is 1, this control causes instructions at ELO
that use the registers associated with SVE, Advanced SIMD and
floating-point execution to be trapped, unless they are trapped
by CPTR EL2.7ZEN, but does not cause any instruction at EL2 to
be trapped.

0b10 This control causes any instructions at ELO, EL1, or EL2 that
use the registers associated with SVE, Advanced SIMD and
floating-point execution to be trapped, subject to the exception
prioritization rules, unless they are trapped by CPTR EL2.ZEN.

0bl1l This control does not cause any instructions to be trapped.

Writes to MVFR0O, MVFR1, and MVFR2 from EL1 or higher are CONSTRAINED UNPREDICTABLE and whether these
accesses can be trapped by this control depends on implemented CONSTRAINED UNPREDICTABLE behavior.

Note

* Attempts to write to the FPSID count as use of the registers for accesses
from EL1 or higher.

* Accesses from ELO to FPSID, MVFR0O, MVFR1, MVFR2, and FPEXC are
UNDEFINED, and any resulting exception is higher priority than an
exception that would be generated because the value of
CPTR_EL2.FPEN is not 0b11.

This field resets to an architecturally UNKNOWN value.
Bits [19:18]
Reserved, RESO.

ZEN, bits [17:161]

When SVE is implemented:

Traps execution at EL2, EL1, and ELO of SVE instructions or instructions that access SVE System registers to EL2
when EL2 is enabled in the current Security state.
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ZEN Meaning

0b0o0O This control causes execution at EL2, EL1, and ELO of these
instructions to be trapped, subject to the exception prioritization
rules.

0bo1l When HCR_EIL2.TGE is 0, this control does not cause any

instruction to be trapped.

When HCR_EIL2.TGE is 1, this control causes these instructions
executed at ELO to be trapped, but does not cause any instruction
at EL2 to be trapped.

0b10 This control causes execution at EL2, EL1, and ELO of these
instructions to be trapped, subject to the exception prioritization
rules.

0bll This control does not cause any instruction to be trapped.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.
Bits [15:0]

Reserved, RESO.

Otherwise:
63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
TCPACITAM| RESO [TTA RESO |[RES1|RESO[TFPRES1[TZ] RES1

31 30 29 28 27 26 25 24 232221 20 1918171615141312 11 10 9 8 7 6 5 4 3 2 1 O

This format applies in all Armv8.0 implementations.
Bits [63:32]

Reserved, RESO.
TCPAC, bit [31]

Traps EL1 accesses to CPACR _EL1, reported using EC syndrome value 0x18 and accesses to CPACR, reported using
EC syndrome value 0x03, to EL2 when EL2 is enabled in the current Security state.

TCPAC Meaning
0bo This control does not cause any instructions to be trapped.
0bl EL1 accesses to CPACR_EL1 and CPACR are trapped to EL2

when EL2 is enabled in the current Security state.

When HCR _EL2.TGE is 1, this control does not cause any instructions to be trapped.

Note

CPACR _EL1 and CPACR are not accessible at ELO.

This field resets to an architecturally UNKNOWN value.

TAM, bit [30]

When AMUV1 is implemented:

Trap Activity Monitor access. Traps EL1 and ELO accesses to all Activity Monitor registers to EL2, as follows:
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* In AArch64 state, accesses to the following registers are trapped to EL2, reported using EC syndrome value
0x18:

o AMUSERENR FEIL0, AMCFGR ELO, AMCGCR _ELO, AMCNTENCILRO EL.O, AMCNTENCILR1 EIO,

AMCNTENSETO_EL.O, AMCNTENSET1 EI.O, AMCR _EI.O, AMEVCNTRO<n> EIO,
AMEVCNTR1<n> EL.O, AMEVTYPERO<n> ELO, and AMEVTYPERI<n> EIO.

* In AArch32 state, MCR or MRC accesses to the following registers are trapped to EL2 and reported using
EC syndrome value 0x03:

o AMUSERENR, AMCFGR, AMCGCR, AMCNTENCILRO, AMCNTENCLR1, AMCNTENSETO,

AMCNTENSET1, AMCR, AMEVTYPERO<n>, and AMEVIYPERl<n>.

¢ In AArch32 state, MCRR or MRRC accesses to AMEVCNTRO<n> and AMEVCNTR1<n>, are trapped to EL2,
reported using EC syndrome value 0x04.

TAM Meaning
0bo Accesses from EL1 and ELO to Activity Monitor registers are not
trapped.
0bl Accesses from EL1 and ELO to Activity Monitor registers are
trapped to EL2, when EL2 is enabled in the current Security
state.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.

Bits [29:21]
Reserved, RESO.

TTA, bit [20]

Traps System register accesses to all implemented trace registers to EL2 when EL2 is enabled in the current Security
state, from both Execution states as follows:

* In AArch64 state, accesses to trace registers with op0=2, op1=1 are trapped to EL2, reported using EC
syndrome value 0x18.

* In AArch32 state, MRC or MCR accesses to trace registers with cpnum=14, opcl=1 are trapped to EL2,
reported using EC syndrome value 0x05.

* In AArch32 state, MRRC or MCRR accesses to trace registers with cpnum=14, opcl=1 are trapped to EL2,
reported using EC syndrome value 0x0C.

TTA Meaning
0b0o This control does not cause any instructions to be trapped.
0bl Any attempt at ELO, EL1, or EL2, to execute a System register

access to an implemented trace register is trapped to EL2 when
EL2 is enabled in the current Security state, unless it is trapped
by CPACR.TRCDIS or CPACR _EIL.1.TTA.

Note

e The ETMv4 architecture does not permit ELO to access the trace
registers. If the Armv8-A architecture is implemented with an ETMv4
implementation, ELO accesses to the trace registers are UNDEFINED, and
any resulting exception is higher priority than an exception that would
be generated because the value of CPTR EI.2.TTAis 1.

* EL2 does not provide traps on trace register accesses through the
optional memory-mapped interface.

System register accesses to the trace registers can have side-effects. When a System register access is trapped, any
side-effects that are normally associated with the access do not occur before the exception is taken.

If System register access to the trace functionality is not supported, this bit is RESO.
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This field resets to an architecturally UNKNOWN value.
Bits [19:14]
Reserved, RESO.
Bits [13:12]
Reserved, RES]1.
Bit [11]
Reserved, RESO.
TFP, bit [10]

Traps accesses to SVE, Advanced SIMD and floating-point functionality to EL2 when EL2 is enabled in the current
Security state, from both Execution states, as follows:

¢ In AArch64 state, accesses to the following registers are trapped to EL2, reported using EC syndrome value
0x07:

o FPCR, FPSR, FPEXC32 EL2, any of the SIMD and floating-point registers V0-V31, including their
views as D0-D31 registers or S0-31 registers. See 'The SIMD and floating-point registers, VO-V31' in
the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile.

¢ In AArch32 state, accesses to the following registers are trapped to EL2, reported using EC syndrome value
0x07:

o MVFRQO, MVFR1, MVFR2, FPCSR, FPEXC, and any of the SIMD and floating-point registers Q0-15,
including their views as D0-D31 registers or S0-31 registers. See 'Advanced SIMD and floating-point
System registers' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture
profile. For the purposes of this trap, the architecture defines a VMSR access to FPSID from EL1 or
higher as an access to a SIMD and floating point register. Otherwise, permitted VMSR accesses to
FPSID are ignored.

TFP Meaning

0bo This control does not cause any instructions to be trapped.

0bl Any attempt at ELO, EL1 or EL2, to execute an instruction that
uses the registers associated with SVE, Advanced SIMD and
floating-point execution is trapped to EL2 when EL2 is enabled in
the current Security state, subject to the exception prioritization
rules, unless it is trapped by CPTR EIL.2.TZ.

Note
FPEXC32 _EL2 is not accessible from ELO using AArch64.

FPSID, MRFRO, MVFRI1, and FPEXC are not accessible from ELO using
AArch32.

This field resets to an architecturally UNKNOWN value.
Bit [9]
Reserved, RES1.

TZ, bit [8]

When SVE is implemented:

Traps execution at EL2, EL1, or ELO of SVE instructions and instructions that access SVE System registers to EL2
when EL2 is enabled in the current Security state.
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TZ Meaning
0b0 This control does not cause any instruction to be trapped.
0bl This control causes these instructions to be trapped, subject to the

exception prioritization rules.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RES1.
Bits [7:0]

Reserved, RES]1.

Accessing the CPTR_EL2

Accesses to this register use the following encodings:

MRS <Xt>, CPTR EL2

op0 opl CRn CRm op2
0b11 0b100 0b0001 0b0001 0b010
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TCPAC == 'l1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

return CPTR EL2;
elsif PSTATE.EL == EL3 then
return CPTR EL2;

MSR CPTR_EL2, <Xt>

op0 opl CRn CRm op2
0b11 0b100 0b0001 0b0001 0b010
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && CPTR EL3.TCPAC == 'l1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else

CPTR EL2 = X[t];
elsif PSTATE.EL == EL3 then
CPTR EL2 = X[t];
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MRS <Xt>, CPACR EL1

op0 opl CRn CRm op2
Ob11 0b000 0b0001 0b0000 0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && CPTR EL2.TCPAC == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGRTR EL2.CPACR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TCPAC == 'l1' then
AArch64.SystemAccessTrap(EL3, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
return NVMem[0x100];
else
return CPACR EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR _EL3.TCPAC == 'l1' then
AArch64.SystemAccessTrap(EL3, 0x18);
elsif HCR EL2.E2H == '1' then
return CPTR EL2;
else
return CPACR EL1;
elsif PSTATE.EL == EL3 then
return CPACR EL1;

MSR CPACR _EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b000 0b0001 0b0000 0b010

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !ELUsingAArch32(EL2) && CPTR EL2.TCPAC == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR EL2.CPACR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TCPAC == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<NV2,NV1,NV> == '111' then
NVMem[0x100] = X[t];
else
CPACR EL1 = X[t];
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && !'ELUsingAArch32(EL3) && CPTR EL3.TCPAC == 'l1' then
AArch64.SystemAccessTrap(EL3, 0x18);
elsif HCR EL2.E2H == '1' then
CPTR EL2 = X[t];
else
CPACR EL1 = X[t];
elsif PSTATE.EL == EL3 then
CPACR EL1 = X[t];
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CPTR _EL3, Architectural Feature Trap Register (EL3)

The CPTR ELS3 characteristics are:

Purpose

Controls trapping to EL3 of access to CPACR_EL1, CPTR _EL2, trace functionality and registers associated with SVE,
Advanced SIMD and floating-point execution. Also controls EL3 access to trace functionality and registers associated
with SVE, Advanced SIMD and floating-point execution.

Configuration

This register is present only when EL3 is implemented. Otherwise, direct accesses to CPTR EL3 are UNDEFINED.

Attributes

CPTR EL3 is a 64-bit register.

Field descriptions

The CPTR ELS3 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

TCPACTAM| RESO TTA RESO TFPRESO[EZ] RESO
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:32]
Reserved, RESO.
TCPAC, bit [31]

Traps all of the following to EL3, from both Security states and both Execution states.

e EL2 accesses to CPTR _EL2, reported using EC syndrome value 0x18, or HCPTR, reported using EC syndrome
value 0x03.

* EL2 and EL1 accesses to CPACR_EL1 reported using EC syndrome value 0x18, or CPACR reported using EC
syndrome value 0x03.

When CPTR EL3.TCPAC is:

TCPAC Meaning
0b0 This control does not cause any instructions to be trapped.
0bl EL2 accesses to the CPTR _EL2 or HCPTR, and EL2 and EL1

accesses to the CPACR_EL1 or CPACR, are trapped to EL3,
unless they are trapped by CPTR _EL2. TCPAC.

This field resets to an architecturally UNKNOWN value.

TAM, bit [30]

When AMUvV1 is implemented:

Trap Activity Monitor access. Traps EL2, EL1 and ELO accesses to all Activity Monitor registers to EL3.
Accesses to the Activity Monitors registers are trapped as follows:

* In AArch64 state, the following registers are trapped to EL3 and reported with EC syndrome value 0x18:
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o AMUSERENR FEI0, AMCFGR ELO, AMCGCR _ELO, AMCNTENCILRO EL.O, AMCNTENCILR1 EIO,

AMCNTENSETO_ELO, AMCNTENSET1 EI.O, AMCR EI.O, AMEVCNTRO<n> EIO,
AMEVCNTRI1<n> EL.O, AMEVTYPERO<n> ELO, and AMEVTYPERI<n> EIO.

* In AArch32 state, accesses with MRC or MCR to the following registers reported with EC syndrome value
0x03:

o AMUSERENR, AMCFGR, AMCGCR, AMCNTENCILRO, AMCNTENCLR1, AMCNTENSETO,

AMCNTENSET1, AMCR, AMEVTYPERO<n>, and AMEVIYPERl<n>.

* In AArch32 state, accesses with MRRC or MCRR to the following registers, reported with EC syndrome
value 0x04:

o AMEVCNTRO<n>, AMEVCNTR1l<n>.

TAM Meaning
0bo Accesses from EL2, EL1, and ELO to Activity Monitor registers
are not trapped.
Obl Accesses from EL2, EL1, and ELO to Activity Monitor registers

are trapped to EL3.

This field resets to an architecturally UNKNOWN value.

Otherwise:

Reserved, RESO.

Bits [29:21]

Reserved, RESO.

TTA, bit [20]

Traps System register accesses. Accesses to the trace registers, from all Exception levels, both Security states, and
both Execution states are trapped to EL3 as follows:

* In AArch64 state, Trace registers with op0=2, opl=1, are trapped to EL3 and reported using EC syndrome
value 0x18.

* In AArch32 state, accesses using MCR or MRC to the Trace registers with cpnum=14 and opcl=1 are
reported using EC syndrome value 0x05.

* In AArch32 state, accesses using MCRR or MRRC to the Trace registers with cpnum=14 and opcl=1 are
reported using EC syndrome value 0x0C.

TTA Meaning
0bo This control does not cause any instructions to be trapped.
0bl Any System register access to the trace registers is trapped to

EL3, subject to the exception prioritization rules, unless it is
trapped by CPACR.TRCDIS, CPACR EL1.TTA or CPTR EL2.TTA.

If System register access to trace functionality is not supported, this bit is RESO.

Note

The ETMv4 architecture does not permit EL.O to access the trace registers. If
the Armv8-A architecture is implemented with an ETMv4 implementation, ELO
accesses to the trace registers are UNDEFINED, and any resulting exception is
higher priority than this trap exception.

EL3 does not provide traps on trace register accesses through the Memory-

mapped interface.

System register accesses to the trace registers can have side-effects. When a System register access is trapped, no
side-effects occur before the exception is taken, see 'Register access instructions' in the Arm® Architecture Reference
Manual, Armv8, for Armv8-A architecture profile.
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This field resets to an architecturally UNKNOWN value.
Bits [19:11]

Reserved, RESO.
TFP, bit [10]

Traps all accesses to SVE, Advanced SIMD and floating-point functionality, from all Exception levels, both Security
states, and both Execution states, to EL3. Defined values are:

This includes the following registers, all reported using EC syndrome value 0x07:

» FPCR, FPSR, FPEXC32 EL2, any of the SIMD and floating-point registers V0-V31, including their views as
DO0-D31 registers or S0-31 registers. See 'The SIMD and floating-point registers, VO-V31' in the Arm®
Architecture Reference Manual, Armv8, for Armv8-A architecture profile.

« MVFRO, MVFR1, MVFR2, FPCSR, FPEXC, and any of the SIMD and floating-point registers Q0-15, including
their views as D0-D31 registers or S0-31 registers. See 'Advanced SIMD and floating-point System registers' in
the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile.

Permitted VMSR accesses to FPSID are ignored, but for the purposes of this trap the architecture define a VMSR
access to the FPSID from EL1 or higher as an access to a SIMD and floating-point register.

TFP Meaning
0b0o This control does not cause any instructions to be trapped.
0bl Any attempt at any Exception level to execute an instruction that

uses the registers associated with SVE, Advanced SIMD and
floating-point is trapped to EL3, subject to the exception
prioritization rules, unless it is trapped by CPTR_EL3.EZ.

Note

FPEXC32 EI?2 is not accessible from ELO using AArch64.

FPSID, MRFRO, MVFRI1, and FPEXC are not accessible from ELO using
AArch32.

This field resets to an architecturally UNKNOWN value.
Bit [9]
Reserved, RESO.

EZ, bit [8]

When SVE is implemented:

Traps all accesses to SVE functionality and registers from all Exception levels, and both Security states, to EL3.

EZ Meaning

0bo This control causes these instructions executed at any Exception
level to be trapped, subject to the exception prioritization rules.

0bl This control does not cause any instruction to be trapped.

This field resets to an architecturally UNKNOWN value.

Otherwise:
Reserved, RESO.
Bits [7:0]

Reserved, RESO.
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Accessing the CPTR _EL3

Accesses to this register use the following encodings:

MRS <Xt>, CPTR_EL3

op0 opl CRn CRm op2
0b11 0b110 0b0001 0b0001 0b010
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then
return CPTR EL3;
MSR CPTR_EL3, <Xt>
op0 opl CRn CRm op2
0b11 0b110 0b0001 0b0001 0b010
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
UNDEFINED;
elsif PSTATE.EL == EL2 then
UNDEFINED;
elsif PSTATE.EL == EL3 then

CPTR EL3 = X[t];
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CSSELR EL1, Cache Size Selection Register

The CSSELR EL1 characteristics are:

Purpose

Selects the current Cache Size ID Register, CCSIDR _EL1, by specifying the required cache level and the cache type
(either instruction or data cache).

Configuration

AArch64 System register CSSELR EL1 bits [31:0] are architecturally mapped to AArch32 System register
CSSELR[31:0] .

Attributes

CSSELR EL1 is a 64-bit register.

Field descriptions

The CSSELR EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

RESO TnD| Level [InD
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:51]
Reserved, RESO.
TnD, bit [4]

Allocation Tag not Data bit.

TnD Meaning
0bo Data, Instruction or Unified cache.
0bl Separate Allocation Tag cache.

When CSSELR EL1.InD == 1, this bit is RESO.

If CSSELR EL1.Level is programmed to a cache level that is not implemented, then the value for this field on a read of
CSSELR EL1 is UNKNOWN.

This field resets to an architecturally UNKNOWN value.
Level, bits [3:11]

Cache level of required cache.

Level Meaning

0b000O Level 1 cache.
0b001 Level 2 cache.
0b010 Level 3 cache.
0b011 Level 4 cache.
0bl100 Level 5 cache.
0bl01 Level 6 cache.
0b110 Level 7 cache.
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All other values are reserved.

If CSSELR ELl.Level is programmed to a cache level that is not implemented, then the value for this field on a read of
CSSELR EL1 is UNKNOWN.

This field resets to an architecturally UNKNOWN value.
InD, bit [0]

Instruction not Data bit.

InD Meaning
0bo Data or unified cache.
Obl Instruction cache.

If CSSELR ELl.Level is programmed to a cache level that is not implemented, then a read of CSSELR EL1 is
CONSTRAINED UNPREDICTABLE, and returns UNKNOWN values for CSSELR EL1.{Level, InD}.

This field resets to an architecturally UNKNOWN value.

Accessing the CSSELR EL1

Accesses to this register use the following encodings:

MRS <Xt>, CSSELR EL1

op0 opl CRn CRm op2
0b11 0b010 0b0000 0b0000 0b000
if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID2 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TID4 == '1l' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && 'ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR EL3.FGTEn == 'l1') &&
HFGRTR EL2.CSSELR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else

return CSSELR EL1;

elsif PSTATE.EL == EL2 then
return CSSELR EL1;

elsif PSTATE.EL == EL3 then
return CSSELR EL1;

MSR CSSELR EL1, <Xt>

op0 opl CRn CRm op2
Ob11 0b010 0b0000 0b0000 0b000
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if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID2 == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID4 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !ELUsingAArch32(EL2) && (!HaveEL(EL3) || SCR _EL3.FGTEn == '1') &&
HFGWTR _EL2.CSSELR EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
CSSELR EL1 = X[t];
elsif PSTATE.EL == EL2 then
CSSELR EL1 = X[t];
elsif PSTATE.EL == EL3 then
CSSELR EL1 = X[t];
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CTR_ELO, Cache Type Register

The CTR_ELO characteristics are:

Purpose

Provides information about the architecture of the caches.

Configuration

AArch64 System register CTR ELO bits [31:0] are architecturally mapped to AArch32 System register CTR[31:0] .

Attributes

CTR ELO is a 64-bit register.

Field descriptions

The CTR_ELO bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO |  TminLine

RES1RESODICIDC] CWG | ERG | DminLine | L1lp | RESO | IminLine
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 1514 13121110 9 8 7 6 5 4 3 2 1 O

Bits [63:38]
Reserved, RESO.
TminLine, bits [37:32]

Tag minimum Line. Log2 of the number of words covered by Allocation Tags in the smallest cache line of all caches
which can contain Allocation tags that are controlled by the PE.

Note
* For an implementation with cache lines containing 64 bytes of data and
4 Allocation Tags, this will be log2(64/4) = 4.
* For an implementation with Allocations Tags in separate cache lines of
128 Allocation Tags per line, this will be log2(128*16/4) = 9.

Bit [31]
Reserved, RES1.

Bit [30]
Reserved, RESO.

DIC, bit [29]

Instruction cache invalidation requirements for data to instruction coherence.
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DIC Meaning

0b0o Instruction cache invalidation to the Point of Unification is
required for data to instruction coherence.

Obl Instruction cache invalidation to the Point of Unification is not

required for data to instruction coherence.

IDC, bit [28]

Data cache clean requirements for instruction to data coherence. The meaning of this bit is:

IDC Meaning

0b0o Data cache clean to the Point of Unification is required for
instruction to data coherence, unless CLIDR EL1.LoC == 0b000
or (CLIDR EL1.LoUIS == 0b000 && CLIDR EL1.LoUU ==
0b000).

0bl Data cache clean to the Point of Unification is not required for
instruction to data coherence.

CWG, bits [27:24]

Cache writeback granule. Log2 of the number of words of the maximum size of memory that can be overwritten as a
result of the eviction of a cache entry that has had a memory location in it modified.

A value of 0b0000 indicates that this register does not provide Cache writeback granule information and either:

¢ The architectural maximum of 512 words (2KB) must be assumed.
¢ The Cache writeback granule can be determined from maximum cache line size encoded in the Cache Size ID
Registers.

Values greater than 0b1001 are reserved.

Arm recommends that an implementation that does not support cache write-back implements this field as 0b0001. This
applies, for example, to an implementation that supports only write-through caches.

ERG, bits [23:20]

Exclusives reservation granule, and, if TME is implemented, transactional reservation granule. Log2 of the number of
words of the maximum size of the reservation granule for the Load-Exclusive and Store-Exclusive instructions, and, if
TME is implemented, for detecting transactional conflicts.

A value of 0b0000 indicates that this register does not provide granule information and the architectural maximum of
512 words (2KB) must be assumed.

Value 0b0001 and values greater than 0b1001 are reserved.
DminlLine, bits [19:16]

Log2 of the number of words in the smallest cache line of all the data caches and unified caches that are controlled by
the PE.

L1llp, bits [15:14]

Level 1 instruction cache policy. Indicates the indexing and tagging policy for the L1 instruction cache. Possible values
of this field are:

L1Ip Meaning

0b0o0O VMID aware Physical Index, Physical tag (VPIPT)
0b01 ASID-tagged Virtual Index, Virtual Tag (AIVIVT)
0b10 Virtual Index, Physical Tag (VIPT)

Obl1l Physical Index, Physical Tag (PIPT)

The value 0b01 is reserved in Armv8.

The value 0b00 is permitted only in an implementation that includes ARMv8.2-PIPTV, otherwise the value is reserved.
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Bits [13:4]
Reserved, RESO.
IminLine, bits [3:0]

Log2 of the number of words in the smallest cache line of all the instruction caches that are controlled by the PE.

Accessing the CTR _ELO

Accesses to this register use the following encodings:

MRS <Xt>, CTR ELO

op0 opl CRn CRm op2
Ob11 0b011 0b0000 0b0000 0b001
if PSTATE.EL == ELO then
if !'ELUsingAArch32(EL1) && !(EL2Enabled() && HCR EL2.<E2H,TGE> == '11') && SCTLR EL1.UCT ==
'0' then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> != '11' && HCR EL2.TID2 == '1'
then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL1) && HCR EL2.<E2H,TGE> != '11' && ('HaveEL(EL3) ||
SCR EL3.FGTEn == '1') && HFGRTR EL2.CTR ELO == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.<E2H,TGE> == '11' && SCTLR EL2.UCT ==
'0' then
AArch64.SystemAccessTrap(EL2, 0x18);
else

return CTR ELO;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TID2 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && (!'HaveEL(EL3) || SCR EL3.FGTEn == '1') &&
HFGRTR EL2.CTR ELO == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
return CTR ELO;
elsif PSTATE.EL == EL2 then
return CTR ELO;
elsif PSTATE.EL == EL3 then
return CTR ELO;
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The CurrentEL characteristics are:

Purpose

Holds the current Exception level.

Configuration

There are no configuration notes.

Attributes

CurrentEL is a 64-bit register.

Field descriptions

The CurrentEL bit assignments are:

CurrentEL, Current Exception Level

CurrentEL, Current Exception Level

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

RESO

RESO

| EL [RESO

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8

Bits [63:4]

Reserved, RESO.

EL, bits [3:2]

Current Exception level. Possible values of this field are:

EL Meaning

0bo0o
0b01
0b10
0bl1

ELO
EL1
EL2
EL3

7

6 5 4 3

2

1

0

When the HCR_EL2.NV bit is 1, EL1 read accesses to the CurrentEL register return the value of 0b10 in this field.

This field resets to the highest implemented Exception Level.

Bits [1:0]

Reserved, RESO.

Accessing the CurrentEL

Accesses to this register use the following encodings:

MRS <Xt>, CurrentEL

op0

opl

CRn

CRm

op2

Ob11

0b000

0b0100

0b0010

0b010
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CurrentEL, Current Exception Level

if PSTATE.EL == ELO then

UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
return Zeros(60):'10':Zeros(2);
else

return Zeros(60):PSTATE.EL:Zeros(2);
elsif PSTATE.EL == EL2 then
return Zeros(60) :PSTATE.EL:Zeros(2);
elsif PSTATE.EL == EL3 then
return Zeros(60) :PSTATE.EL:Zeros(2);
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DACR32_EL2, Domain Access Control Register

DACR32 EL2, Domain Access Control Register

The DACR32_EL2 characteristics are:

Purpose

Allows access to the AArch32 DACR register from AArch64 state only. Its value has no effect on execution in AArch64
state.

Configuration

AArch64 System register DACR32 EL2 bits [31:0] are architecturally mapped to AArch32 System register DACR[31:0]

This register is present only when AArch32 is supported at any Exception level. Otherwise, direct accesses to
DACR32_EL2 are UNDEFINED.

If EL2 is not implemented but EL3 is implemented, and EL1 is capable of using AArch32, then this register is not RESO.

Attributes

DACR32_EL2 is a 64-bit register.

Field descriptions

The DACR32 _EL2 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

D15 | D14 [D13 [ D12 [ D11 |[D10| D9 | D8 | D7 | D6 | D5 | D4 [ D3 | D2 | D1 | DO

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:32]

Reserved, RESO.

D<n>, bits [2n+1:2n], for n = 0 to 15

Domain n access permission, where n = 0 to 15. Permitted values are:

D<n> Meaning
0b00 No access. Any access to the domain generates a Domain fault.
0b01 Client. Accesses are checked against the permission bits in the
translation tables.
0bl1l Manager. Accesses are not checked against the permission bits

in the translation tables.

The value 0b10 is reserved.

This field resets to an architecturally UNKNOWN value.

Accessing the DACR32 EL2

Accesses to this register use the following encodings:
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DACR32_EL2, Domain Access Control Register

MRS <Xt>, DACR32 EL2

op0 opl CRn CRm

op2

Obl1 0b100 0b0011 0b0000

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
return DACR32 EL2;
elsif PSTATE.EL == EL3 then
return DACR32 EL2;

MSR DACR32_EL2, <Xt>

op0 opl CRn CRm

op2

Ob11 0b100 0b0011 0b0000

0b000

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && HCR EL2.NV == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
UNDEFINED;
elsif PSTATE.EL == EL2 then
DACR32 EL2 = X[t];
elsif PSTATE.EL == EL3 then
DACR32 EL2 = X[t];
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DAIF, Interrupt Mask Bits

DAIF, Interrupt Mask Bits

The DAIF characteristics are:

Purpose

Allows access to the interrupt mask bits.

Configuration

There are no configuration notes.

Attributes

DAIF is a 64-bit register.

Field descriptions

The DAIF bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO
RESO [ID[A]I]F] RESO
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:10]
Reserved, RESO.
D, bit [9]

Process state D mask. The possible values of this bit are:

D Meaning
0b0o Watchpoint, Breakpoint, and Software Step exceptions targeted at
the current Exception level are not masked.
0bl Watchpoint, Breakpoint, and Software Step exceptions targeted at

the current Exception level are masked.

When the target Exception level of the debug exception is higher than the current Exception level, the exception is not
masked by this bit.

This field resets to 1.
A, bit [8]

SError interrupt mask bit. The possible values of this bit are:

A Meaning
0b0o Exception not masked.
0bl Exception masked.

This field resets to 1.
1, bit [7]

IRQ mask bit. The possible values of this bit are:
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I Meaning
0b0 Exception not masked.
0bl Exception masked.

This field resets to 1.

F, bit [6]

FIQ mask bit. The possible values of this bit are:

F Meaning
0b0o Exception not masked.
0bl Exception masked.

This field resets to 1.

Bits [5:01

Reserved, RESO.

Accessing the DAIF

Accesses to this register use the following encodings:

MRS <Xt>, DAIF

DAIF, Interrupt Mask Bits

op0 opl CRn CRm op2
0b11 0b011 0b0100 0b0010 0b001
if PSTATE.EL == ELO then
if !'ELUsingAArch32(EL1) && ((EL2Enabled() && HCR EL2.<E2H,TGE> == '11')
'0') then
if EL2Enabled() && !'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l1' then
AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
else
return Zeros(54):PSTATE.<D,A,I,F>:Zeros(6);
elsif PSTATE.EL == EL1 then
return Zeros(54):PSTATE.<D,A,I,F>:Zeros(6);
elsif PSTATE.EL == EL2 then
return Zeros(54):PSTATE.<D,A,I,F>:Zeros(6);
elsif PSTATE.EL == EL3 then
return Zeros(54):PSTATE.<D,A,I,F>:Zeros(6);
MSR DAIF, <Xt>
op0 opl CRn CRm op2
0b11 0b011 0b0100 0b0010 0b001

|| SCTLR EL1.UMA ==
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DAIF, Interrupt Mask Bits

if PSTATE.EL == ELO then

if !ELUsingAArch32(EL1) && ((EL2Enabled() && HCR EL2.<E2H,TGE> == '11') || SCTLR EL1.UMA ==
'0') then
if EL2Enabled() && 'ELUsingAArch32(EL2) && HCR EL2.TGE == 'l' then

AArch64.SystemAccessTrap(EL2, 0x18);
else
AArch64.SystemAccessTrap(EL1, 0x18);
else
PSTATE.<D,A,I,F> = X[t]<9:6>;
elsif PSTATE.EL == EL1 then
PSTATE.<D,A,I,F> = X[t]<9:6>;
elsif PSTATE.EL == EL2 then
PSTATE.<D,A,I,F> = X[t]<9:6>;
elsif PSTATE.EL == EL3 then
PSTATE.<D,A,I,F> = X[t]<9:6>;

MSR DAIFSet, #<imm>

op0 opl CRn op2

0b00 0b011 0b0100 0b110
MSR DAIFClr, #<imm>

op0 opl CRn op2

0b00 0b011 0b0100 Ob111
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DBGAUTHSTATUS EL1, Debug Authentication Status register

DBGAUTHSTATUS EL1, Debug Authentication Status
register

The DBGAUTHSTATUS ELI1 characteristics are:
Purpose

Provides information about the state of the IMPLEMENTATION DEFINED authentication interface for debug.
Configuration

AArch64 System register DBGAUTHSTATUS ELI1 bits [31:0] are architecturally mapped to AArch32 System register
DBGAUTHSTATUS[31:0] .

AArch64 System register DBGAUTHSTATUS ELI1 bits [31:0] are architecturally mapped to External register
DBGAUTHSTATUS EL1[31:0].

Attributes

DBGAUTHSTATUS EL1 is a 64-bit register.

Field descriptions

The DBGAUTHSTATUS EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

RESO [SNID | SID |[NSNID| NSID
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:81]
Reserved, RESO.

SNID, bits [7:6]

When ARMv8.4-Debug is implemented:

Secure non-invasive debug.

This field has the same value as DBGAUTHSTATUS EL1.SID.

Otherwise:

Secure non-invasive debug.

SNID Meaning

0b0o0o Not implemented. EL3 is not implemented and the Effective
value of SCR_EIL3.NS is 1.

0b10 Implemented and disabled.
ExternalSecureNoninvasiveDebugEnabled() == FALSE.

0bl1l Implemented and enabled.

ExternalSecureNoninvasiveDebugEnabled() == TRUE.

All other values are reserved.
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DBGAUTHSTATUS EL1, Debug Authentication Status register
SID, bits [5:41]

Secure invasive debug.

SID Meaning

0bo0o Not implemented. EL3 is not implemented and the Effective value
of SCR_EL3.NS is 1.

0bl0O Implemented and disabled.
ExternalSecurelnvasiveDebugEnabled() == FALSE.

0bll Implemented and enabled.

ExternalSecurelnvasiveDebugEnabled() == TRUE.

All other values are reserved.

NSNID, bits [3:2]

When ARMv8.4-Debug is implemented:

Non-secure non-invasive debug.

NSNID Meaning
0boO Not implemented. EL3 is not implemented and the Effective
value of SCR EL.3.NSis 0
0bl1l Implemented and enabled. EL3 is implemented or the Effective

value of SCR EL.3.NS is 1.

All other values are reserved.

Otherwise:

Non-secure non-invasive debug.

NSNID Meaning
0b00o Not implemented. EL3 is not implemented and the Effective
value of SCR EL3.NS is 0.
0b10 Implemented and disabled.
ExternalNoninvasiveDebugEnabled() == FALSE.
0bl1l Implemented and enabled.

ExternalNoninvasiveDebugEnabled() == TRUE.

All other values are reserved.

NSID, bits [1:0]

Non-secure invasive debug.

NSID Meaning

0b0o0o Not implemented. EL3 is not implemented and the Effective
value of SCR_EL3.NS is 0.

0b10 Implemented and disabled. ExternallnvasiveDebugEnabled() ==
FALSE.

0bl1l Implemented and enabled. ExternallnvasiveDebugEnabled() ==
TRUE.

All other values are reserved.

Accessing the DBGAUTHSTATUS EL1

Accesses to this register use the following encodings:

MRS <Xt>, DBGAUTHSTATUS EL1

op0 opl CRn CRm op2
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DBGAUTHSTATUS EL1, Debug Authentication Status register

0b10 0b000 0b0111 0b1110 0Ob110

if PSTATE.EL == ELO then
UNDEFINED;
elsif PSTATE.EL == EL1 then
if EL2Enabled() && 'ELUsingAArch32(EL2) && ('!'HaveEL(EL3) || SCR EL3.FGTEn == '1') &&
HDFGRTR _EL2.DBGAUTHSTATUS EL1 == '1' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif EL2Enabled() && !'ELUsingAArch32(EL2) && MDCR EL2.<TDE,TDA> != '00' then
AArch64.SystemAccessTrap(EL2, 0x18);
elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && MDCR EL3.TDA == 'l1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return DBGAUTHSTATUS EL1;
elsif PSTATE.EL == EL2 then
if HaveEL(EL3) && 'ELUsingAArch32(EL3) && MDCR EL3.TDA == '1' then
AArch64.SystemAccessTrap(EL3, 0x18);
else
return DBGAUTHSTATUS EL1;
elsif PSTATE.EL == EL3 then
return DBGAUTHSTATUS EL1;
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DBGBCR<n> EL1, Debug Breakpoint Control Registers, n = 0 - 15

DBGBCR<n> EL1, Debug Breakpoint Control
Registers, n =0 - 15

The DBGBCR<n> ELI1 characteristics are:

Purpose

Holds control information for a breakpoint. Forms breakpoint n together with value register DBGBVR<n> EL].

Configuration

AArch64 System register DBGBCR<n> ELI1 bits [31:0] are architecturally mapped to AArch32 System register
DBGBCR<n>[31:0] .

AArch64 System register DBGBCR<n> ELI1 bits [31:0] are architecturally mapped to External register
DBGBCR<n> EL1[31:0].

If breakpoint n is not implemented then accesses to this register are UNDEFINED.

Attributes

DBGBCR<n> EL1 is a 64-bit register.

Field descriptions

The DBGBCR<n> EL1 bit assignments are:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO

RESO | BT | BN [ssCHMC RESO | BAS |RESO|PMC|E
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

Bits [63:24]

Reserved, RESO.

BT, bits [23:20]

Breakpoint Type. Possible values are:
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DBGBCR<n> EL1, Debug Breakpoint Control Registers, n = 0 - 15

BT Meaning
0b0000 Unlinked instruction address match. DBGBVR<n> EL1 is the
address of an instruction.
0b0001 As 0b0000, but linked to a Context matching breakpoint.
0b0010 Unlinked Context ID match. When ARMv8.1-VHE is

implemented, EL2 is using AArch64, and the Effective value of
HCR EIL2.E2H is 1, if either the PE is executing at ELO with
HCR _EIL2.TGE set to 1 or the PE is executing at EL2, then
DBGBVR<n> EL1.ContextID must match the
CONTEXTIDR EL2 value. Otherwise,
DBGBVR<n> EL1.ContextID must match the
CONTEXTIDR EL1 value

0b00O11 As 0b0010, with linking enabled.

0b0110 Unlinked CONTEXTIDR EL1 match.
DBGBVR<n> EL1.ContextID is a Context ID compared against
CONTEXTIDR EL1.

0b0111 As 0b0110, with linking enabled.

0b1000 Unlinked VMID match. DBGBVR<n> EIL.1.VMID is a VMID
compared against VITBR EL.2.VMID.

0b1001 As 0b1000, with linking enabled.

0b1010 Unlinked VMID and Context ID match.

DBGBVR<n> EL1.ContextID is a Context ID compared against
CONTEXTIDR EL1, and DBGBVR<n> EL1.VMID is a VMID
compared against VITBR EL.2.VMID.

0b1011 As 0b1010, with linking enabled.

0b1100 Unlinked CONTEXTIDR EL2 match.
DBGBVR<n> EL1.ContextID2 is a Context ID compared
against CONTEXTIDR EIL.2.

0b1101 As 0b1100, with linking enabled.

0bl110 Unlinked Full Context ID match. DBGBVR<n> EL1.ContextID
is compared against CONTEXTIDR EL1, and
DBGBVR<n> EL1.ContextID2 is compared against
CONTEXTIDR EIL2.

0Ob1111 As 0b1110, with linking enabled.

All other values are reserved. Constraints on breakpoint programming mean other values are reserved under some
conditions.

For more information on the operation of the SSC, HMC, and PMC fields, and on the effect of programming this field to
a reserved value, see 'Execution conditions for which a breakpoint generates Breakpoint exceptions' in the Arm®
Architecture Reference Manual, Armv8, for Armv8-A architecture profile, section D2 (AArch64 Self-hosted Debug) and
'Reserved DBGBCR<n> EL1.BT values' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A
architecture profile, section D2 (AArch64 Self-hosted Debug).
The following resets apply:

* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
LBN, bits [19:16]

Linked breakpoint number. For Linked address matching breakpoints, this specifies the index of the Context-matching
breakpoint linked to.

For all other breakpoint types this field is ignored and reads of the register return an UNKNOWN value.
This field is ignored when the value of DBGBCR<n> EL1.E is 0.
The following resets apply:

* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
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DBGBCR<n> EL1, Debug Breakpoint Control Registers, n = 0 - 15
SSC, bits [15:14]

Security state control. Determines the Security states under which a Breakpoint debug event for breakpoint n is
generated. This field must be interpreted along with the HMC and PMC fields, and there are constraints on the
permitted values of the {HMC, SSC, PMC} fields.

For more information on the operation of the SSC, HMC, and PMC fields, and the effect of programming the fields to a
reserved set of values, see 'Execution conditions for which a breakpoint generates Breakpoint exceptions' in the Arm®
Architecture Reference Manual, Armv8, for Armv8-A architecture profile, section D2 (AArch64 Self-hosted Debug) and
'Reserved DBGBCR<n> EL1.{SSC, HMC, PMC} values' in the Arm® Architecture Reference Manual, Armv8, for
Armv8-A architecture profile, section D2 (AArch64 Self-hosted Debug).
The following resets apply:

* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
HMC, bit [13]

Higher mode control. Determines the debug perspective for deciding when a Breakpoint debug event for breakpoint n
is generated. This field must be interpreted along with the SSC and PMC fields, and there are constraints on the
permitted values of the {HMC, SSC, PMC} fields. For more information see the SSC, bits [15:14] description.
For more information on the operation of the SSC, HMC, and PMC fields, see 'Execution conditions for which a
breakpoint generates Breakpoint exceptions' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A
architecture profile, section D2 (AArch64 Self-hosted Debug).
The following resets apply:

* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
Bits [12:9]
Reserved, RESO.

BAS, bits [8:5]

When AArch32 is supported at any Exception level:

Byte address select. Defines which half-words an address-matching breakpoint matches, regardless of the instruction
set and Execution state.

The permitted values depend on the breakpoint type.

For Address match breakpoints, the permitted values are:

BAS Match instruction at Constraint for debuggers
0b0011 DBGBVR<n> EL1 Use for T32 instructions
0b1100 DBGBVR<n> EL1 + 2 Use for T32 instructions
0b1111 DBGBVR<n> EL1 Use for A64 and A32 instructions

All other values are reserved. For more information, see 'Reserved DBGBCR<n> EL1.BAS values' in the Arm®
Architecture Reference Manual, Armv8, for Armv8-A architecture profile, section D2 (AArch64 Self-hosted Debug).

For more information on using the BAS field in address match breakpoints, see 'Using the BAS field in Address Match
breakpoints' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A architecture profile, section G2
(AArch32 Self-hosted Debug).

For Context matching breakpoints, this field is RES1 and ignored.

The following resets apply:

* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
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DBGBCR<n> EL1, Debug Breakpoint Control Registers, n = 0 - 15

Otherwise:

Reserved, RES1.

Bits [4:3]

Reserved, RESO.

PMC, bits [2:1]

Privilege mode control. Determines the Exception level or levels at which a Breakpoint debug event for breakpoint n is

generated. This field must be interpreted along with the SSC and HMC fields, and there are constraints on the

permitted values of the {HMC, SSC, PMC} fields. For more information see the DBGBCR<n> EL1.SSC description.

For more information on the operation of the SSC, HMC, and PMC fields, see 'Execution conditions for which a
breakpoint generates Breakpoint exceptions' in the Arm® Architecture Reference Manual, Armv8, for Armv8-A

architecture profile, section D2 (AArch64 Self-hosted Debug).

The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.
* On a Warm reset, the value of this field is unchanged.

E, bit [0]

Enable breakpoint DBGBVR<n> EL1. Possible values are:

E Meaning
0b0o Breakpoint disabled.
0bl Breakpoint enabled.

The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.

Accessing the DBGBCR<n>_EL1

Accesses to this register use the following encodings:

MRS <Xt>, DBGBCR<n> EL1

op0 opl CRn CRm op2

0b10 0b000 0b0000 n[3:0] 0b101
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DBGBCR<n> EL1, Debug Breakpoint Control Registers, n = 0 - 15

if PSTATE.EL == ELO then

UNDEFINED;

elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && (!'HaveEL(EL3)

HDFGRTR EL2.DBGBCRn EL1 == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);

|| SCR_EL3.FGTEn == '1') &&

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && MDCR EL2.<TDE,TDA> != '00' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && MDCR EL3.TDA == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);

elsif !ELUsingAArch32(EL1) && OSLSR EL1.0SLK == '0' && HaltingAllowed() && EDSCR.TDA

then

Halt (DebugHalt SoftwareAccess);

else

return DBGBCR EL1[UInt(CRm<3:0>)];
elsif PSTATE.EL == EL2 then

if HaveEL(EL3) && !'ELUsingAArch32(EL3) && MDCR EL3.TDA == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);

elsif !ELUsingAArch32(EL1) && OSLSR EL1.0SLK == '0' && HaltingAllowed() && EDSCR.TDA

then

Halt (DebugHalt SoftwareAccess);

else

return DBGBCR EL1[UInt(CRm<3:0>)];
elsif PSTATE.EL == EL3 then

if !ELUsingAArch32(EL1) && OSLSR EL1.0SLK == '0' && HaltingAllowed() && EDSCR.TDA ==
Halt (DebugHalt SoftwareAccess);

else

return DBGBCR EL1[UInt(CRm<3:0>)];

MSR DBGBCR<n> EL1, <Xt>

op0

opl

CRn

CRm

op2

0b10

0b000

0b0000

n[3:0]

0b101

if PSTATE.EL == ELO then

UNDEFINED;

elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && (!'HaveEL(EL3)

HDFGWTR EL2.DBGBCRn EL1 == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);

|| SCR_EL3.FGTEn == '1') &&

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && MDCR EL2.<TDE,TDA> != '00' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && MDCR EL3.TDA == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);

elsif !ELUsingAArch32(EL1) && OSLSR EL1.0SLK == '0O' && HaltingAllowed() && EDSCR.TDA

then

Halt (DebugHalt SoftwareAccess);

else

DBGBCR EL1[UInt(CRm<3:0>)] = X[t];
elsif PSTATE.EL == EL2 then

if HaveEL(EL3) && !'ELUsingAArch32(EL3) && MDCR EL3.TDA == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);

elsif !ELUsingAArch32(EL1) && OSLSR EL1.0SLK == '0O' && HaltingAllowed() && EDSCR.TDA

then

Halt (DebugHalt SoftwareAccess);

else

DBGBCR EL1[UINnt(CRm<3:0>)] = X[t];
elsif PSTATE.EL == EL3 then

if !ELUsingAArch32(EL1) && OSLSR EL1.0SLK == '0' && HaltingAllowed() && EDSCR.TDA ==
Halt (DebugHalt SoftwareAccess);

else

DBGBCR EL1[UINnt(CRm<3:0>)] = X[t];

== Ill

== Ill

'l' then

'l' then
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DBGBVR<n> EL1, Debug Breakpoint Value Registers,
n=0-15

The DBGBVR<n> EL1 characteristics are:

Purpose

Holds a virtual address, or a VMID and/or a context ID, for use in breakpoint matching. Forms breakpoint n together
with control register DBGBCR<n> EL1.

Configuration

AArch64 System register DBGBVR<n> EL1 bits [31:0] are architecturally mapped to AArch32 System register
DBGBVR<n>[31:0] .

AArch64 System register DBGBVR<n> EL1 bits [63:32] are architecturally mapped to AArch32 System register
DBGBXVR<n>[31:0] .

AArch64 System register DBGBVR<n> EL1 bits [63:0] are architecturally mapped to External register
DBGBVR<n> EL1[63:0].

If breakpoint n is not implemented then accesses to this register are UNDEFINED.

Attributes

How this register is interpreted depends on the value of DBGBCR<n> EL1.BT.

When DBGBCR<n> EL1.BT is 0b000x, this register holds a virtual address.

When DBGBCR<n> EL1.BT is 0b001x, 0b011x, or 0b110x, this register holds a Context ID.
When DBGBCR<n> EL1.BT is 0b100x, this register holds a VMID.

When DBGBCR<n> EL1.BT is 0b101x, this register holds a VMID and a Context ID.

When DBGBCR<n> EL1.BT is 0b111x, this register holds two Context ID values.

For other values of DBGBCR<n> EL1.BT, this register is RESO.

Field descriptions
The DBGBVR<n> EL1 bit assignments are:

When DBGBCR<n>_EL1.BT == 0b000x:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESS[14:4] | VA[52:49] | VA[48:2]

VA[48:2] | RESO

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 O

RESS[14:4], bits [63:53]

Reserved, Sign extended. Software must treat this field as RESO if the most significant bit of VA is 0 or RESO, and as
RES1 if the most significant bit of VA is 1.

It is IMPLEMENTATION DEFINED whether:

¢ Reads return the value of the most significant bit of the VA for every bit in this field.
* Reads return the last value written.

The PE ignores this field.
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VA[52:49], bits [52:49]
When ARMv8.2-LVA is implemented:
Extension to VA[48:2]. See VA[48:2] for more details.
The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.

Otherwise:
Extension to RESS[14:4]. See RESS[14:4] for more details.
VA[48:2], bits [48:2]

Bits[48:2] of the address value for comparison.

When ARMvS8.2-LVA is implemented, VA[52:49] forms the upper part of the address value. Otherwise, VA[52:49] are
RESS.

The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
Bits [1:0]
Reserved, RESO.
When DBGBCR<n> EL1.BT == 0b001x:
63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

RESO

ContextID
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:32]
Reserved, RESO.
ContextID, bits [31:0]

Context ID value for comparison.

The value is compared against CONTEXTIDR EI.2 when ARMv8.1-VHE is implemented, HCR EL2.E2H is 1, and either:

e The PE is executing at EL2.
« HCR EL2.TGE is 1, the PE is executing at ELO, and EL2 is enabled in the current Security state.

Otherwise, the value is compared against CONTEXTIDR EIL1.

The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
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When DBGBCR<n>_EL1.BT == 0b011x:

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

RESO

ContextID

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9

Bits [63:32]

Reserved, RESO.

ContextID, bits [31:0]

Context ID value for comparison against CONTEXTIDR EL1.
The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.

8

7

6 5 4 3

When DBGBCR<n> EL1.BT == 0b100x and EL2 is implemented:

2

1

0

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32

RESO | VMID[15:8]

VMIDI[7:0]

RESO

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9
Bits [63:48]
Reserved, RESO.

VMID[15:8], bits [47:40]

When ARMv8.1-VMID16 is implemented and VTCR_EL2.VS == 1:
Extension to VMID[7:0]. See DBGBVR<n> EL1.VMID[7:0] for more details.
If EL2 is using AArch32, this field is RESO.
The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.

Otherwise:
Reserved, RESO.
VMID[7:0], bits [39:32]

VMID value for comparison.

The VMID is 8 bits when any of the following are true:
e EL2 is using AArch32.
« VICR EL2.VSis 0.
¢ ARMv8.1-VMID16 is not implemented.

The following resets apply:

* On a Cold reset, this field resets to an architecturally UNKNOWN value.

8

7

6 5 4 3

2

1

0
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* On a Warm reset, the value of this field is unchanged.
Bits [31:0]
Reserved, RESO.
When DBGBCR<n>_EL1.BT == 0b101x and EL2 is implemented:
63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
RESO | VMID[15:8] | VMID[7:0]

ContextID
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Bits [63:48]
Reserved, RESO.

VMIDI[15:8], bits [47:40]
When ARMv8.1-VMID16 is implemented and VTCR_EL2.VS == 1:
Extension to VMID[7:0]. See DBGBVR<n> EL1.VMID[7:0] for more details.
If EL2 is using AArch32, or if the implementation has an 8-bit VMID, this field is RESO.
The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.

Otherwise:
Reserved, RESO.
VMIDI[7:0], bits [39:32]

VMID value for comparison.

The VMID is 8 bits when any of the following are true:
¢ EL2 is using AArch32.
« VTCR EL2.VSis 0.
¢ ARMv8.1-VMID16 is not implemented.

The following resets apply:

* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
ContextID, bits [31:01]

Context ID value for comparison against CONTEXTIDR EIL1.

The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
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When DBGBCR<n>_EL1.BT == 0b110x, EL2 is implemented and (ARMv8.1-VHE is
implemented or ARMv8.2-Debug is implemented):

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
ContextID2

RESO
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 1312 1110 9 8 7 6 5 4 3 2 1 O

ContextiD2, bits [63:32]

Context ID value for comparison against CONTEXTIDR EIL.2.

The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
Bits [31:0]
Reserved, RESO.

When DBGBCR<n> EL1.BT == 0b111x, EL2 is implemented and (ARMv8.1-VHE is
implemented or ARMv8.2-Debug is implemented):

63 62 61 60 59 58 57 56 55 54 53 52 51 50 49 48 47 46 45 44 43 42 41 40 39 38 37 36 35 34 33 32
ContextID?2
ContextID

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 1110 9 8 7 6 5 4 3 2 1 0

ContextiD2, bits [63:32]

Context ID value for comparison against CONTEXTIDR _EIL2.

The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.
ContextID, bits [31:0]

Context ID value for comparison against CONTEXTIDR EL1.

The following resets apply:
* On a Cold reset, this field resets to an architecturally UNKNOWN value.

* On a Warm reset, the value of this field is unchanged.

Accessing the DBGBVR<n> EL1

Accesses to this register use the following encodings:

MRS <Xt>, DBGBVR<n> EL1

op0 opl CRn CRm op2
0b10 0b000 0b0000 n[3:0] 0b100
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if PSTATE.EL == ELO then

UNDEFINED;

elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && (!'HaveEL(EL3)

HDFGRTR EL2.DBGBVRn EL1 == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);

|| SCR_EL3.FGTEn == '1') &&

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && MDCR EL2.<TDE,TDA> != '00' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && MDCR EL3.TDA == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);

elsif !ELUsingAArch32(EL1) && OSLSR EL1.0SLK == '0' && HaltingAllowed() && EDSCR.TDA

then

Halt (DebugHalt SoftwareAccess);

else

return DBGBVR EL1[UInt(CRm<3:0>)];
elsif PSTATE.EL == EL2 then

if HaveEL(EL3) && !'ELUsingAArch32(EL3) && MDCR EL3.TDA == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);

elsif !ELUsingAArch32(EL1) && OSLSR EL1.0SLK == '0' && HaltingAllowed() && EDSCR.TDA

then

Halt (DebugHalt SoftwareAccess);

else

return DBGBVR EL1[UInt(CRm<3:0>)];
elsif PSTATE.EL == EL3 then

if !ELUsingAArch32(EL1) && OSLSR EL1.0SLK == '0' && HaltingAllowed() && EDSCR.TDA ==
Halt (DebugHalt SoftwareAccess);

else

return DBGBVR EL1[UInt(CRm<3:0>)];

MSR DBGBVR<n> EL1, <Xt>

op0

opl

CRn

CRm

op2

0b10

0b000

0b0000

n[3:0]

0b100

if PSTATE.EL == ELO then

UNDEFINED;

elsif PSTATE.EL == EL1 then
if EL2Enabled() && !'ELUsingAArch32(EL2) && (!'HaveEL(EL3)

HDFGWTR EL2.DBGBVRn EL1 == '1' then

AArch64.SystemAccessTrap(EL2, 0x18);

|| SCR_EL3.FGTEn == '1') &&

elsif EL2Enabled() && !'ELUsingAArch32(EL2) && MDCR EL2.<TDE,TDA> != '00' then

AArch64.SystemAccessTrap(EL2, 0x18);

elsif HaveEL(EL3) && !ELUsingAArch32(EL3) && MDCR EL3.TDA == 'l1' then

AArch64.SystemAccessTrap(EL3, 0x18);

elsif !ELUsingAArch32(EL1) && OSLSR EL1.0SLK == '0O' && HaltingAllowed() && EDSCR.TDA

then

Halt (DebugHalt SoftwareAccess);

else

DBGBVR EL1[UInt(CRm<3:0>)] = X[t];
elsif PSTATE.EL == EL2 then

if HaveEL(EL3) && !'ELUsingAArch32(EL3) && MDCR EL3.TDA == 'l1' then

AArch64.SystemAccessTrap(EL3,